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Abstract: The circular economy can balance the
environmental aspect and industrial production
objectives. It defines the methodology to employ
fewer resources and gain production efficiency
with the help of reduce-reuse-recycle. Compared
to larger organization, small, and medium
enterprises (SMEs) faces technical & resource
challenges to adopting circular economic practices.
This lack of technical know-how and managerial
myopic point-of-view towards sustainability hold
back SMEs to shift to the sustainable business
model from the liner structure. Here transition
towards digitalization plays a pivotal role and
ignites the innovative mindset. The implication of
data analytics and machine-learning algorithm
help to optimize the day-to-day operation.
Application Artificial Intelligence empowers SMEs
to understand consumer insight, risk assessment
and predict the outcome. The incorporation of
Internet-of-Things and Cloud Computing assist to
access product usage data and user behavioural r
data easily and entitle the exchange of data across
multiple stakeholders.
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I. INTRODUCTION

The reorganization towards a circular economy
(CE) has become a strategic focal point for global
political leaders, business leaders and leading
organizations. CE is the alternative model to the
linear economic model that appreciates the take-
make-waste principle [1]. CE discard the “end-of-

life” approach and encourages to adoption recycle,
reuse and reduction principle [2]. Transformation
to the CE ensures waste generation is minimized,
resource utilization is optimized and instead of
scrapping, the resource is fed for reproduction.
Thus the development & production processes are
designed sustainably [3].

Compared to multination organizations, SMEs
face challenges to transform to a circular economic
model from a linear model due unavailability of data
and knowledge. Here, digitalization plays a crucial
role [2]. Cutting-edge technologies like Artificial
Intelligence, Machine Learning, the Internet of
Things, and Cloud Computing empower SMEs to
harmonize with the paradigm shift [4]. Accessing
the users’ data, industry data and product usage data
enables SMEs to gain insights into the product life-
cycle pattern and it will impacts the manufacturing &
decision-making process [5]. The adoption of digital
technologies fuelled the importance of innovation to
create a viable market that attracts non-consumers
[6] and curves the avenue for revenue for SMEs.

In this article, we will try to understand the concept of
innovation and CE. The first section of the literature
review will explain the evaluation of the concept
of innovation. Initial innovation was defined as the
birth of new ideas & products, later development of
new services is considered a part of innovation and in
recent times market creation ability of innovation is
prioritized. In the second part of the literature review,
we will review the CE concept. Later we will discuss
the barriers that prevent SMEs to adopt CE and how
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digitalization & innovation boost the willingness to
develop the CE business model.

II. LiTERATURE REVIEW

A. Innovation and Market Creation

There are different perspectives when defining the
term “Innovation”. If we analyse various definitions
of innovation through a period, we can witness
the change in the fundamental areas of agreement.
Some researchers prioritised the term “new idea”,
and some researchers focused on the internal &
external environmental effects on the organization
that cherished the innovation. On the other hand,
recent definitions gave importance to value creation
as a crucial factor. Victor A. Thompson defined
innovation as the generation, acceptance and
implementation of new ideas. From an organization’s
point of view, the production and utilization of new
ideas should be considered innovation [7]. Becker
and Whisler suggested first and early use of an idea
that harmonizes with the organization’s goal should
be defined as innovation. Here they emphasized
stimulus (external or internal) as the igniter for
innovative action [8]. L. B. Mohr distinguished
the concept of “invention” from “Innovation” and
explained innovation as “bringing something new
into use”. Also, L. B. Mohr highlighted once the
change idea is adopted by organization stakeholders
or the public, it will not be considered as innovative,
no longer [9]. Innovation leads to economic
growth and nourishes the job market. In the chapter
“The Institutional Analysis of Entrepreneurship:
Historic Aspects of Schumpeter’s Development
Theory” Alexander Ebner defined innovation as the
introduction of a new good or new quality of good or
new methodology of production that creates a new
market which curves a different supply chain [10].
Clayton M. Christensen in his book The Prosperity
Paradox defines innovation as a change in process
that leads to the transformation of labour, capital,
material and information into goods and services with
significant value [6]. Though there is diversity in the
definition of the term “innovation”, the key aspects
are- innovation is associated with organisational
change and the objective of the innovation is to

create a new market. More specifically, as stated by
Clayton M. Christensen, innovation is essential to
attract the “non-consumer” section of the market [6].
Innovation has a significant impact on the market
because it leverages technology or business model to
make products and services affordable and accessible
to people. Abernathy and Clark [11] explained
innovation can obsolete existing knowledge of a
particular application with the introduction of a new
product or process. Thus it develops a new market
that addresses customer needs.

B. Circular Economy

Easily available resources and inexpensive and
zero-impact on the environment, in that case, the
linear economic model is suitable for meeting the
consumers’ demands. Companies extract the raw
material and convert it into a product or use the core
material to produce energy that directly or indirectly
serves the requirement of the customers. In return,
consumers pay for the product and discard the waste
after usage. This is the “take, make, waste” principle
of the linear economy. But the growing population
and consumers demand to create pressure on the
production system and most of the core resources
that we use for production, are non-renewable. In
simple words, a linear economy barely prioritizes the
environmental aspect and zero-waste policy [12]. The
business concept-three bottom line framework talks
aboutprofit, people & planet[13]. The said perspective
links business goal with the concept of sustainable
development, defined as the need of the present
generation should be met without jeopardising future
generations [14]. The weak version of sustainability
considers natural capital and manufactured capital
are substitutable and there is no difference. The
primary aspect is that the aggregated stock of capital
should be the same or increased. On the other hand,
strong sustainability denies the former concept,
rather it states that most natural resources are not
interchangeable with manufactured capital [15]. The
knowledge about sustainable development evolved
the concept of CE that proposes an alternative to the
“take-make-waste” model. CE model emphasizes the
cyclical material flow, use of renewable energy and
judicial use of waste energy. The economic aspects
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of the CE are the reduction of raw mater & energy
costs, waste management, emission control, risk &
goodwill management and creating the market for a
new product or business model innovation. From a
social point of view, CE encourages towards shared
economy [16]. So, CE is related to three strategies-
optimized resource use for production, increase
utilization period of the product and connect a post-
usage product with the initial production stage [17].

III. RELEVANCE OF CE IN SMALL, MEDIUM SIZE
ENTERPRISE ECOSYSTEMS

CE approaches the win-win condition that enables an
economically feasible way to reuse the product and
increase the life of the goods through recycling [18].
The fundamental objective of the CE is described
with various models; the “R” framework is the most
appreciated and commonly accepted framework.
The frameworks are 3R (Reuse, Repair, Recycle),
the 4R considers Refurbish along with the formers,
the 6R includes Rethink and Remanufacture, 9R adds
Repurpose, Recover, Reuse. Thesaid “R ”frameworks
explain the circular relationship between production
and consumption [19]. The CE improves resource
utilization and waste management methodology
across the valuechain. In the upstream, management
of resources employed for production and reduction
of wastage are guided by CE, thus productivity &
efficiency are boosted. It is necessary to monitor the
reintroduction of the discarded product (after the end
of life) back into the production process. These two
features institute the closed loop for the production
valuechain and ensure sustainability [20].

The transition towards the CE needs proactive en-
gagement from various stakeholders- policy-makers,
industries, companies, and individuals who can
drive the fundamental changes associated with an
industrial structure [19] [21]. Large corporations are
capable to adopt the practices related to the CE, due
to the stability. Proactively working on sustainable
development multinational corporations strengthens
the relationship with the stakeholders and embrace
global ESG policies [19]. But some potential barriers
hold back SMEs to adopt the circular business mod-
el. Internal stakeholders like managers, employees

and owners focus on the direct market returns and
benefits linked with the core business. Also, SME
stakeholders have a basic level of knowledge about
sustainability and CE. This is an organisational cul-
tural barrier, creating a huddle for opportunities for
CE [22] [23]. Lack of capital [24] is another aspect
that obstructs the adoption of CE for the SME sec-
tor. Transform from a linear business model to a cir-
cular one requires upfront investments like supply-
chain optimization, distribution, repurchase from
the customers, logistics and inventory management
etc. Along with the said ones the institution needs
to monitor the product life-cycle and has to employ
committed resources for close tracking and observa-
tion [25] [26]. On the other hand, potential investors
perceive that green investment is associated with
risk due to the uncertainty related to performance
[27]. Technical knowledge and information related
to CE are not easily accessible by the SME sectors.
Whereas multinational institutions with the help of
in-house research, develop technological knowledge
and design ESG policies that harmonize with
sustainability goals. But, SMEs do not have the
desired research team, resources, and knowledge
to customize the technologies that deliver environ-
mental benefits along with economic benefits and
thus they have to depend on the technologies that
are available in the market [28] [29]. External sup-
port and inter-industry collaboration are essential to
nourish the willingness to adopt green business prac-
tices for SMEs. But in reality, SMEs face challenges
communicating with external partners regarding
green business models and there are limited forums or
platforms for SMEs that cultivate green innovation
ideas and practices [30]. Poor organization structure
leads to a knowledge gap related to green buying and
supply chain and stakeholders ignore the environ-
mental aspect for cost saving. Absence of structured
training programme and technology support from the
Government make SMEs myopic about the CE [31].
Customers or end-users are the primary drivers of the
demand centre and their buying patterns impact the
market. Cost-sensitive consumers often disagree to
pay a premium for green products and thus SMEs
find the adoption of green practices less potential
[31] [30]. Also, the knowledge gap among consum-
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ers about green products fails to develop demand
pressure on the production side. Lack of demand
portrays no realistic benefits of the CE to the SMEs
and does not bring out the necessity of transition to
CE [26] [32] [33].

Entrepreneurs act as a driver who can monetize
innovation and transfer knowledge into economic
growth [34]. Entrepreneurs are flexible to adopt
changes and can synchronize with the market needs
[35] [29]. According to The World Bank data, the
SME sector accounts for 90% of business and is
responsible for 50% of employment, globally. The
said sector contributes ~40% of the national income in
emerging countries [36]. The SMEs sector contributes
a significant amount to the national income of India (~
30% of GDP) and creates employment opportunities.
Unlike a large corporation, SMEs sustains rural
industrialization and socio-economic growth in India
[37]. In European Union Countries (EU; 27 countries;
EU-27), SMEs are the key contributor to economic
growth and employment generation. In 2021, 22.8
million SMEs were active in the EU-27 and accounts
for 99.8% of all enterprises in non-financial business
sectors [38]. The environmental impact caused by
SMEs, facts are surprising. According to the British
Business Bank report, SMEs at a group level are
responsible for 43-53% of business greenhouse
emissions in the UK [39]. SMEs certified sustainable
standard is very minor across the globe- only 5%
of micro and 13% of small enterprises comply with
the standard [40]. The said sector contributes to job
creation and adds value to economic development
Notably, SMEs are pollution-intensive compared to
large organisations [41]. In recent years, SMEs are
adopting necessary steps toward the sustainability
standard and this shift is crucial for the future of
mother earth. This transition is supported by eco-
innovation and a change in consumers’ orientation
towards green products [41] [29]. The adoption of
circular economic practices will support the SME
sector to reduce environmental impacts.

1V. DIGITALIZATION AND INNOVATION BOOST THE
ApoPTION OF THE CE

Advancement in Information and Communication
(ICT) technology segment, organizations adopted

ICT as the key driver for business growth and a tool
for market expansion. Businesses across different
verticals have enabled data processing techniques
and digital communication channels (like social
media) to gain an advantage over the competition and
bring agility into day-to-day operations (UNCTAD,
2021). Moreover, the COVID-19 pandemic has
fuelled the digitalization process and connected all
the stakeholders with a common thread; the thread is
called data. Data is an intangible asset with a certain
economic value. The most important characteristic
of data is “non-rival” by nature and it allows multiple
companies to utilize the same users’ group data at
the same time. This data is used to make a decision
that impacts the economy and environment (Coyle,
Diepeveen, Wdowin, Kay and Tennison, 2020).
The fourth industrial revolution is nourished by
the integrated information and knowledge-driven
networking system. Data accumulated in every
stage of production helps enhance the decision-
making process and evaluate efficiency. Adoption
of digital technologies helps in developing the CE
and curve the path for reduction of carbon footprint.
Cutting-edge digital technologies like the Internet of
Things (IoT), and Big Data Analytics, are essential
resources to design remanufacturing, recycling
and repurposing production systems [42]. The
application of these emerging technologies brings in
several benefits tracking business operations, product
lifecycle management, and real-time data analysis for
better decision-making [43]. Moreover digitalized
CE can nullify the barriers by enabling improved
communication channels between stakeholders
throughout the value chain and monitoring the
information flow, essential for the transition to the
CE [44].

The article limits its focus to a few digitalization
tools- Artificial Intelligence (Al), IoT, Cloud
Computing (CC) and Big Data (BD), application of
these tools will be beneficial for SMEs to develop
circular business models.

A. Role of Big Data (BD)

Workforce skill is an implicit resource that is
invisible in the lens of the traditional measurement
methods. Skills are learnt and develop with the time
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[45]. Digitalization and data analytics has become
the implicit skill that is the driver for modernization.
This resource is complex and brings in competitive
advantage by improving cost performance and
operational efficiency of the organization [46]. So,
BD is designed with the comprehensive dataset
coming from various sources facilitating enormous
amount of data and information. Then desired
analytical method is applied on the dataset and data
mining and machine learning algorithm is applied to
discover the pattern [5]. In simple terms, Big Data
Analytics (BDA) generates insight by analysing
data and assists in decision-making like knowledge
management, cost management, distribution etc.
BDA is useful for product quality management and
understanding the product lifecycle [2].

B. Role of Al and IoT

Organizations adopt Al and Machine-Learning (ML)
as the latest control system that optimizes cost,
manages resources and reduces response time. The
autonomous decision-making ability incorporates
flexibility & agility in the organization’s ecosystem
[46]. Implementation of Al and ML enables real-
time data analytics by optimizing resource flow,
predicting risk and designing a suitable system. This
Al-based platform leads to improve circularity [47]
[2]. Al can identify hidden patterns in the dataset and
efficiently derive insights. Researchers developed
an Al-based system that identifies suitable suppliers
based on circularity standards, an Al-enabled
decision support system that is useful in minimizing
resource consumption [48] [49]. Natural Language
Processing (NLP) is another efficient application
of Al and it can transform methodical work into an
autonomous system [50].

IoT-enabled devices or products are effective to
track the lifecycle and help in maintaining, reusing,
recycling and remanufacturing. Current usage of the
product and future performance can be measured
in IoT devices. This creates a digital profile of
the product and the manufacturer can decide the
circularity of the product by analysing the profile.
This data-driven decision-making process is fuelled
by data collection and exchange characteristics of
[oT systems [51] [52].

C. Role of Cloud Computing

CC refers to the delivery of computing services over
the internet. Data are stored, analysed and distributed
online with the help of cloud service. The primary
benefit of the cloud service it can be accessed by
multiple users from various locations. CC helps the
organization to save infrastructure costs by reducing
the dependency on physical servers and improving
operational efficiency [44]. Cloud platform helps
to store IoT product data, real-time user data,
organizational data etc. and make them available on
a need basis. The said feature provides flexibility to
run the operation smoothly and design the system
with agility [53].

From the above discussion, we understood the impact
of digitalization on CE. Now we need to articulate
how digitalization and innovation encourage SMEs to
adopt CE. CE is an example of a new way of business
management that considers the environment as a
key operational lever like cost-centre, profit-centre,
supplier-buyer, resource management etc. To adopt
the new business model SMEs need to understand
Business Canvas Model (BMC) related to the
industry they are serving. It is essential for SMEs to
define what value is created, what value is proposed
and what value will deliver to the consumers. SMEs
have to structure the revenue stream and cost model
for business sustainability [54]. Three types of
innovation models can acknowledge SMEs to adopt
CE practices. First, sustaining innovation model,
second, the efficiency innovation model and lastly
market-creating innovation model [6]. Sustaining
innovation model focuses on improving existing
products and targets consumers with purchasing
power. Consumers have a positive inclination
towards green products purchase and personal traits,
external influencers, and knowledge work as the
motivator in this case [55]. The efficiency innovation
model prioritizes the process of manufacturing.
The said innovation model emphasizes resource
utilization and waste minimization. Reuse, Recycle,
Remanufacturing, Refurbish, Repair etc. elements of
CE, are linked with the efficiency innovation model
and it will empower SMEs to be predominantly
part of the green economy. Last innovation model-
Market-creating innovation model is essential for
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new SMEs or start-ups. As mentioned in the name,
the said innovation model comes with new ideas and
a new business model that attracts the non-consumer
section of the market [6]. Considering some of the
nine elements of the CE, entrepreneurs can develop
new technology with new business models that will
cater to niche sections of the market.

Innovation and digitalization are two tools for SMEs
to synchronize with the circular economic model.
Innovation derives new ideas, and new business
models and digitalization work as a catalyst that
makes the operation smooth, agile, cost-effective and
data-driven.

V. DiscussioN AND CONCLUSION

The fundamental concept of the CE is to produce more
with minimum use of resources. CE links business
operations with resource efficiency. Resource
efficiency depends upon optimized production
methodology-reuse, recycle, energy resource, waste
reduction etc. Successful adoption of an efficient
production strategy encourages cutting down
production cost, minimising resource procurement
cost, and energy management and finally lead to
revenue generation [56] [57]. Digitalization helps
in driving the CE business model and works as the
key enabler. AI, ML, and BDA are essential to derive
insight from the large volume of data and utilize
that data to automate operations. IoT and Cloud
technology are two pillars of digitalization, helping
to get real-time data and manage the data easily.
SMEs, especially in developing countries, need to
adopt technologies to innovate business models
that fit with the CE. Support from Government,
policy maker and financial institutions, is desired
to motivate owner-managers of SMEs to accept the
transition and restructure to the eco-friendly business
model.
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Abstract: The number of students increases every
year in all universities in Cameroon. The facilities in
each university do not allow efficient teaching and
training of students. For a given course, instead of
delivering one class per week in a normal situation,
the same class is delivered many times per week to
allow students to try the course. For some classes
that can’t be scheduled multiple times a week,
students attempt the class by standing outside
the amphitheater when it is already full. In this
chaotic situation, it becomes extremely difficult to
schedule an internship that would allow students
to gain experience. As a result, the failure rate is
very high, students who managed to graduate
did not have the necessary skills to scope with
real world problems related to the environment
or applied area of study. Now, the main question
is how to scope with a larger number of students
in the case of insufficient teaching and training
facilities. More specifically, how to facilitate digital
transformation in state universities in Cameroon?
This is the objective of this thesis. To address this
issue, the Actor Network Theory is used. The result
is the definition of the digital transformation model
and its implementation to facilitate the adoption of
technologies in the teaching and learning process
in state universities in Cameroon.

Keywords: Actor network theory, Business pro-
cess modeling, Digital transformation, M-learn-
ing, Quality of service.

1. INTRODUCTION

The government of Cameroon had launched the
E-National Higher Education Network project for the

digital transformation of the higher education system
to scope with the problem of overcrowded students
on campus. This project is designed to assist state
universities in scoping with the issue of overcrowded
students on campus in universities. From the project,
IT infrastructures have been updated to provide
students with free Internet access and online access
to course materials [ 12]. Digital development centers
were built to facilitate the digitization of teaching, and
a large number of portable computers were offered
to students in general. Cameroonian universities are
no longer last in the search for academic excellence
and competitiveness. These students must use these
computers to facilitate their learning practice and
acquire new knowledge anytime and anywhere. With
this act, the state has laid the solid foundation of the
digital campus. Reason why the mobile learning
project is in gestation in the state universities in
Cameroon to find out how it is possible to perform
their learning and teaching systems, to increase the
rate of success of the students and to achieve the
goals of digital governance depicted in the manual
of academic norm. So, before building this kind
of important project, it is necessary to assess the
readiness of the universities to effectively prime
mobile technology in their educational system and
to bring to light the actors (human and non-human)
who can positively influence this initiative. This type
of initiative is called mobile learning (m-learning)
[1, 16]. Many authors have defined the concept of
m-learning [1, 15, 18]. M-learning is defined as
learning practices that take place when learners or
educators are either in a permanent, prearranged or not
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in a permanent or prearranged learning environment
and where mobile technologies are used as a tool to
facilitate learning [2, 15, 16, 17]. In this definition,
we can note that we have many different actors,
learners and educators who deal with the m-learning
process.

Thus, the aim of this paper is to show how to facilitate
digital transformation in state universities in Cameroon
to help them in scoping with the overcrowded students
on campus in universities. To solve similar problem,
many theories or approaches have been used and we
can notice, activity theory where activity is the core
concept and is defined as dialectical relationship
between subject and object. This theory has been
used to understand the great opportunities that mobile
technologies can offer to mobile learners [1, 6]. The
Unified Theory of Acceptance and Use of Technology
(UTAUT) was developed by Paledi et al. [15]. This
theory has been used by Liu [13] to emphasize and
indicate that the functionality of learners’ devices
and the perception of support from learning material
providers affect learners’ satisfaction and decisions
to adopt mobile learning. Many other theories have
been used by information systems researchers in the
specific area of mobile learning, such as Structuration
Theory and Actor Network Theory, which will be the
theory used in this study. In this paper, Actor Network
Theory will be used. The result is the definition of the
digital transformation model and its implementation to
facilitate the adoption of technologies in the teaching
and learning process in state universities in Cameroon.

Therest ofthe paperis organized as follows: in Section
II, we present the existing solutions that address the
highlighted problem and their limitations; Section III
presents some preliminary concepts that are useful
for understanding our proposal; Section IV presents
our proposal; Section V presents the case study;
Section VI presents the results and discussions; and
Section VII concludes the paper and gives some
research perspectives.

II. RELATED WORKS

Information system researchers use many theories
or approaches to underpin the issues related to
information and communication technology (ICT)

such as theoretical aspects in information system,
cultural issues, social issues, digital transformation,
ICT projects and education. In the specific case of
education, this section provides literature review of
theories or approaches used in m-learning such as
Activity Theory, Unified Theory of Acceptance and
Use of Technology (UTAUT).

A. Activity Theory

The Russian psychologist Vygotsky and his disciples
had introduced Activity Theory in the 1920s to
provide a lens that can help researchers better
understand human activity. Activity theory is based
on social-cultural theory. Social-cultural theory is
based on the notion that an individual cannot be
viewed as separate from his or her social and cultural
environment [8]. In this social-cultural environment,
relationships can be formed between subject (human
doer) and object (the things being done). These
relations form the core of an activity.

Activity is the core concept in this theory. Activity is
defined by the dialectical relationship between subject
and object [14, 19]. Later, in the 1981s, Leontiev
presents activity as a holistic [1, 9], high-level,
usually collaborative construct, such as undertaking
a work project, teaching a course, or doing a PhD,
and proposes a representation of the collective
activity system (Fig. 1). This representation is used
by researchers as the basic model of Activity Theory
[2, 4, 16].

Activity Theory is applied in research that studied
the complexity of problems in the real world such
as community group, places of learning, etc. The
Activity Theory provides a language and a set of
frameworks for making sense of what is discovered
about the situation through observation, interviews,
and other methods [4, 17]. To use Activity Theory in
research problem, it is recommended to researchers
to follow the steps below:

Step 1: 1dentify the significant activities of the system
to be examined, along with the subject(s), object, and
purpose of each activity.

Step 2: 1dentify the actions and mediating tools of the
activity(ies), where tools may be primary, secondary,
or tertiary.
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Step 3: ldentify the dynamics and tensions within
and between the identified activities (Hasan and
Kazlauskas, 2014).

These main steps have been followed by Eltyad et
al. [8] to build the task model for mobile learning
and to understand the great opportunities that mobile
technologies can offer to mobile learners. In their
work, learning is considered as an activity that can be
performed in different contexts: independent context,
formalizing context, physical context and socializing
context. Fig. 1 shows a representation of a collective
activity system.

Tool

Subject Object
) OUTCOMES

Rules Community Division of Labour

Fig. 1: The Engestrom Representation of a Collective Activity
System [18]

B. Unified Theory of Technology Adoption and
Use

Fezil [11] developed a unified model that brings
together alternative views of user and innovation
acceptance. The Unified Theory of Acceptance
and Use of Technology (UTAUT), which suggests
that four core constructs (performance expectancy,
effort expectancy, social influence, and facilitating
conditions) are direct determinants of behavioral
intention and ultimately behavior, and that these
constructs are in turn moderated by gender, age,
experience, and voluntariness of use [3, 14, 16].
The UTAUT was constructed by reviewing and
integrating eight major models and theories which
are: The PC Utilization Model, the Motivation
Model, the Technology Acceptance Model (TAM),
the Theory of Planned Behavior (TPB), a combined
TBP/TAM, the Social Cognitive Theory (SCT),
the Theory of Reasoned Action (TRA), and the
Innovation Diffusion Theory (IDT). Fig. 2 shows the
unified theory of technology acceptance and use [4,
17].

Performance =~
Expectancy

Behavioural

. Use Behaviour
Intention

Effort
Expeclancy

Social
Influence

Facilitating
Condilions [

‘ Gender ‘ Age

‘ Experience ‘ | Voluntariness of Use

Fig. 2: Unified Theory of Technology Adoption and Use

This unified model has been used in m-learning
by several authors, such as Liu [13] to develop an
adoption model for mobile learning. In his research,
Liu [13] indicates that the functionality of learners’
devices and the perception of support from learning
material providers influence learners’ satisfaction
and decisions to adopt mobile learning.

I1I. GENERALITIES OF ACTOR NETWORK
THEORY (ANT)

Basic Concepts of ANT

A network in ANT 1is an abstract representation
of actors (human and non-human) that interact
through translation between them, have their own
interests and the same goals. An actor is any entity
that interacts with other entities or serves as an
intermediary between them. An actor can be seen as
a node in a network. A theory is a set of organized
ideas, abstract concepts applied to a specific domain.

Actor Network Theory (ANT) is based on three
principles: agnosticism, generalized symmetry,
and free association [15]. Agnosticism means that
analytical impartiality is required towards all actors
involved in the project under consideration, whether
human or non-human [18]. The construction of an
actor network is based on “generalized symmetry,”
i.e., both human and non-human actors are treated
equally and described with the same language
[16]. The principle of free association requires
the elimination and abandonment of all a priori
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distinctions between the technological or natural and
the social [11].

Another important concept of ANT is inscription,
obligatory passage point (OPP) and translation.
Inscription is an act that actors impose on other actors
to shape their attitudes and characteristics [6]. OPP is
a process by which all actors involved in the network
satisfy the interest recognized in them by the main
actor in order to make themselves indispensable to
the network [17]. Translation is the process by which
actors share their interests and construct lasting
alliances. According to Pedri [15], this process
has four stages: problematization, interessement,
enrollment and mobilization. Problematization,
which occurs when actors identify a problem and
propose a solution [1, 14]. The second stage of

translation is interessement, which can be associated
with the notion of influence, where the main actor
tries to convince other actors to accept the roles
assigned to them during problematization [13]. The
third stage, enrollment, is a political process where
a high level of persuasion by the principal actor is
required to convince actors to accept their roles and
maintain stability [9]. The last stage is mobilization,
which occurs when the solution is widely accepted [4,
6]. The use of these steps as a theoretical framework
will be applied in detail in this study in the section
below.

Paledi and Alexander [17], use this graphical syntax
to construct the conceptual m-learning readiness
assessment actor network (Fig. 3), in which actors
have been identified through literature review.

Moblle Device

Support Staf

Infrastructure

M-Leamning
Pollcy

Academlc Staff

Assessment Pollcles

Learning
Matarlal

W-Leaming
application/LMs

W,

Fig. 3: Conceptual M-Learning Readiness Assessment Actor Network
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IV. DiGiTAL TRANSFORMATION MODEL passage point, the enrollment, and the mobile
learning actor network. These stages are shown in
The definition of the digital transformation model is  Fig. 4 below:
based on four stages: the translation, the obligatory

Translation

Problematization

Identification and recruitment of
actors

v

Interessement

Building translating actors

A\ 4

Enrollment
Mobile Learning Actor
Strengthen relationship ; define Network

roles and activities of each actors
Achievement of mobile learning

implementation goals; each
actor taking ownership of their

L 4 role and activities; positive
S impact of the mobile learning
Mobilization initiative.

Reduce betrayal by other actors

Obligatory Passage Point

Alignment of actors interests

Inscription

Setting up strategies

Fig. 4: Digital Transformation Model

A. Translation that can serve their own purposes [15]. This set

Translation is a set of methods by which actors of methods has four steps, as mentioned above:
within a network try to put other actors in positions  Problematization, Interessement, Enrollment, and
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Mobilization. The following section outlines the
process of problematization.

i) Problematization

The problematization step involves the identification
and recruitment of actors. It is also the process of
bringing the most relevant actors into the network
[16]. This search provides the main actors that can be
recruited in the mobile learning readiness assessment
actor network to solve the problem. After identifying
the problem, identifying and recruiting actors, the
next stage allows to define the negotiations that will
take place with other actors regarding the roles they
can play within the network.

ii) Interessement

Interessement includes the strategies by which
the focal actor tries to include others according
to the entities and roles defined for them in the
problematization [17].

To achieve these strategies, a lot of negotiation
between actors has to take place. That’s why
interessement can also be defined as the process of
building translating actors that can be placed among
actors to influence their involvement and interests.
These translating actors and other sets of actors
that are part of the actor network are not finite. So,
boundaries of the network as dynamic, actor should
be added to the network to the extent that the problem
is addressed [18]. At this level, it is not possible to
define exactly the boundaries of any actor’s network.

iii) Enrollment

Actor Network Theory is considered as a technology
of description [7], where having actors, the most
important thing is not what they can do, but how
they can be connected to achieve some purposes.
The enrollment answers the question of how to
define and coordinate the roles of actors. To do this,
it is necessary to analyze the activities involved to
each actor. So it is important to mention the actors,
their roles and activities. Note that the activities led
by these actors must contribute to achieving the

goals of the actor network. The enrollment process
also examines how relationships within the network
are strengthened or weakened. These relationships
between actors should be represented.

iv) Mobilization

The key process of the mobilization moment is to
reduce the betrayal by other actors to ensure that the
enrolled actors abide by the commitments made by
their representative or either by themselves through
the enrollment moment of translation [1, 5, 19].
Pedri and Alexander [16] also argue that the alliance
can strengthen or weaken over time and that the
strengthening of translation and alliances with a
larger group of actors is mobilization.

B. Obligatory Point of Passage (OPP)

The OPP is centered around the primary actor [16,
19]. In this model, we assume that OPP is an actor(s)
that can influence the other actors to participate in
digital transformation and without them, interests of
some actors may be included, activities involved to
the network may not take place. The consequence
is that the goals of the actor network will not be
achieved. Paledi and Alexander [16] argue that
OPP can change over time and when the network
stabilizes.

C. Inscription

The notion of inscription is influence by: a
consideration of previous patterns of technological
usage, the role of users, the actors’ actions which are
influenced by the technological functions [11, 19].
Inscription includes identifying attributes to align
actors’ interest in order to stabilize the actor network.

V. A CASE STUDY AT A STATE UNIVERSITY IN
CAMEROON

There are 11 public universities in Cameroon, which
have more or less the same structure. Thus, the generic
model of a university as seen in this study allows us
to take into account the basic elements found in these
universities. To this end, the following descriptions
allow us to include all these state universities.
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A. Problematization

In our case study, we provide the main actors that
can be recruited to facilitate digital transformation in
state universities in Cameroon, in order to assist them
in scoping with the overcrowded students on campus
in universities. For a given state university, the
following actors have been identified: university, top
management, student, teacher, technology, learning
material, learning management system, m-learning
policy, implementation plan, partner, academicals
center of technology of information, and we adapt
this review of actors to construct the conceptual actor
network by adding state as black box actor and parent
as ordinary actor. All these actors have their roles,
own interests and goals that they need to achieve.
These goals are linked to activities they can perform.
However, they may have obstacles that prevent them
from achieving their goals. That’s the reason why
they need to coordinate their interests with other
actors, and various solution will be sought.

B. Interessement

Interest encompasses the strategies by which the
focal actor attempts to include others according
to the entities and roles defined for them in the
problematization. Some of these strategies in our
case study can be described as follows:

e Raising awareness among students and teachers
about the importance and benefits of digital
transformation;

e (Creating a platform where students have to
download their courses with their mobile
devices;

e Establishing a digital transformation policy and
implementation plan in state universities;

e To find the availability of sufficient funds that
can support the digital transformation initiative.

Conceptually, we can see that our network
concerns all the actors inside or outside the state
universities that can improve or involve learning and
teaching practices. We can identify the following
translating actors in a given state university in
Cameroon: Dashboard, communication channel,
computer science department, governance strategy,
administrative document and agreement.

C. Enrollment

In our defined model, we have mentioned in Table 1
the actors, their roles and activities that can help us
to build the digital transformation actor network of
state universities. Note that the activities led by these
actors must contribute to achieving the goals of the
digital transformation actor network.

TABLE I: AcTOR RECRUITMENT AND ACTIVITIES

Actors

Activities

1. Top management (Board of Di-
rector, Senate, Rector, Vice-Rector,
Head of Department)

Define an appropriate strategy for implementing digital transformation.
Define the modality to implement an m-learning platform.

Define the session of retraining teachers in distance learning pedagogical
approach.

Develop proposals for funding to support an m-learning research project.
Define m-learning policies.
Define guidelines for m-learning use and adoption.

2. Teacher

Participate in the recycling of the distance learning approach.
Provide the content of their course in digital support as a video.
Explain m-learning to learners and increase their motivation.

3. Student

Changing attitudes towards m-learning and understanding the principle
of learner-centered approach.

4. Academic Center of Technology of
Information

Lay the groundwork for successfully enhancing learning with mobile
technology.

Support key players in the implementation plan.
Ensure maintenance of student and teacher devices.
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Actors

Activities

IT infrastructure)

5. Technology (mobile devices and | o

Availability and serviceability.

pen, lab materials, etc.)

6. Learning materials (online course, | e

Availability, useful and usable.

(LMS)

7. Learning Management System o

Must support the exchange of information between learners and other
learners, and between teachers and learners.

Availability of the platform.
Access to content.

8. M-learning policy

Student and teacher reporting requirements.

9. Staff e Improve the profitability of public services by leveraging mobile
technology.
10. Partner e Support research funding and sign agreement.
11. Parent e Changing attitudes toward m-learning.
e Creating an in-house digital workspace for mobile learners.
12. State e Democratize access to the Internet.

Approval and recognition of certificates based on the pedagogical
approach of mobile learning.

Install free public Wi-Fi.
Provide mobile devices to students and teachers.

13. Governance Strategy

Provide guidance on how to operationalize and institutionalize mobile
learning.

Determine the pay scale for teachers.

14. Implementation plan

Provide guidance on how m-learning should be implemented.

15. University

Acquisition of technological infrastructure.
Availability of funds.
Partnership with external parties.

The enrollment process

also examines
relationships within the network are strengthened or

how
shown in Table II below:

TaBLE II: ALLIANCES AND ACTOR ROLES

Actor 1

Actor 2 Alliances/Relationships

Top Management
(Source actor)

M-learning policy
(Target actor)

Define digital transformation policies;

formation policies.

(Translator actor)

(Target actor)

Top management Dashboard Consultation
(Source actor) (Translator actor)
Dashboard Learning Management System | Integrated into LMS

Teacher (Source)

LMS (Translator actor)

Sharing information

LMS (Translator)

Student (Target actor)

Sharing information

Top management (Source
actor)

Technology (Target actor)

tion).

Teacher (Source actor)

Top management (Target actor)

Apply management decisions.

weakened. These relationships between actors are

Take actions to effectively apply these digital trans-

Ensure technology availability (Internet connec-
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Actor 1 Actor 2

Alliances/Relationships

Top management (Source

actor) (Translator actor)

Computer Science Department

Supervise m-learning research.

Computer Science Depart-
ment (Translator)

Student (Target actor)

Valorization of m-learning research.

Teacher (Source actor) LMS (Target actor)

Accessibility

Communication duct
(Translator actor)

Parent (Source actor)

Get information about m-learning.

Communication duct (Trans-
lator actor)

University (Target actor)

Get information about m-learning.

Academicals center of tech-
nology of information (Source
actor)

Implementation plan
(Translator actor)

Develop implementation plan.

Implementation plan (Transla- | Top management

tor actor) (Target actor) Provide technological requirement.
Student (Source actor) Learning Material (Translator | Download content
actor)
Learning Material (Translator | LMS (Target actor) Accessibility
actor)
Technology (Translator actor) | Learning Material (Target Accessibility
actor)
Teacher Student Preparing mindsets and changing attitudes toward
(Source actor) (Target actor) m-learning.

University Governance strategy

(Source actor) (Translator actor)

Approve and update governance strategies.

Governance strategy
(Translator actor)

Partner (Target actor)

Provide credibility to obtain funding;
Financial support;
Collaborative research.

State (Source actor) Governance strategy

(Translator actor)

Take measures to evaluate the work of teachers in
the new education system based on m-learning.

Governance strategy
(Translator actor)

University (Target actor)

Increase institutional credibility of the university.

State (Source actor)

University (Translator actor)

Provide technology infrastructure.

University (Translator) Student (Target actor)

Deploy Technologies (Mobile Devices).

State (Source actor)

Technology (Target actor)

Create free public wifi.

Parent (Source actor) Student (Target actor) Provide internet connectivity to mobile learners at
home.
D. Mobilization _ _
teacher, m-learning policy, state, technology,
The research reveals two weaken relationships which ~ partner, university, LMS, governance strategy,
are: relationship between parent, communication implementation plan, academicals center of

channel, university and top management, dashboard
and LMS. The break of these alliances cannot
negatively affect the achievement of mobile
learning initiative goals. Top management, student,

technology of information, and learning material
are the large group of actors who have strengthen
alliances among them. We can agree that in our case
study mobilization occurs.
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E. Obligatory Point of Passage (OPP)

Despite the fact that a state university is not
autonomous and in practice human actors are
those who pilot all strategies for improving
the organizational process, the analysis of the
existing procedures and processes of a given state
university reveals that top management, technology,
implementation plan and m-learning policy are the
OPP of this actor network.

F. Inscription

The inscription includes the identification of
attributes to align the interest of actors in order to
stabilize the m-learning readiness assessment actor
network. These attributes reflect the themes for

stabilizing the m-learning actor network. To find
these themes, we were inspired by the UNESCO
policy guidelines for mobile learning and literature
review. After reading and analyzing the content
of UNESCO policy, considering the context of
learning system of a certain state university, we have
mentioned the following inscription theme, which
are not discussed in this paper. We can mention:
updating the m-learning policy, regularly retraining
teachers in teaching techniques using mobile
technologies, optimizing educational content for
use on mobile devices, ensuring gender equality for
mobile students, awareness strategy, reward strategy,
and ease of use of the application. Thus, we obtain
the following network of actors of a public university
in Cameroon, on which the digital transformation
model presented above is based.

M-learning Policies Implementation Plan

Provide technology
requirements

R

Document

Computer Science

Top Management

Consultation

Department Ensure network
infrastructure

availability

\

M-learning Research

Project # Technology
P -

Staff Ad/

Learning Material

Apply decision Dashboard

e

Download
content

Learning Management System

State

Prepare mind-set of
student

Provide Internet
connectivity at home

@rsity

Partner

Governance

I~

Communication strategy

Fig. 5: Actor Network of a State University in Cameroon
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VI. RESuLTs AND DISCUSSIONS

This part will be divided into two main ideas. First,
we will explain the choice of some types of actors
and second, we will analyze the types of translation
between actors to better understand how this network
of actors can contribute to the digital transformation
in state universities in Cameroon.

Learning material is a black box actor because it
includes all materials used by students or lecturers
in all faculties of a state university. State is also
considered as a black box actor because it takes into
consideration a lot of actors that directly influence
decisions that can be applied in a given university and
lifelong of students and teachers. This actor includes
the following actors: ministry of higher education,
social media, local government, community, etc. It’s
also important to add parents like an actor, because he
must first be prepared to accept the fact that they can
see their soon should be all the time in the home or
in mobile learning environment space constructed by
the state; this idea, which indicates that the context in
which learning occurs is clearly an important factor.

Thus, this digital transformation model of state
universities gives a conceptual view of the different
actors that can influence the adoption of m-learning
in a given state university in Cameroon. Its main
objective is to show whether a state university is
ready to adopt m-learning as a pedagogical approach.

Thus, in order to implement a digital transformation
model in a given state university in Cameroon, the
top management of this university should make an
inventory of the existing technological equipment,
the level of research enhancement in this area, to
see what remains to be done and to seek help from
partners.

Top management also develops funding proposals
to support student-led m-learning research projects
through the Department of Computer Science. In
addition, top management convenes recycling
sessions of m-learning for teachers through
mobile devices. These training sessions will be
most important for teachers other than those from
IT department. At the end of this retraining, data
record should be collected and analyzed to see

the percentage of teachers who can be m-learning
ready. Another aspect in which top management can
be a crucial actor in this network assessment is to
revise the existing learning policies to implement
m-learning policies, thence a strengthening
relationship is established between top management
and m-learning policies through administrative
document. This revision of the existing legislative
text contributes to the assessment of m-learning
readiness of state universities. Further, Academicals
Center of Technology of Information of each state
university should provide to top management
the report watchfulness of technology; with this
report he can know the real level for integration
of mobile technology in the university compared
to other university and there, these actors should
share their interest, finally to know what remains to
do. Moreover, top management makes sure that IT
infrastructure is available and smooth.

Academic staff is also a black box. We choose
academic staff as black box actor because due to the
fact that it is composed of person who render a public
service, friendship relationship can be created among
them. So, we use a black box to simplify the diagram.
LMS aggregates all those applications and software
that ensure learning process in a state university.
In addition, communication channel influence on
student’s perception and teacher’s perception towards
m-learning. Communication channel is view in this
actor network like translating actor because it allows
parents to align their interests in the network. This
actor can be represented by social media, ministerial
regulation, etc.

In this actor network we can also mention the
presence of some ordinary actors like teacher and
student. Teachers provide the content of their courses
to students through LMS and students are supposed
to download these courses through LMS. These
relationships are strengthened in this network and
these actors have common interests: to improve the
process of learning and teaching.

VII. CoNcLUSION

This study was focused on the definition of the digital
transformation model to facilitate the adoption of
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technologies in the teaching and learning process
in state universities in Cameroon. Thus, to carry out
this work, first, we have briefly reviewed three main
theories commonly applied in m-learning; but we
decide to work with ANT because this theory take
into account the presence of human or non-human
entity to analyze the problem encountered by the
organization due to technological mutation. Also, it
focuses more on the role that actor should assume to
perfectly achieve the goals of digital transformation
imposed in organization. While activity theory
doesn’t really manage the impact of technology
in settlement process of problem of real worlds.
UTAUT 1is most accentuated in the behavioral
aspects of people in some organization towards
technology. Using ANT, we have traveled all the
stages of translation by showing how these steps
could be theoretically applied. Furthermore, this
paper presents the basis for an effective integration
of m-learning in a given state university through
the digital transformation actor network. This study
shows that factors that can contribute to digital
transformation are: organizational m-readiness,
teacher m-readiness, student m-readiness, and
society m-readiness. So, in the specific context of the
state universities in Cameroon, many efforts have
been done concerning organizational M-readiness,
but the actions remain to lead on teacher namely: the
new role of teacher (e-tutor, tutor at distance, etc.),
supplementary hour and grid of salary. Moreover, the
remuneration of e-tutor depends on the time spent
on course preparation, interaction and feedback with
students. Regarding students’ readiness, although
majority of students have a smartphone, their
m-learning perception still needs to be analyzed.
M-learning regulation and large campaign of
m-learning awareness for students and teachers are
also necessary. The proposed digital transformation
model also reveals that a state university must wake
up to find the real adequacy between digital ability
of students and employment; to form students to
documentary research and evaluation of the quality
of contents. This paper also indicates that the
organigram of organization is the tool that can help
us to select actors that can have important role in
actor network. This study also shows that an OPP

can be the focal actor. From an economic point of
view, this research reduces expenses in the sense that
the number of key actors that can receive funding for
activities to be managed is known in advance and
limited; it is not necessary to find an external mobile
learning expert. However, this study doesn’t study
the enrollment phase of ANT in detail; this can be the
perspectives of the future work.
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Abstract: Cloud computing has revolutionized the
IT landscape, offering businesses scalability and
cost-efficiency. To enhance cloud usage efficiency
and optimize costs, companies need to analyze their
cloud usage data thoroughly. This research paper
presents a comprehensive analysis of a company’s
cloud usage data for the year 2016, focusing on
CPU core, CPU capacity, Memory usage, Disk
read, Disk Write, and transmitted throughput. The
study utilizes a dataset containing 186 days of cloud
usage, encompassing essential metrics and date-
wise details. The primary objective of this research
is to provide insights into cloud resource utilization
patterns, identify high-usage instances, and detect
instances with zero memory usage and disk
throughput. The analysis leverages Google Looker
Studio to create interactive charts and heat maps,
facilitating a deeper understanding of the data and
enabling data-driven decision-making. The paper
discusses the data collection process, data cleaning,
and the extraction of relevant features. The results
showcase date-wise trends of memory usage and
processor utilization, arranged in ascending order
to highlight the most and least utilized instances.
Moreover, the study demonstrates instances with
zero memory usage and disk throughput, shedding
light on opportunities for service optimization and
resource cost reduction. The findings demonstrate
the effectiveness of data analysis and visualization
in optimizing cloud services for Company X. By
identifying heavily utilized instances and instances
with negligible usage, the company can make

informed decisions to optimize resource allocation
and enhance overall system efficiency

Keywords: Cloud computing, Google studio,
Resource allocation.

I. BACKGROUND OF THE STUDY

Cloud computing has emerged as a transformative
technology, revolutionizing the way organizations
manage their IT infrastructure and services.
With its inherent scalability, flexibility, and cost-
effectiveness, cloud adoption has skyrocketed in
recent years, offering businesses the promise of
enhanced operational efficiency and optimized
resource utilization. However, as companies migrate
their operations to the cloud, there arises a pressing
need to analyze and optimize cloud usage to harness
its full potential. This research paper embarks on a
data-driven journey to explore and uncover valuable
insights into the cloud usage patterns of Company X
during the year 2016.

A. Background and Motivation

As aleading innovator in its industry, Company X has
been at the forefront of technological advancements,
leveraging cloud services to meet its growing IT
demands. With cloud infrastructure serving as the
backbone of their operations, understanding and
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optimizing cloud resource allocation have become
crucial for Company X’s competitiveness and cost-
effectiveness. The motivation behind this research
stems from the need to harness the power of data
analysis and visualization to unlock the secrets
hidden within Company X’s cloud usage data.

B. Objectives

The primary objective of this research is to delve
into the vast troves of cloud usage data and extract
meaningful insights that can guide Company X
towards enhanced cloud usage optimization. The
research aims to achieve the following key objectives:

® Data Collection and Preparation: Gather and
preprocess the extensive dataset of cloud us-
age, covering 186 days of operational history.
This dataset encompasses a myriad of metrics,
including CPU core, CPU capacity, Memory
usage, Disk read, Disk Write, and transmitted
throughput, alongside date-wise records.

e FExploratory Data Analysis: Conduct a compre-
hensive exploratory analysis to uncover trends,
patterns, and potential anomalies within the
data. The analysis will be focused on identify-
ing the most and least utilized instances, as well
as instances with zero memory usage and disk
throughput.

® Data Visualization: Employ cutting-edge data
visualization techniques, leveraging Google
Looker Studio, to transform complex data into
intuitive visual representations. Interactive
charts and heat maps will facilitate a better un-
derstanding of the data, enabling Company X’s
stakeholders to make data-driven decisions.

e (Cost Optimization Strategies: Develop targeted
cost optimization strategies based on the find-
ings of the analysis. By identifying heavily uti-
lized instances and instances with negligible us-
age, the research will offer actionable insights
to enhance resource allocation and reduce un-
necessary costs.

C. Data Description

The dataset acquired for this study comprises 186
days’ worth of cloud usage data for Company X
in 2016. Each record includes essential metrics,

such as CPU core, CPU capacity, Memory usage,
Disk read, Disk Write, and transmitted throughput,
accompanied by a corresponding date. To ensure
data accuracy and relevance, rigorous data cleaning
and preparation processes have been employed,
removing any redundant or irrelevant features.

D. Structure of the Paper

This research paper is organized into distinct sections
to present a comprehensive analysis of Company X’s
cloud usage. Section I introduces the background,
motivation, objectives, and data description of the
research. Section II presents the literature review.
Section III elaborates on the data collection process,
data preprocessing, data analysis methodology.
Section IV presents the findings of the exploratory
data analysis, offering valuable insights into
cloud usage trends. Section V showcases the data
visualization results, highlighting the effectiveness
of Google Looker Studio in communicating complex
information visually. Section VI outlines the cost
optimization strategies derived from the analysis,
empowering Company X to make informed decisions.
Section VII includes methods of implementation.
Section VIII explains results snaps memory usage
and Finally, Section IX concludes the paper with a
summary of key findings and implications, as well as
potential future research directions.

In the pursuit of unraveling the cloud and optimizing
Company X’s cloud usage, this research contributes
to the broader knowledge in cloud computing, data
analysis, and cost optimization. The insights gained
from this research endeavor have the potential to
shape industry practices and revolutionize cloud
resource management for years to come.

This is an existing technique for optimizing the
cloud if we get these all techniques on one platform
and with no subscription module, then it will be an
efficient technique for cloud optimization.

Following techniques on a single platform:

Close/Manual monitoring
Use discounts
Azure advisor
Auto start stop
Low and High peak traffic
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e Manual analysis

Close/Manual

Monitoring

N
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Fig. 1: Existing Techniques for Optimization

“Change Brings a Problem” refers to the phenomenon
in which Cloud Computing is an innovative and
impressive change for human being but there may
some problems and issues also and we defeat it.
Problem is about Optimizing cloud services and cost
optimization. And we bring a solution for that.

II. LITERATURE REVIEW

Vadivel Ramasamy and Sudalai Muthu Thalavai
Pillai, “An Effective HPSO-MGA Optimization
Algorithm for Dynamic Resource Allocation in
Cloud Environment,” we review and cite relevant
existing studies. If you have access to the paper you
mentioned, you can extract specific information and
citations from it to strengthen your review. If not, you
can search online databases and journals for related
papers on topics such as cloud resource allocation,
optimization algorithms, and dynamic environments

[1].

Xingwei Wang, Xueyi Wang and Hao Che, “An
Intelligent Economic Approach for Dynamic
Resource Allocation in Cloud Services,” he proposed
Intelligent Economic approach for Dynamic
Resource Allocation (IEDA) addresses the pressing
challenges in the competitive cloud market. Through
acombinatorial double auction protocol, IEDA allows
simultaneous trading of various resources among
multiple consumers and providers. The integration of

BPNN-based price prediction and a price matching
algorithm enhances the auction process’s efficiency.
The inclusion of a reputation system fosters market
integrity by identifying and excluding dishonest
participants [2].

Aditya Bhardwaj and C. Rama Krishna, “Impact
of Factors Affecting Pre-copy Virtual Machine
Migration Technique for Cloud Computing,”
Virtual machine (VM) migration techniques play
a vital role in optimizing resource utilization and
ensuring efficient performance in cloud computing
environments. The impact of various factors on the
effectiveness of these techniques, especially pre-copy
migration, has garnered significant research attention.
This section reviews existing literature related to the
factors affecting pre-copy VM migration techniques
in cloud computing [3].

Isaac Odun-Ayo, “Cloud Management Optimization”
the literature collectively underscores the critical
role of cloud management optimization in ensuring
efficient resource utilization, cost-effectiveness,
and performance in cloud computing. The studies
highlighted demonstrate the wide range of strategies,
from resource allocation to cost management, that
contribute to achieving these goals. While the specific
work by Isaac Odun-Ayo on “Cloud Management
Optimization” may provide deeper insights, this
general literature review provides a foundation for
understanding the diverse facets and challenges
within this domain [4].

Ilyas Iyoob and Emrah Zarifoglu, “Cloud Computing
Operations Research,” A. B. Dieker topic would
likely involve exploring existing research that has
been conducted at the intersection of cloud computing
and operations research. This could include studies
on optimization algorithms for virtual machine
placement, energy-efficient data center management,
scheduling of cloud resources, and other related
topics [5].

Eli Weintraub, “Cost Optimization of Cloud
Computing Services in a Networked Environment,”
we focus on cost optimization from the perspective
of cloud computing service customers. It highlights
how cloud services are organized into hierarchies,
comprising software, platform, and infrastructure
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services. The current practice of bundling these
services hinders cost minimization for customers
and contradicts fair pricing principles. The paper
envisions a competitive market where customers have
the freedom to switch between service providers,
leading to improved quality, open standards, and
diverse service offerings. The proposed model assists
potential customers in finding the most cost-effective
combination of service providers. Three strategies
for implementing the model are presented. The
mathematical model is formulated, showcasing its
advantages over existing pricing practices in cloud
computing [6].

Rajnikant B. Wagh, “Priority Based Dynamic
Resource Allocation in Cloud Computing,” Cloud
computing’s popularity stems from its dynamic
resource allocation, ensuring reliable services
with flexible pay-as-you-use models. Efficiently
meeting users’ needs requires adhering to Service
Level Agreements (SLAs) and utilizing parallel
processing. Existing approaches have mainly focused
on single SLA parameters, lacking comprehensive
optimization. To address this, the paper introduces
an algorithm that incorporates pre-emptible task
execution and considers multiple SLA parameters
like memory, network bandwidth, and CPU time.
Experimental results demonstrate that in scenarios
with intense resource contention, the proposed
algorithm significantly enhances resource utilization,
outperforming existing methods [7].

U. K. Jena, P. K. Das and M. R. Kabat, “The
Hybridization of Meta-Heuristic Algorithm for Load
Balancing in Cloud Computing Environment,” refers
to combining different optimization techniques
to improve load balancing in cloud computing.
Load balancing ensures that computing resources
are distributed efficiently among virtual machines
(VMs) to enhance performance. The hybrid approach
integrates various meta-heuristic algorithms, which
are problem-solving techniques inspired by natural
phenomena, such as genetic algorithms, particle
swarm optimization, or simulated annealing. By
combining these algorithms, the hybrid approach aims
to achieve better load distribution, optimize resource
utilization, and enhance the overall efficiency of
cloud computing systems. This paper explores how

the fusion of these algorithms can provide superior
load balancing solutions compared to using a single
algorithm alone [8].

“A Review on Optimization Approaches in Cloud
Computing Services,” provides an overview of
different optimization strategies used within cloud
computing. The review covers various techniques
aimed at improving resource allocation, performance,
and cost-effectiveness in cloud services. It surveys
optimization methods like genetic algorithms,
ant colony optimization, and particle swarm
optimization. The paper assesses the strengths and
limitations of each approach, highlighting their
applicability to different cloud computing scenarios.
By summarizing these optimization techniques,
the paper helps readers understand the landscape
of optimization methods used to enhance cloud
computing services [9].

N. Sujata Kumari, K. Divya Charitha Yadav, Devu
Asha and M. Deepika, “A Light Weight Secure Data
Sharing Scheme for Mobile Cloud Computing,” with
the rise of cloud computing, accessing personal data
from mobile devices has become more convenient.
However, data security concerns hinder its
progress. Despite extensive research on enhancing
cloud security, many solutions are not suitable for
mobile clouds due to limited device capabilities.
To address this, a lightweight data sharing scheme
(LDSS) is proposed for mobile cloud applications.
LDSS employs CP-ABE access control, adapting
the structure for mobile clouds. It offloads
computationally intensive tasks to external servers,
reducing user revocation costs. The system also
addresses lazy revocation using attribute description
fields. Attribute-based encryption (ABE) is explored
as an approach to public key cryptography. In
ABE, keys and cipher-texts are based on attributes,
allowing quicker encryption and decryption with
fewer keys. This proposed LDSS framework aims to
enhance mobile cloud security by leveraging adapted
access control and attribute-based encryption [10].

Mohit Kumar and S. C. Sharma, “Dynamic Load
Balancing Algorithm for Balancing the Workload
among Virtual Machine in Cloud Computing,”
Cloud computing is a transformative IT technology
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that has gained momentum over recent years due to
its scalability, flexibility, and on-demand services
delivered via the internet. With an increasing user
base, load balancing has emerged as a challenge for
cloud service providers. Various algorithms have
been proposed to address this issue, each with its
own strengths and limitations. Load balancing aims
to optimize cloud resource utilization for enhanced
throughput and performance. It achieves this by
distributing tasks among nodes and monitoring
virtual machines for load balance using task or
virtual machine migration. Task scheduling, a crucial
step, involves assigning tasks to virtual machines
for execution within a minimum timeframe.
However, cloud task scheduling is complex due to
rapidly changing task volumes and lengths, making
optimal mapping difficult. Efficient algorithms are
needed to ensure balanced virtual machine loads.
After task allocation, load balancing is performed
to transfer tasks from overloaded to under loaded
virtual machines. This three-phase process includes
cloud user input, task scheduling, and cloud-level
operations involving monitoring and discovering
resources. The paper further discusses related work,
problem formulation, a proposed load balancing
algorithm, simulation tools, experimental results,
and concludes with future directions [11].

Shahbaz Afzal and G. Kavitha, “Load Balancing in
Cloud Computing — A Hierarchical Taxonomical
Classification,” a structured classification framework
for load balancing techniques in cloud computing.
The goal is to organize and categorize various load
balancing methods systematically. This taxonomy
provides a clear overview of the diverse strategies
used to distribute computational workloads
efficiently across cloud resources. The authors’
approach aids in understanding the landscape of load
balancing techniques, their characteristics, and their
applicability in different cloud environments. This
hierarchical classification is a valuable resource for
researchers and practitioners seeking to navigate the
complexities of load balancing in cloud computing
[12].

Muhammad Junaid, Adnan Sohail, Rao Naveed Bin
Rais, Adeel Ahmed, Osman Khalid, Imran Ali Khan,
Syed Sajid Hussain and Naveed Ejaz, “Modeling

an Optimized Approach for Load Balancing in
Cloud,” the authors propose an enhanced approach
for load balancing in cloud computing. Their focus
is on optimizing the distribution of computational
tasks across cloud resources. The study involves
developing a model that aims to achieve more
efficient resource utilization and performance. The
paper likely includes details about the proposed
approach, such as algorithms or strategies used to
achieve load balancing. This optimized approach
could potentially address challenges related to uneven
resource utilization, improving response times, and
enhancing overall cloud system performance. The
study contributes to the field of cloud computing
by providing a new perspective on load balancing
techniques [13].

Patryk Osypanka and Piotr Nawrocki, “Resource
Usage Cost Optimization in Cloud Computing Using
Machine Learning,” the authors propose a method
that employs machine learning techniques to optimize
resource utilization costs in cloud computing. This
approach likely involves utilizing machine learning
algorithms to analyze and predict resource usage
patterns, allowing for more efficient allocation of
cloud resources. The goal is to minimize costs while
maintaining performance and scalability. The paper
likely presents how machine learning models are
trained on historical usage data to make informed
decisions about resource allocation. By leveraging
machine learning, the study contributes to cost-
effective resource management in cloud computing
environments [14].

Xiaoyn Wang and Samee U. Khan, “A Robust
Optimization  Technique for Energy  Cost
Minimization of Cloud Data Centers,” the authors
introduce a method to minimize energy costs in
cloud data centers. The focus is on developing
a robust optimization technique that considers
uncertainties and variations in factors like workload
and energy prices. The proposed approach likely
involves formulating mathematical models that
account for these uncertainties to make efficient
energy management decisions. By incorporating
robust optimization, the method aims to ensure cost
minimization even under changing conditions. This
study contributes to improving the sustainability and
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cost-effectiveness of cloud data centers by addressing
energy consumption challenges [15].

III. DATA COLLECTION AND METHODOLOGY

A. Data Collection Process

The data collection process for this research involved
obtaining the cloud usage dataset for Company X
during the year 2016 from Kaggle, a well-known
platform for datasets and data science competitions.
The dataset comprises 186 days of detailed cloud
usage records, including crucial metrics such as CPU
core, CPU capacity, Memory usage, Disk read, Disk
Write, and transmitted throughput. Each entry in the
dataset is associated with a specific date, enabling
the temporal analysis of cloud usage patterns.

The data acquisition from Kaggle ensured that the
dataset adhered to the highest standards of data
integrity and authenticity. To guarantee the privacy
and confidentiality of sensitive information, any
identifiable information was anonymized or removed
in compliance with ethical data usage practices.

B. Data Preprocessing

Before proceeding with data analysis and
visualization, an essential step was data
preprocessing. This phase involved handling
missing or erroneous data points and transforming
the data into a suitable format for analysis. Cleaning
the dataset ensured the accuracy and reliability of

the subsequent analysis.

During data preprocessing, any missing or null values
were addressed through appropriate imputation
methods to minimize data loss. Additionally, the data
was converted to a consistent unit of measurement for
better comparability and meaningful visualization.
For instance, Disk read and Disk Write data were
transformed from raw bytes to kilobytes per second
(kb/sec) to provide a more intuitive representation.

Furthermore, any redundant or irrelevant features
that did not contribute significantly to the research
objectives were removed, streamlining the dataset
for further analysis. This optimization allowed for
a more focused exploration of relevant cloud usage

metrics.
C. Data Analysis Methodology

This study aims to identify the cloud optimization
technique and analyse data usage of cloud and giving
the visual representation to user. So user can get an
idea of which instances are having the more input
output write applications and which are not using in
that manner. Hence user can decide efficiently which
instances are unused instances and which are going
to stop or which are going to run on the huge manner.
By using Google looker studio the user can analyze
the usage data and can give a virtual representation
for usage of cloud services. By these virtual views
they can represent the graph, charts and heat map for
the usage of cloud instances.

By using these visuals user can decide very strongly
which instances are not going to use which instances
are unused and which have to be stopped. By these
simple and easy process of data analysis users can
definitely proceed towards the optimization and
giving the best results for the upcoming generation.

The data analysis methodology applied in this
research aimed to uncover meaningful patterns,
trends, and insights from Company X’s cloud usage
data. The following steps were undertaken in the data
analysis process:

e FExploratory Data Analysis (EDA): EDA in-
volved a systematic exploration of the dataset
to gain a comprehensive understanding of its
structure and distribution. Statistical measures,
data visualization, and summary statistics were
utilized to identify potential outliers, patterns,
and relationships among different cloud usage
metrics.

e Temporal Analysis: Given the date-wise records
in the dataset, a temporal analysis was con-
ducted to examine how cloud usage varied over
time. This analysis facilitated the identification
of seasonal trends, periodic spikes, and long-
term usage patterns.

® Resource Utilization Ranking: To optimize
cloud resource allocation, the instances were
ranked based on their CPU core, CPU capacity,
and Memory usage. This ranking allowed for
the identification of the most and least utilized
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instances, providing valuable insights for cost
optimization strategies.

D. Data Visualization using Google Looker

Studio

Data visualization played a pivotal role in this
research, as it enabled the transformation of complex
data into easily interpretable visual representations.
Google Looker Studio, a powerful data visualization
tool, was leveraged to create interactive charts, heat
maps, and graphs.

The visualizations provided a comprehensive view
of Company X’s cloud usage, presenting key findings
in a visually appealing and accessible manner.
Interactive charts allowed stakeholders to explore
the data further and gain actionable insights from
different perspectives.

The data visualizations were carefully designed to
align with the research objectives. The ascending
order chart of Disk throughput and Memory
usage showcased the most utilized instances on
top, highlighting potential resource bottlenecks.
Additionally, the chart representing zero memory
usage and disk throughput helped identify instances
that could be optimized or discontinued to save costs.

By utilizing Google Looker Studio’s capabilities,
this research aimed to empower Company X’s
decision-makers with valuable visual insights,
driving informed actions towards cost-efficient and
performance-optimized cloud usage.

In conclusion, Section III has provided an overview
of the data collection process and the methodology
adopted for data analysis and visualization in this
research. The use of Kaggle for data acquisition
and Google Looker Studio for data visualization
underscored the commitment to quality, efficiency,
and ethical data practices. The subsequent sections
will delve deeper into the findings of the exploratory
data analysis and the implications for cloud usage
optimization in Company X.

IV. FINDINGS OF EXPLORATORY DATA ANALYSIS

The exploratory data analysis (EDA) conducted in
this research reveals invaluable insights into the

cloud usage trends of Company X during the year
2016. By employing statistical measures, data
visualization techniques, and temporal analysis,
this section presents a comprehensive overview of
key findings that shed light on resource utilization
patterns, seasonal trends, and instances of zero
memory usage and disk throughput.

A. Resource Utilization Patterns

One of the primary objectives of the exploratory data
analysis was to identify resource utilization patterns
within Company X’s cloud environment. By ranking
instances based on their CPU core, CPU capacity,
and Memory usage, the analysis unveiled significant
variations in resource consumption. The results
demonstrate that certain instances consistently
exhibit high CPU and Memory usage, while others
are underutilized.

The ascending order chart of Disk throughput and
Memory usage effectively illustrates the resource
utilization patterns. Instances with the highest usage
are positioned at the top of the chart, highlighting the
most resource-intensive components. This ranking
provides valuable insights into potential resource
bottlenecks, which can be targeted for optimization
to enhance overall system performance.

B. Temporal Analysis

Temporal analysis was conducted to explore how
cloud usage varied over time during the year 2016. By
analyzing usage patterns across different dates, the
research sought to uncover seasonal trends, identify
periods of peak and off-peak usage, and identify any
recurring patterns that might impact cloud resource
allocation strategies.

The temporal analysis revealed periodic spikes in
cloud usage, indicating times of increased demand for
resources. Such insights are instrumental in planning
for capacity management and optimizing resource
allocation during peak usage periods. Additionally,
off-peak usage periods can provide opportunities for
cost optimization by potentially downsizing resource
allocation during periods of lower demand.
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C. Instances with Zero Memory Usage and Disk
Throughput

A critical aspect of the exploratory data analysis
was identifying instances with zero memory usage
and disk throughput. Instances showing no activity
during specific dates may suggest underutilized or
unused resources. These findings have significant
implications for cost optimization, as identifying and
addressing such instances can lead to potential cost
savings.

The chart representing zero memory usage and disk
throughput visually highlights the instances and dates
with negligible activity. By flagging these instances,
the research enables Company X to streamline
resource allocation and potentially terminate services
or scale down instances that are no longer required.

D. Significance and Implications

The findings from the exploratory data analysis
carry immense significance for Company X’s cloud
usage optimization efforts. Understanding resource
utilization patterns allows the organization to make
informed decisions on resource allocation, ensuring
that critical instances receive adequate resources
while efficiently utilizing cloud resources during
periods of low demand.

Furthermore, the temporal analysis empowers
Company X to plan for capacity management
and allocate resources strategically, aligning with
fluctuating usage patterns. Proactively adjusting
resource allocation based on temporal trends can
lead to cost savings and improved performance.

Identifying instances with zero memory usage and
disk throughput holds substantial cost optimization
potential. By eliminating or optimizing these
instances, Company X can mitigate unnecessary
expenses and streamline its cloud environment more
effectively.

In conclusion, Findings of Exploratory Data
Analysis has provided a comprehensive overview of
the exploratory data analysis findings, which offer
valuable insights into cloud usage trends within
Company X. These findings form the foundation for
developing cost optimization strategies and making

informed decisions to enhance resource efficiency
and overall cloud performance. The subsequent
section will delve into the data visualization results,
showcasing how Google Looker Studio’s capabilities
were harnessed to present the analysis outcomes in
an intuitive and accessible manner.

V. SHOWCASING DATA VISUALIZATION RESULTS
USING GOOGLE LOOKER STUDIO

Data visualization is a powerful tool that transforms
complex data into intuitive and visually compelling
representations. In this section, we present the data
visualization results obtained through the use of
Google Looker Studio. The interactive charts, heat
maps, and graphs generated using this platform
facilitate a clearer understanding of the exploratory
data analysis findings, enabling stakeholders at
Company X to make data-driven decisions for cloud
usage optimization.

A. Ascending Order Chart: Disk Throughput
and Memory Usage

The ascending order chart visualizes the resource
utilization patterns in Company X’s cloud
environment. Leveraging Google Looker Studio’s
capabilities, we created an interactive chart that
ranks instances based on their Disk throughput and
Memory usage, in ascending order.

The chart showcases the most heavily used instances
positioned at the top, while the instances with the
lowest Disk throughput and Memory usage appear
at the bottom. This visual representation enables
Company X’s decision-makers to easily identify the
most resource-intensive instances that may require
optimization efforts. Moreover, instances with
minimal resource consumption are readily visible,
providing potential opportunities for cost savings
through resource downsizing or termination.

The interactive nature of the chart allows users to
hover over specific data points, accessing detailed
information about each instance’s CPU core, CPU
capacity, and other relevant metrics. This level of
granularity empowers stakeholders to make well-
informed decisions regarding resource allocation and
capacity planning.
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B. Heat Map: Temporal Cloud Usage Patterns

To analyze temporal cloud usage patterns, a heat
map was designed using Google Looker Studio. The
heat map provides a visual representation of cloud
resource consumption over the year 2016, with
each date represented along the X-axis and different
resource utilization metrics along the Y-axis.

Color intensity in the heat map corresponds to
resource usage levels, with darker shades indicating
higher usage and lighter shades representing lower
usage. This visualization technique enables the
identification of recurring patterns, such as seasonal
spikes or consistent periods of high resource
utilization.

Company X’s stakeholders can utilize the insights
gleaned from the heat map to strategically plan for
resource allocation during peak and off-peak periods.
This proactive approach to capacity management
can enhance operational efficiency and contribute to
overall cost optimization.

C. Chart: Instances with Zero Memory Usage
and Disk Throughput

A chart was created to highlight instances with zero
memory usage and disk throughput. Using Google
Looker Studio’s capabilities, this chart marks the
instances and dates where these resources remained
idle.

By visually identifying instances with no activity,
Company X can take appropriate actions to
optimize cloud resources. Possible strategies
include terminating unused instances, downsizing
underutilized resources, or investigating potential
technical issues affecting resource utilization.

D. Communicating Insights and Facilitating
Decision-Making

The data visualization results presented in this section
demonstrates the effectiveness of Google Looker
Studio in communicating complex information
visually. By leveraging interactive charts, heat maps,
and graphs, the research findings are transformed into
actionable insights for Company X’s stakeholders.

The intuitive nature of Google Looker Studio’s
visualizations facilitates efficient data exploration
and interpretation, empowering decision-makers
to extract value from the cloud usage data. The
platform’s interactivity allows users to drill down
into specific data points, compare instances, and
comprehend usage patterns dynamically.

In conclusion, the data visualization results
showcased in this section serves as a bridge
between data analysis and decision-making. By
harnessing the power of Google Looker Studio,
Company X gains a deeper understanding of cloud
usage trends and resource utilization patterns,
leading to informed strategies for cost optimization
and enhanced performance. The final section of this
research paper will summarize the key findings and
their implications for optimizing cloud usage in
Company X.

VI. CosT OPTIMIZATION STRATEGIES FOR
INFORMED DECISION-MAKING

The analysis of Company X’s cloud usage data,
coupled with the powerful data visualization results,
has provided invaluable insights into resource
utilization patterns and temporal trends. In this
section, we outline cost optimization strategies
derived from the research findings, empowering
Company X to make well-informed decisions for
optimizing cloud usage.

A. Resource Allocation Optimization

Based on the ascending order chart of Disk
throughput and Memory usage, Company X can
prioritize resource allocation to instances that exhibit
high resource consumption. By provisioning more
CPU cores, CPU capacity, and Memory to these
resource-intensive instances, the organization can
ensure optimal performance and minimize the risk of
resource bottlenecks during peak periods.

On the other hand, instances with low Disk throughput
and Memory usage, identified at the bottom of the
chart, can be candidates for resource downsizing or
potential termination. By reallocating resources from
underutilized instances to those in higher demand,
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Company X can achieve cost optimization without
compromising performance.

B. Capacity Planning for Seasonal Demands

The heat map showcasing temporal cloud usage
patterns highlights recurring seasonal spikes
in resource utilization. Leveraging this insight,
Company X can develop effective capacity
planning strategies to align with fluctuating
demands. By provisioning additional resources
during peak periods and scaling down during oft-
peak periods, the organization can optimize costs
while maintaining optimal system performance.

C. Identifying and Addressing Instances with
Zero Activity

The chart representing instances with zero memory
usage and disk throughput offers a clear view of
underutilized or idle resources. Company X can focus
on investigating the reasons behind zero activity,
which could range from instances with technical
issues to services that are no longer required.

By promptly addressing instances with zero activity,
Company X can release resources and reduce
unnecessary costs. Furthermore, the identification
of such instances can also lead to improvements in
resource management practices, ensuring resources
are allocated only to actively used services.

D. Periodic Review and Monitoring

Cost optimization is an ongoing process. Company
X should adopt a proactive approach to regularly
review and monitor cloud resource usage based on
the strategies derived from the analysis. Regular
assessments enable the identification of changing
resource demands and potential opportunities for
further optimization.

By establishing a robust monitoring system,
Company X can identify deviations from expected

usage patterns promptly. This approach allows the
organization to make timely adjustments, thereby
maintaining cost efficiency and resource optimization
over time.

E. Data-Driven Decision-Making Culture

To ensure the effective implementation of the cost
optimization strategies, fostering a data-driven
decision-making culture within Company X is
crucial. By encouraging stakeholders to rely on
data analysis and visualization for decision-making,
the organization can empower individuals across
departments to align their strategies with cloud usage
insights.

Incorporating data-driven insights into decision-
making processes can lead to more efficient resource
allocation, improved performance, and ultimately
cost savings. Additionally, fostering a data-driven
culture encourages cross-functional collaboration,
enabling various teams to work together towards
common cost optimization objectives.

F. Continuous Improvement and Adaptability

Cloud usage optimization is a dynamic process,
influenced by evolving business needs and
technological advancements. Company X should
embrace a culture of continuous improvement and
adaptability, regularly incorporating new findings
and methodologies to enhance cost optimization
strategies.

By staying abreast of the latest trends in cloud
computing and data analysis, Company X can
proactively respond to changing requirements,
ensuring optimal resource utilization and cost-
effectiveness in an ever-evolving cloud landscape.

In conclusion, Section VI outlines a comprehensive
set of cost optimization strategies derived from
the analysis of Company X’s cloud usage data.
By leveraging insights from resource utilization
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patterns, temporal trends, and instances with zero
activity, Company X can make data-driven decisions
to optimize cloud usage, enhance performance, and
achieve substantial cost savings. The culmination of
this research paper emphasizes the significance of
data analysis and visualization in driving informed
and effective cloud resource management strategies
for the future success of Company X.

VII. METHODS OF IMPLEMENTATION

A. Data Fetching

We have to fetch data of cloud usage of a company
for some specific range. So we can analyze it with
better efficiency. We have fetch two datasets first we
have to collect dataset of cloud usage of a company
for specific period and second we have to collect
costing for cloud as per regions for cost optimization.
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Fig. 2: Data Fetching

We have collected data of a company usage for cloud
for year 2016 which contains 186 days data which
includes CPU core, CPU capacity, Memory usage,
Disk read, Disk Write, memory usage, transmitted
throughput with date wise.

B. Data Extractions

We have a company data of year 2016. After
fetching we have to extract it and for extracting we
have arrange it as per the date and memory usage.
The features which we don’t have any use that can

be deleted and store only usable features in dataset.
Date must be in a specific format which indicates dd/
mm/yyyy. The disk read/write data should be in kb/
sec. Memory usage should be in GB.

C. Analysing Data

We have to collect all data in Google Looker Studio.
After collecting analyse as per date and usage of
processor as per ascending order. We will analyse
the data by extracting features and comparing with
the dates.
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D. Making Report features on which we need to operate and practice.

We will show virtually by creating charts and heat
We will make report by using the Google Looker  map for better understanding.

Studio and for making report we will select some
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A. Chart for Disk Throughput/Memory Usage

Date CPUusage [MHZ] - Disk wite troughput [KB/..  Memory usage [GB]  Memory usage 8] Disk read throughput [K/s|

1 5/19/2016 1507
1 §21/2016 04
1 SN7206 3916
4 S06 oo7
§ SNS/26 53
] /302016 0
1 0217206 3400180 5
8 1072672016 | 192378 18
9, 5/25/2016 AEN8S 06567
10 S0/ L]
1 5/28/2016 k)
12 snye 16833
13 5/29/2016 an
L} S/24/016 171087
18 /206 51908
16. S/20/2016 1144
7. S/26/2016 512
18 §/16/2016 EvE)
1-100/185 ¢ )

Fig. 4: Chart for Disk Throughput/Memory Usage

The Fig. 4 Chart for Disk Throughput/Memory Usage  lower used instance. It can be useful and efficient to
shows the graphical representation of 186 days data  use by user in better manner. We can definitely show
usage and shows in ascending order format which  and verify that highest used instances are on top of
shows the more used instances first and below that  the chart.
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B. Chart for Zero Memory Usage and Disk
Throughput
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Fig. 5: Chart for Zero Memory Usage and Disk Throughput

The Fig. 5 Chart for Zero Memory Usage and Disk
Throughput shows the chart for memory usage and
disk throughput in which zero kb/sec data is used.
Which can shows us we can delete these unused
instances or we can stop these services on these
dates so we can find out the unvisited instances dates
efficiently.

IX. CoNcLUSION AND FUTURE RESEARCH
DIRECTIONS

A. Summary of Key Findings

This research paper embarked on an analytical
expedition to unravel efficiency and economies in
Company X’s cloud usage during the year 2016.
Through rigorous data collection, exploratory data
analysis, and data visualization using Google Looker
Studio, we unearthed key insights into resource
utilization patterns, temporal trends, and instances
with zero activity.

The ascending order chart revealed resource-
intensive instances that warrant optimized resource
allocation. Conversely, instances with minimal
resource consumption offer opportunities for cost
savings through resource downsizing or termination.
The heat map showcased temporal cloud usage
patterns, enabling effective capacity planning

for seasonal demands. Additionally, the chart
highlighting instances with zero activity identified
underutilized resources, indicating potential areas
for optimization.

B. Implications for Cloud Usage Optimization

The findings of this research have substantial
implications for optimizing Company X’s cloud
usage. By adopting data-driven decision-making,
the organization can implement the following cost
optimization strategies:

e Optimal Resource Allocation: Prioritize re-
source allocation to resource-intensive instanc-
es to maintain optimal performance.

® Resource Downsizing: lIdentify underutilized
instances and reallocate resources to high-de-
mand instances, reducing unnecessary costs.

e Capacity Planning: Develop proactive capac-
ity planning strategies to align with seasonal
resource demands, ensuring cost-efficient re-
source provisioning.

® [nstance Management: Address instances with
zero activity promptly, releasing unused re-
sources and streamlining cloud services.

e Continuous Monitoring: Establish a robust
monitoring system to detect changes in usage
patterns, enabling timely adjustments to opti-
mize costs.

C. Potential Future Research Directions

This research has opened avenues for potential future
studies in cloud usage optimization and data analysis.
The following research directions are suggested:

e Longitudinal Analysis: Conduct a longitudinal
analysis over multiple years to examine how
cloud usage trends evolve and identify long-
term patterns.

e Predictive Modeling: Develop predictive mod-
els to forecast cloud usage trends, enabling pro-
active resource allocation and cost optimization.

® Cloud Service Performance: Explore the corre-
lation between cloud service performance and
resource utilization to optimize performance
and cost-effectiveness.
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e Anomaly Detection: Investigate anomaly detec-
tion techniques to identify abnormal resource
usage and potential security threats in the cloud
environment.

o Cost-Benefit Analysis: Perform a comprehen-
sive cost-benefit analysis of implementing dif-
ferent cost optimization strategies to evaluate
their effectiveness and impact on ROIL.

e Hybrid Cloud Optimization: Extend the analy-
sis to encompass hybrid cloud environments,
addressing the unique challenges of optimiz-
ing resource allocation across multiple cloud
platforms.

D. Conclusion

In conclusion, this research paper has delved into
the depths of Company X’s cloud usage data and
illuminated essential insights through data analysis
and visualization. By adopting Google Looker
Studio’s powerful capabilities, we have effectively
communicated complex information, empowering
Company X to make informed decisions for cloud
usage optimization. The cost optimization strategies
derived from this research offer a pathway to
enhanced resource efficiency, improved performance,
and substantial cost savings. By fostering a data-
driven decision-making culture and embracing
continuous improvement, Company X can navigate
the ever-changing cloud landscape with adaptability
and success. The discoveries and methodologies
presented in this paper contribute valuable knowledge
to the domain of cloud usage optimization, inspiring
further research and advancements in cloud resource
management. As the cloud computing landscape
continues to evolve, the principles and insights
derived from this research will guide organizations
towards greater efficiency, competitiveness, and
cost-effectiveness in cloud usage.
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Abstract: Counterfeiting is an ever-growing
issue intensified by the increasing ease of access
via e-commerce activities. The amalgamation of
misinformation-driven panic, economic distress,
and public health emergency contributes to the
challenges related to the accessibility and supply of
better and essential qualityof medicinal products,
leading to price volatility, uncertainty, quality
of issues, and drug shortages. The adoption of
state-of-the-art technologies paves the way for
the digital transformation of the pharmaceutical
industry. Incorporating blockchain technology
augments the safety of drugs, with easy detection
of falsified drugs, thereby leading to minimized
mortality rate and improved safety. Blockchain-
based architectures enable the systems to offer
a platform to substantially cater to the changing
need for pharma-data privacy, data storage,
quality assurance, and material traceability. This
paper discusses the different technologies in the
counterfeiting of drugs, with the prime focus being
on blockchain technology. It emphasizes on the
strategic decisions and models adopted by the key
players in their supply chain processes to make
these an efficacious one. The article also focuses
on the relevant information regarding blockchain
architectures and the challenges being faced in the
implementation of this technology in combating
counterfeiting in the pharmaceutical industry.

Keywords: Blockchain, Counterfeiting, Drugs,
Pharmaceutical, Technology.

1. INTRODUCTION

Technological infusion has shown an enormous
transformation in the pharmaceutical business. Major
highlights of the pharmaceutical & life sciences

industry include the consistent discovery of generic
drugs, orphan drugs, next-generation gene & cell
therapies, and biosimilars. The increasing superiority
of the illicit manufacturers acts as an impetus for the
latest combination of technologies and innovations.

Companies nowadays, emphasize on monitoring
their suppliers and verifying the authenticity and
efficacy of their supply chain process. To alleviate
the risks related to health from the trade across, the
organizations are focusing on technology-centric
solutions.

The tryst with falsified drugs is no different, with the
business of these products tarnishing the image of the
companies. Counterfeiting products that are not as
per the production norms for legitimate products and
the regulatory standards for the same are dangerous
if consumed, and pose a threat to the health of an
individual. The increasing prevalence of counterfeit
products can be attributed to the increasing demand
for inexpensive drugs, lack of law enforcement,
complex import-export mechanisms, non-stringent
regulatory policies, and growing international free
trade [1].

Although counterfeit and falsified medicines have
increasingly affected all countries, however, the
problem seems to be more visible in the countries
wherein, the standard of living is low, and the
process of making, supply, distribution, and sales are
less scrutinized, owing to the fact, that, the forged
medicines are considerably the cheapest [2] [3].
The growing investments in the pharma sector by
various governments, the rise of communicable and
non-communicable diseases, and the availability of
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diverse medicine-tracking software/systems, among
others, are set to drive the market for counterfeiting
solution providers.

Growing automation is paving the way for continual
upgradation of the pharmacy medicine tracking
software system. These systems work in sync with
the drug/medicine codes and other minute details,
thereby increasing the scope of technological
solutions for these drugs/medicines in modern-day
situations. Changes such as the inculcation of the
UDI (Unique Device Identification) system by the
EU Medical Device Regulations push for sufficient
traceability of medical devices throughout the supply
chain [4]. The system enhances the effectiveness
of the market-related activities for the devices and
enables better monitoring of the products by skilled
professionals, thereby minimizing errors and catering
against counterfeit devices.

To combat against falsified and counterfeit
medicines, several areas need to be catered to
such as ensuring integrity and traceability of the
medical products supply chain, securing the drugs
and their packaging, easy traceability solutions
for the drugs over the supply chain, increasing
awareness among the individuals, and introduction
of stringent regulatory measures to combat the
same. Technological advancements are expected
to enable the companies to adopt features such
as unique packaging, and serialization, thereby
creating consumer-focused awareness and content,
being looked for.

The article emphasizes on the research opportunities
to enable the prevailing initiatives to combat
the counterfeiting of drugs such as exploring
emerging technologies, possible use cases of the
implementation of blockchain to minimize the market
for counterfeit and falsified medicines, and the surge
of the blockchain-based systems for the same.

II. LiTERATURE REVIEW

The siloed and fragmented supply chain network
of the pharmaceutical industry paves the way for
numerous entry and exit points which make the
products susceptible to the usage of substandard
type, contamination, and adulteration processes [5].

Designing digital platforms with market-ready
solutions to cater to the changing market paradigm
is gaining traction. The growing emergence of
organized trade, rising purchasing power, coupled
with a shift towards digitalization are changing
the market dynamics of customer opportunities
across the different regions of the world. Problems
related to a product’s quality and safety are not only
prevalent in developing countries but in developed
countries as well. Counterfeiting products poses
a worldwide issue, with the situation worsening in
developing countries. At times, it becomes difficult
for businesses to detect drug counterfeiting owing
to their movement across the complex distributed
networks, thereby creating entry opportunities for the
counterfeits in the supply chain [6]. Such fraudulent
activities can be valid for both generic and branded
products.

Unreliable or unsafe counterfeit products are
expected to negatively impact the market perception
of the genuine products that are being copied,
thereby reducing the potential sales of the same.
Increasing consumerism is expected to bolster
counterfeiting trade activities. The manufacture and
sale of counterfeiting products are expected to impact
retailers, distributors, and manufacturers.

In certain situations, adverse publicity, and
counterfeit products might extend to the companies
that manufacture legitimate products or sell the
same, further damaging the industry’s identity and
reputation. The incorporation of different methods
to curb counterfeiting across different product
categories are thereby a necessity.

The rising trends towards anti-counterfeiting
solutions are anticipated to add another level
of complexity to the various coding necessities
such as the usage of UV inks and serialization
codes. Pharmaceutical companies nowadays are
emphasizing on the implementation of seamlessly
trackable technologies throughout the supply
chains without the involvement of duplication
risks. The companies are inevitably engaged in
offering products that help enhance patient safety,
combat counterfeiting, and cater to regulations as
well as several industry concerns. Counterfeiting
and traceability measures are expected to witness
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an improvement due to the usage of variable data
on labels, such as unique coding and marking on
the packages. These measures or solutions include
the application of overt and covert security coding,
usage of holographic labels, and employing special
color schemes to identify specific product types.
The two types of anti-counterfeiting packaging
strategies being incorporated include covert and
overt strategies.

e The overt packaging technologies include
uneven package designs (such as holograms
and color-shift inks) which can be verified at
different angles, enabling quick authentication
without sophisticated devices.

e The covert packaging technologies require
special detection devices, posing a challenge
for counterfeiters to duplicate. This includes
biological tracers, molecular markers, micro-
text, ultraviolet inks, and taggant systems
comprising of radio frequency microchips [7].

In today’s scenario, the companies emphasize imple-
menting full traceability, visibility, and serialization
programs, offering them a competitive advantage
over other pharmaceutical vendors. Implementation
of serialization codes and barcodes is expected to
help identify individual products, shipments, and
packaging, thereby favorably impacting factors such
as visibility and authentication. One vital way to
reduce counterfeiting is to ensure that medicine
packs carry unique identifiers. Serialization in the
pharmaceutical industry focuses on assigning an
exclusive code to every single unit or package of
medicine, which is then tracked in the supply chain.
Simple and effective data structure communication
between logistics, sales, and production, plays a vi-
tal role in delivering a significant level of security,
traceability, and accountability. The drug distribu-
tion system comprises several entities, which include
wholesale distributors, manufacturers, and pharma-
cies before the products reach the end-users [8].

With the implementation of tracing and tracking
capabilities across touchpoints in the supply chain

process, various challenges and bottlenecks can
be overcome. The process of traceability offers
excellent benefits such as the ability to troubleshoot
and investigate the issues associated with a product.
A few of the issues faced by manufacturers across
different verticals include product recalls and
replacements. Implementation of an appropriate drug
product-coding scheme can be attained by generating
unique serial numbers for tracking and marking,
thereby enabling a seamless tracking process
across the supply chain, and blocking the progress
of illegitimate serial numbers. Traceability via the
entire supply chain is vital in any quality defects
or manufacturing, particularly those necessitating a
recall from the producer [9]. With the incorporation
of efficient tracking systems, the company can
easily track the finished goods, and the processes
relevant to product handling in the distribution and
manufacturing systems. Hence, keeping track of the
entire supply chain process is one of the critical areas
manufacturers should focus on.

III. GLoBAL DRUG COUNTERFEITING SCENARIO

Counterfeiting of drugs has increasingly become
a major health issue in both industrialized and
developing countries [10] [11]. Nearly 15 percent of
the drugs sold in the world are counterfeit [12].

The developing nations account for a substantial
part of the forged drugs being distributed in the
world. According to the World Health Organization,
nearly 1 out of 10 medical products in developing
countries are spurious or counterfeit [13]. Increasing
incidences of drug counterfeiting can be attributed
to the complexity of the drug counterfeiters due to
the limited enforcement capability and regulations
in developing countries. People in underdeveloped
countries emphasize on reasonably priced
alternatives due to the unavailability and high pricing
of medicines.

Increasing incidents of counterfeiting concerning
pharmaceutical companies across the world, region-
wise, are illustrated in the graph mentioned below:
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Fig. 1: Number of Counterfeit Incidents Region-Wise, 2022

Counterfeiting of the drugs in different segments
is gaining significant traction across the different
regions of the world. For instance, the drugs fitting
in the therapeutic categories are significantly being
forged across the globe. The anti-infective drug
category, such as antivirals, antibiotics, antimalarials,
and antifungals account for most of the drugs being
counterfeited, ranging from approximately 10
percent to nearly 50 percent [15]. Further, in the anti-
infective drug segment, the antibiotics are expected
to be highly falsified [16].

Although low-income and developing countries
are witnessing a surge in counterfeiting incidents,
developed nations such as the regions of the US,
Europe, and Canada also hold a significant share in
the same, thereby increasing the need to combat the
same.

I'V. ImPACT OF COUNTERFEITING ON THE GLOBAL
Economy

Scammers nowadays are increasingly replicating the
products at a larger level, thereby turning illegal fraud
into an enterprise-level industry. The unawareness of
supply chains with forged goods is expected to make
the companies unattractive and volatile targets for
investors, thereby leading to severe damage to the
corporate Environmental, Social, and Governance
(ESG) aspects.

Counterfeit products contribute nearly 3.3 percent of
the value of the global economy annually [17]. The
rising counterfeiting and piracy issues on legitimate
economic activities increase the economic costs,
which further drives fiscal losses. This refers to
manufacturers facing competitors that are taking
away their intellectual property (IP) rights without
complying with the regulatory standards or payment
of taxes. Counterfeiting is also expected to impact the
foreign direct investment (FDI) scenario of a country,
thereby failing to attract multinational innovators to
that region.

V. TECHNOLOGICAL INNOVATIONS TO COMBAT
COUNTERFEITING

Increasing advancements in simple field tests and
forensic chemical analysis are expected to augment
drug quality monitoring, access to low-cost genuine
medicines, cooperation with determined political
management, and stringent law enforcement, as well
as support the drug regulatory authorities, to combat
the counterfeiting threat.

Using a forged medicine is significantly substandard,
comprising of inactive or fewer ingredients in an
appropriate measures leading to treatment failure
[18]. The concern to reinforce intellectual property
rights and ensure brand protection for pharmaceutical
companies, with the possibility for counterfeit drugs
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to cause mortality is witnessing an increase. The
overtly visible markers on a drug’s packaging are
gaining traction owing to its potential to identify
fake products. However, distinguishing markers and
holograms, when applied to the paper substrates,
film, or blister foils can be copied to a higher extent
with much accuracy. The rising sophistication of
illegal manufacturers thereby, plays a pivotal role
in the launch of advanced technologies. To avoid
counterfeiting, the manufacturers, and suppliers link
on a single blockchain platform with the usage of
exclusive cryptographic identifiers “smart tags” to
track and approve the provenance and position of
each item. The tags can be of different forms, suchas
security labels with unique RFID, and QR codes that
comprise of a customized software component. A
few technological innovations can be illustrated as:

Smartphone Applications: Increasing smartphone
applications enables customers to instantly check
the authenticity of the products before making a
purchase. The applications allow the brand owners
to recognize, avert, and track brand invaders from
selling counterfeit products. Advancements in
smartphone technologies are expected to boost the
integration of anti-counterfeiting solutions in terms of
product authenticity, thereby enabling the owners to
prevent infringing on any type of drug. For instance,
Unique Product Identifier (UPI), in retail outlets
helps the consumers comprehend the authentication
of the product, and accordingly inform the customers
about the counterfeiting of the same.

Radio Frequency Identification (RFID): Technologies
such as RFID offers strategized labeling solutions,
inventory control, and automatic tracking. It
generates significant impacts with a unique selling
proposition, such as secure supply chains, quality
monitoring, cold chain, anti-counterfeiting, and
improved information for the decision-makers [19].
Technology also plays a crucial role in the packaging
of pharmaceutical products, protecting them from
getting tampered with, and, defending against
monetary crimes [20]. Incorporation of RFID in the
pharmaceutical industry thereby enables businesses
to seamlessly cater to difficulties such as diversion,
theft, and counterfeiting and ensures the legitimacy
of the medications arriving at the pharmacies.

Companies are increasingly emphasizing on
enabling safe, secure, and transparent sharing of
information, thereby saving businesses from offering
forged products. In addition to this, in the pursuit to
gain continual confidence in the exported drugs, the
regulatory bodies of organizations, nowadays are
focusing on improvising on mechanisms to attain
real-time visibility into all the pharmaceutical
products being manufactured and exported. Various
advanced technologies such as RFID, image
processing, blockchain, pattern recognition, and
others are thereby, significantly gaining traction to
address the changing scenario.

However, businesses incorporating state-of-the-art
technology such as blockchain, offer, unprecedented
scalable solutions catering to the existing challenges
in the dynamic marketplace. In addition to
collaborating the QR codes and Distributed Ledger
Technology, the blockchain solutions also poses to
be significantly compatible with other technologies,
such as GPS, RFID, or NFC, based on the contactless
relocation of data.

VI. BLockcHAIN TECHNOLOGY TO COMBAT
DRruG COUNTERFEITING

Blockchain technology enables a revolutionary
level of supply chain transparency in businesses.
A blockchain-based supply chain of drugs depends
on the inclusion of entities such as pharmacists,
distributors (3PL), and manufacturers on a reliable
system powered by blockchain. Organizational
and multi-stakeholder involvement poses to be an
integral part of the drug supply chain.

A supply chain comprising of partners, distributors,
vendors, and suppliers is created, at the time
when the drug bottles are labelled, scanned, and
documented on the blockchain at every stage, from
the plant to the pharmacy. The distribution points
in the supply chain processes supply the medical
products to the customers in bulk quantities. There
are several unsecured, and unverified points of
contact, which significantly pose as an entry point for
the lethal forged drugs. The medical product supply
chain process comprises of several parties such as
wholesalers, patients, pharmacies, supermarkets,
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suppliers, and manufacturers. Understanding the
way how counterfeit drugs make their way in the
supply chain processes, plays a crucial role in the
implementation of the technology. This includes the
ways:
e The probability of the key players being corrupt
in the supply chain processes (mislabelling,
substituting, or contaminating).

e Possibility among the manufacturers of not be-
ing aware of the source of the ingredients.

e The drug or ingredient manufacturers posing
as legitimate companies due to incorrect papers
[21].

With no secure or robust system and several points
of entry, tracking the drugs in supply chain processes
is significantly challenging. Blockchain, based on
DLT empowers the storage of data in a decentralized
manner, rather than in a central database. Every
entry is independently encrypted and every change
needs to be verified by all the distributed nodes in the
system, making it virtually unbearable to address a
blockchain. When stored, the data becomes difficult
to be tampered with, owing to the easy identification
of weak points and detection of fraudulent activities,
thereby offering enhanced counterfeiting protection
to the companies [22].

Keeping track of the activities associated with
medical products poses to be considerably
difficult with the increasing complexity of the
processes, thereby limiting the data provenance and
transparency checks for the same [23].

Blockchain helps in tackling the issues of
counterfeiting by focusing on the identification of
proof-of-origin of the product and offering a trusted
and secure tracking system from one end to the
other end of the supply chain. The pharmaceutical
products are systematically serialized and assigned
the security features, which are easily differentiated
and verifiable by the consumers from counterfeits.
Serialization of the drugs caters to the security
threat of false medications, via digital signatures,
health information, and blockchain codes [24].
Incorporation of this technology enables the security
via transparent and chain code-based transactions.
This can be largely attributed to the features offered

by blockchain technology, such as decentralization,
immutability, decentralization, distribution, and
transparency, which can address the issues of
trustless between parties, tracking and monitoring all
processes of the drug supply chain.

VII. BLocKCHAIN-BASED ARCHITECTURES FOR
DRrRUG TRACEABILITY

Counterfeit drugs contribute to major health concern
severely impacting the treatment outcomes and lives
of the individuals. Growing access to the medicines
via unauthorized distributed channels and online
pharmacies makes it difficult to guarantee the safety
of products in the supply chain process.

The traceability of drugs based on blockchain
technology helps create a distributed shared platform
for a transparent, accountable, trustworthy, and
immutable system in the supply chain process. The
two potential blockchain-based architectures include
hyperledger fabric and hyperledger besu, which offer
a higher degree of transparency, decentralization,
trust, data integrity, scalability, modularity, security,
deployment, and privacy in comparison to the
other platforms based on blockchain. These act as
the enablers for generating private permissioned
ecosystems, wherein, the pharmaceutical end-users
and stakeholders are listed, and controlled by a group
of stakeholders.

Hyperledger Fabric Architecture: This architecture
is a platform offering disseminated ledger solutions,
derived by a modular architecture remitting higher
degrees of scalability, resilience, and confidentiality.
This enterprise-grade DLT is based on technology
that uses smart contracts to carry out the trust
between several parties and offers higher transaction
throughput, up to nearly a thousand transactions per
second [25].

Hyperledger Besu Architecture: This architecture
has gained significant traction among enterprises,
owing to the fact, that it backs the building
networks supporting both integration with the public
blockchains (Ethereum) and private transaction
processing while upholding the high transaction
throughput and architectural flexibility.
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VIII. Use CASES oF BLockcHAIN IN DRUG
COUNTERFEITING

In 2019, in reaction to the FDA’s call to form trial
projects, in order to test the automated inter-operable
systems, the pharmaceutical companies, announced
the development of a blockchain platform such as
MediLedger Network, to trace forged drugs and
prescriptions and eliminate them subsequently [26].

e HCL Technologies Limited

HCL Technologies Ltd. announced the launch of
strategies to combat the counterfeiting of drugs with
blockchain and SAP. In 2017, SAP teamed up with
leading pharmaceutical firms such as Boehringer

Ingelheim, AmerisourceBergen, GlaxoSmithKline,
and, Merck to develop distributed ledger and
blockchain-based decentralized solutions to cater
to legal compliance necessities. In 2019, SAP
announced an “Information collaboration hub for
Life Sciences blockchain solutions”, supporting the
eradication of counterfeit drugs through the supply
chain processes in the pharmaceutical industry. The
developed solutions are designed to minimize drug
counterfeiting as per the government by keeping to
the directives necessitating the serialization of drugs.
The SAP ICH offers its partners/customers with
different connectivity choices as per the technological
specifications and business needs.

ooo _— _—
ooo @
PHARMACEUTICAL PHARMACEUTICAL PHARMACY /
MANUFACTURER DISTRIBUTOR HOSPITAL
Verification Verification Verification
Process Process Process
Verification Hub
Blockchain
Professional Government Consumers/
Users Officials Partners
A. A A A
SAP Information

Collaboration Hub
for Life Sciences

Source: [27]

Fig. 2: Model for SAP — Blockchain Solution by HCL Technologies Limited

The SAP information collaboration hub for the life
sciences connects the supply chain partners, such
as Contract Manufacturing Organization (CMO),
Marketing Authorization Holder (MAH), Third-Party
Logistics service provider (3PL), and wholesaler.

SAP announced the launch of the solution known
as “Advanced Track and Trace for Pharmaceuticals
(ATTP)” which creates exclusive identifiers for the
packaging of the drugs. The solutions help store the
information into four subsets: batch number, serial
number, expiry date, and item number on the basis,

of the GSI standard. Immediately upon the shipment
of the box, the items get registered, and stored.

The items get registered on the blockchain when
a manufacturer ships a box, and this is stored
transparently. With the specific code recognition
technology, SAP has the capability to track and
monitor the packages efficiently at any point, thereby
making the process seamless.

Benefits Offered: The benefits offered by the
implementation of SAP blockchain solutions
in businesses include transparency to enhance
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accountability, end-to-end traceability of drug
products, minimal losses related to counterfeiting,
and efficient recall management.

® Jault Security

Vault Security, the US-based company is engaged
in addressing the security challenges with cutting-
edge applications backed by technologies such as
Blockchain. The ivault solutions offered by the
company are incorporated into the businesses to
augment the logistics management and supply chain
networks, with advanced security.

For Businesses: The company offers ivault.verified,
which is a smart anti-counterfeiting technological
solution incorporated in businesses, to enhance
the future of blockchain in supply chain processes.
The solutions offered are sustainable, scalable,
affordable, and effective, that caters to the needs of
the individuals effortlessly.

For Customers: The company is the provider of
solutions that protect individuals from being duped
in the purchase of fake or counterfeit medications,
leading to death, illness, or other harmful effects
[28].

The ivault™ blockchain technology is engaged in
applications such as anti-counterfeiting technology,
distributed computing, blockchain architecture,
cloud elasticity, and data warehousing, thereby
making the supply chain process an efficacious one.
Incorporation of this technological solution, offered
by Vault Security offers a revolutionary level of
transparency in the supply chain process, thereby
ensuring complete protection of the same.

e Pfizer

Pfizer, a pharmaceutical giant, is increasingly
emphasizing towards the adoption of blockchain
technology, to augment medical services. The
company announced its partnership with Aimedis,
a healthcare startup, to implement the latest
technological innovations in the healthcare industry.
The company emphasizes on researching and
developing the latest therapies, and solutions to
improve the lives of individuals across the world.
Pfizer operates with nearly 86,000 blockchain

projects, to track the health of patients and improve
pharmacovigilance [29].

Pfizer'’s Anti-Counterfeiting Program: Pfizer has
announced the introduction of a focused and
aggressive campaign to deter, disrupt, and detect
the key manufacturers and suppliers of counterfeit
drugs in the industry. The company is engaged in
working with law enforcement agencies, customs
offices, pharmacies, and wholesalers to augment
the surveillance of re-packagers and distributors,
monitor the distribution channels, and increase
inspection coverage. Pfizer also emphasizes on
efficacious conduct and management of proactive
investigations from the professionals, patients, along
with confidential information related to the sales
trends and volumes from the enforcement authorities
[30]. The anti-fraud measures offered by Pfizer are
patient-centric and are designed to identify and
disrupt the fraud affecting the operational activities
and accordingly address the breakthroughs to save
lives.

e Novartis

Novartis announced the adoption of blockchain
technology in 2016, with various proofs of Concepts
(PoCs) [31]. The company emphasizes on securing
the supply chain processes, with the tamper-evident
and serialization features on the medical products.

Authentifield, under the brand name Novartis, offers
anti-counterfeit solutions for testing and rolling out a
new generation of mobile spectrometers, to efficaciously
monitor the portfolio of drugs, and prevent individuals
from being misled to purchase the falsified products
[32]. The company is an industry leader in establishing
a 29-member blockchain consortium for the European
pharmaceutical industry and the European Union,
known as Pharmaledger [33].

IX. CHALLENGES IN THE IMPLEMENTATION OF
BrockcHAIN TECcHNOLOGY TO CoMBAT DRUG
COUNTERFEITING

The notable challenges in implementing blockchain
based track and provenance solutions in the
pharmaceutical industry are illustrated as:
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Interoperability: The prevailing drug traceability
solutions such as e-pedigree, bar codes, serialization,
blockchain-based platforms, and solutions, as well as
RFID tagslack full interoperability, considering the
fact, that, there are no homogenous solutions to make
the implementation, adaptability, and integration of
the same a seamless one [34]. The various platforms
under the hyperledger umbrella are catering tothe
issues to ensure maximum adaptability, scalability,
and interoperability as well as enable external and
internal communication between the organizations.

Implementation and Cost: Designing of an
application based on blockchain poses to be a difficult
task, because majority of the prevailing solutions are
under development. The interoperability, scalability,
and privacy tests contribute significantly to this
problem. The energy and implementation costs are
one of the leading problems being faced by the supply
chain processes of the drugs. In addition to this, the
existing legacy software systems and platforms are
centralized and poses to be inefficient at the time of
executing the transactions, thereby leading to higher
maintenance and implementation costs. For instance,
the hyperledger fabric owes the potential to execute
nearly 3500 transactions per second with less power
consumption in comparison to Ethereum, owing to
the different consensus protocols [35].

X. CONCLUSION

Counterfeiting acts as a menace to the businesses,
with the need to be countered effectively and actively
[14]. Lack of stringent regulations and growing
international free trade contribute significantly to
the rise of counterfeit products. The pharmaceutical
segment nowadays, is increasingly being vulnerable
to the counterfeiting issues.

Combating these challenges is thereby gaining
traction. The drug companies across the different
regions in the world are inevitably engaged in
offering products which helps in enhancing the
patient safety, combating counterfeiting, and caters
to regulations, as well as several industry concerns.
Cutting-edge technologies such as blockchain unfold
unusual opportunities to minimize the scam in the
pharmaceutical industry, owing to its unparalleled

features such as transparency, distribution,

decentralization, and immutability [36].

Several studies have been conducted on a
decentralized supply system with immutable
and secure tracking capabilities via blockchain
technology. This article discusses the different
technology-based approaches, that help in averting
the counterfeiting of drugs. It emphasizes on the
ways blockchain technology helps in combating
the counterfeiting of drugs in the pharmaceutical
industry, with the inclusion of a few use cases of
the businesses incorporating the same.
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Abstract: Cloud computing refers to
manipulating, configuring, and accessing the
hardware and software resources remotely. It
offers online data storage, infrastructure, and
application. Cloud computing offers platform
independency, as the software is not required to
be installed locally on the PC. Hence, the Cloud
computing is making business applications mobile
and collaborative. Fog computing facilitates the
operation of compute, storage and networking
services between end devices and cloud computing
data centers. Fog computing, also known as
fog networking, is a decentralized computing
infrastructure in which computing resources
and application services are distributed in the
most logical, efficient place at any point along
the continuum from the data source to the cloud.
In a fog environment, the processing takes place
in a data hub on a smart device, or in a smart
router or gateway, thus reducing the amount of
data sent to the cloud. It is important to note that
fog networking complements not replaces cloud
computing; fogging allows for short-term analytics
at the edge, and the cloud performs resource-
intensive, longer-term analytics. Emporiums
generate a large amount of data from thousands
of sensors that it can be useful for monitoring and
analyzing, transferring data from sensors to cloud
and then giving a feedback to end user so, this
could be a problem at emporium because of high
delay. Fog computing consider to be temporally
near to the sensor; thus will decrease delay. The
performance analysis of both architecture is done
using iFog simulator in order to know which is
the best.

Keywords: Cloud, Fog, iFog simulator.

I. INTRODUCTION

The popular trend in today’s technology driven
world is ‘Cloud Computing’. Cloud computing can
be referred to as the storing and accessing of data
over the internet rather than the computer’s hard
drive. This means that one person does not need to
access the data from either computer’s hard drive or
over a dedicated computer network (home or office
network). Cloud computing means data is stored at
a remote place and is synchronized with other web
information.

Fog computing is a term created by Cisco that
refers to extending cloud computing i.e., fog nodes
at different locations are connected to single cloud.
Fog computing facilitates the operation of compute,
storage and networking services between end devices
and cloud computing data centres. Fog computing,
also known as fog networking, is a decentralized
computing infrastructure in which computing
resources and application services are distributed in
the most logical, efficient place at any point along the
continuum from the data source to the cloud.

Emporiums generate a large amount of data from
thousands of sensors that it can be useful for
monitoring and analysing. An unprecedented volume
of data can crash storage system. Cloud computing
could provide storage on demand and processing of
system, but cloud could be anywhere far from system,
as well as transferring data from sensors to cloud and
then giving a feedback to end user so, this could be
a problem at emporium because of high delay. Fog
computing consider to be temporally near to the
sensor thus will decrease delay. The performance
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analysis of both architecture is done in order to know
which architecture provides best network usage,
energy consumption and cost of execution.

Paper is organized as follows: Section I introduction,
literature review in Section II, performance metrics
considered for studies in Section III, system design
in Section IV, implementation in Section V followed
by conclusion in Section VI.

II. LITERATURE REVIEW

In order to support the maximum number of user
and elastic service with the minimum resource,
the Internet service provider invented the cloud
computing within a few years, emerging cloud
computing has become the hottest technology
[1]. Cloud computing has evolved to emerge the
most topical IT paradigm in recent times. Cloud
computing is rapidly transforming the IT landscape.
On a pay-as-you-use basis, cloud consumers can
access resources, applications and infrastructure
provided by cloud providers. Such access could be
in form of applications already deployed by cloud
providers for use by the cloud users. It could be in
form of the capability to develop and deploy user
applications using services of a cloud provider
[2]. Cloud computing systems have proven to
be effective in meeting the varying demands for
computing distributed sharing resources and services.
Cloud computing is based on the fundamentals of
distributed computing networks, service orientation,
virtualization and grid computing system. Further, the
usage of grid technologies has also been introduced
as amethod for accessing cloud computing resources,
enabling the monitoring and management of cloud
resources [3]. VCC is a new hybrid technology that
has a remarkable impact on traffic management and
road safety by instantly using vehicular resources,
such as computing, storage and internet for decision
making. Compare the mechanism with normal cloud
computing (CC) and discuss open research issues and
future directions [4]. Fog computing provides the data
and computation close to end users which reduces
the amount of data sent to cloud. Design goals of fog
computing platform are to provide low latency to end
users and efficient utilization of resources and energy.

Some of the challenges in fog computing platform
are choice of virtualization technology, fight with
latency, security and privacy, network management.
Comparison of fog and cloud in terms of latency and
bandwidth reveal that fog computing is advantageous
for clients in terms of low latency and high bandwidth
[5]. The main idea of fog computing is to utilize
the processing and storage resources at the edge of
network by deploying IoT services on available edge
devices to reduce latency and processing cost. The
framework facilitates the communication between
the devices, fog device orchestration, IoT service
deployment, and dynamic resource provisioning
in the fog landscape. In addition to these main
functionalities, the framework is able to react on
various system events, e.g., device accidence, device
failure, and device overload [6]. Fog computing is
an emerging technology to address computing and
networking bottlenecks in large scale deployment of
IoT applications. It is a promising complementary
computing paradigm to cloud computing where
computational, networking, storage are deployed at
the edge and network layers in a multi-tier, distributed
and possibly cooperative manner. These elements
may be virtualized computing functions placed
at edge devices or network elements on demand,
realizing the “computing everywhere” concept [7].
The primary motivation to employ fog computing
in the proposed approach is to minimize the latency
as well as network usage in the overall smart car
parking system. For demonstrating the effectiveness
of the proposed approach for reducing the lag and
network usage, simulations have been performed in
iFogSim and the results have been compared with
that of the cloud-based deployment of the smart car
parking system. Experimental results exhibit that the
proposed fog-based implementation of the efficient
parking system minimizes latency significantly.
It is also observed that the proposed fog-based
implementation reduces the overall network usage in
contrast to the cloud-based deployment of the smart
car parking. Deployment models of both cloud and
fog architecture is constructed and by using iFogSim
simulations have been performed to compare which
is efficient [8].
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[II. PERFORMANCE METRICES CONSIDERED FOR
STUDIES

A. Energy Consumption
It is defined as the energy consumed while

transmitting the data from end devices to cloud.

B. Network Usage

It is defined as the amount of network used while
transmitting the data from end devices to cloud.

C. Cost of Execution

Cost spent to complete the process for both cloud
and fog architecture.

IV. SystEM DESIGN

Fig. 1 depicts the use case diagram of cloud
computing. In this case, there are outlets like Max,
Zara and Peach and Lily. Raw data is captured from
the cameras in outlets and stored in server. This data
is completely sent to cloud for long-term storage.

/
PEACH ANDLLILLY

\
ZARA

Fig. 1: Use Case Model for Cloud Computing

MAX PEACH AND LILLY

ZARA

Fig. 2: Use Case Model for Fog Computing

Fig. 2 depicts the use case diagram of fog computing.
In this case, there are outlets like Max, Zara and
Peach and Lily. Raw data is captured by cameras in
outlets and stored in servers. This data is sent to fog
node which is close to source and the data is analyzed
locally, filtered and then sent to the cloud for long-
term storage.

Fig. 3 shows the proposed three-tier architecture of
cloud computing. The first tier consist of various
stores, the second tier consist of server used for
moving the information which is going to be saved
on the cloud which is present in the third tier.

[1I Tier

[I Tier

| Tier lara PeaCh&
Lily

Fig. 3: Three-Tier Architecture of Cloud Computing

Fig. 4 shows the proposed fog architecture of
emporium. In addition to above explained cloud
architecture it consists of fog node in first tier.
Information of every store is stored in single fog

node.

server
|

Fog Node

Max Zara Peach &
Lily

Fig. 4: Fog Architecture of Emporium

Fig. 5 shows the proposed fog architecture of various
stores. In addition to above explained fog architecture
of emporium, here each store is connected to separate
fog nodes. Information of each store is collected and
stored at their respective fog nodes.
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Il Tier

I Tier

Fog Node Fog Node
Peach &
Lily

Fig. 5: Fog Architecture of Various Stores

Fog Node

| Tier

V. IMPLEMENTATION AND RESULT ANALYSIS

Fig. 6 shows the work flow diagram of cloud and
fog computing. In cloud computing data captured
by camera at every store is collected and sent to
the server, from server 100% of the collected data
is uploaded to the cloud. Whereas in fog computing
collected data of each store is uploaded to the fog
node, frequently accessed data is remained in the fog
node. Through the server the data which is not stored
in fog node is uploaded to the cloud.

Data captured § Collection of
by camera overall data

Upload to fog

95% of data
collected

Uploadto
cloud

Fig. 6: Work Flow Diagram of Cloud Computing and Fog
Computing

100% of data
collected

Case 1: Performance analysis of an emporium In
this case performance analysis of cloud and fog in an
emporium is done for the parameters such as energy
consumption, network usage and cost of execution.
Values of these parameters are compared in order to
know which architecture gives better performance
Table I shows the energy consumed by cloud and fog
nodes for different number of cameras.

TABLE I: PERFORMANCE ANALYSIS OF OVERALL ENERGY CONSUMED

Iterations | No. of cameras Cloud Fog
l 2 270654291 2713616.65
2 4 2714027.03 2M7338.67
Energy
Consumed 3 6 271718449 2M7338.67
4 8 2728592.09 2741060.69
5 10 2739999.69 275478270

Fig. 7 shows the graphical representation of cloud
and fog for the parameter energy consumption. This
graph portrays energy consumed by fog is greater
than cloud for different number of cameras.

140000
120000

100000

80000 -
60000 Cloud
mfog
40000
20000
0
2 4 6 8 10

Number of Cameras

Energy Consumed

Fig. 7: Graphical Representation of Energy Consumption of
Cloud and Fog

Table II shows the network usage by cloud and fog
nodes for different number of cameras.

TABLE II: PERFORMANCE ANALYSIS OF OVERALL NETWORK USAGE

Iterations No. of cameras Cloud Fog

1 2 237223 19813

2 4 47624.9 39626

Network

usage 3 6 71799.5 59439

4 8 96246.1 79252

5 10 120964.7 99065

Fig. 8 shows the graphical representation of cloud
and fog for the parameter network usage. This graph
portrays network usage by fog is lesser than cloud
for different number of cameras.
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Fig. 8: Graphical Representation of Network Usage of Cloud
and Fog

Table III shows the cost of execution by cloud and
fog nodes for different number of cameras.

TABLE III: PERFORMANCE ANALYSIS OF OVERALL COST OF

Execution
Iterations | No. of cameras Cloud Fog
I 2 603140 70342.6
Cost of 2 4 70924.4 89796.6
Exccution 3 6 75400.7 89796.6
4 8 915735 109250.6
5 10 107746.3 128704.6

Fig. 9 shows the graphical representation of cloud
and fog for the parameter cost of execution. This
graph portrays cost of execution by fog is greater
than cloud for different number of cameras.

cloud
m fog
8 10

Fig. 9: Graphical Representation of Cost of Execution of
Cloud and Fog
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Case 2: Performance analysis of individual outlets
In this case performance analysis of cloud and fog

of various stores is done for the parameters such
as energy consumption, network usage and cost of
execution. Values of these parameters are compared
in order to know which architecture gives better
performance. Table IV shows the energy consumed
by cloud and fog nodes for various stores like Zara,
Max and Peach & Lily.

TABLE I'V: PERFORMANCE ANALYSIS OF ENERGY CONSUMPTION OF
VARIOUS STORES

Zara Max Peach & Lily

Iteratio | No. of

ns cameras

Cloud Fog Cloud Fog Cloud Fog
Energy

177974.59 | 185500 | 179410.66 | 185500 | 262863.47 | 292500
27891499 | 291500 | 277237.43 | 291500 | 360290.40 | 397500
332628 | 344500 | 334034.1 | 344500 | 422391.73 | 450500
5857394 | 609500 | 492779.5 | 518500 | 477395.73 | 503500
10 64147574 | 662500 | 624543.17 | 655500 | 531407.62 | 556500

o o & o

ol =] w| | —

Fig. 10 shows the graphical representation of cloud
and fog for the parameter energy consumption of
Zara. This graph portrays energy consumed by fog is
greater than cloud for different number of cameras.

Energy Consumption of Zara
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— 500000
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g 400000
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=
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Fig. 10: Graphical Representation of Energy Consumption of
Zara

Table V shows the network usage by cloud and fog
nodes for various stores like Zara, Max and Peach &
Lily.

TABLE V: PERFORMANCE ANALYSIS OF NETWORK USAGE OF
VARIOUS STORES

No. of Zara Max Peach & Lily
Iterations

cameras

Network Cloud | Fog | Cloud | Fog | Cloud | Fog

1631.2 | 1351 | 1631.3 | 1351.5| 24264 | 20145
2023.1 | 1733.5 | 2023.1 |1733.5| 30655 | 2600.5
24149 | 21155 | 24149 | 21155 | 3463.5 | 2982.5
2806.7 | 2497.5 | 3986.3 |3466.5 | 4671.1 | 4027.5
10 31985 | 2879.5 | S913.8 | 5098 | 5913.8 | 5098

Usage

wo| o &= o

[ S U Y
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Fig. 11 shows the graphical representation of cloud
and fog for the parameter network usage of Zara.
This graph portrays network usage by fog is lesser
than cloud for different number of cameras.

Network Usage of Zara

@
g 2000
; 1500 m cloud
2 1000 m fog
500
o}
2 4 6 8 10

Number of Cameras

Fig. 11: Graphical Representation of Network Usage of Zara

Table VI shows the cost of execution by cloud and
fog nodes for various stores like Zara, Max and
Peach & Lily.

TABLE VI: PERFORMANCE ANALYSIS OF COST OF EXECUTION OF
VARIOUS STORES

No. of Zara Max Peach & Lily

Iterations
cameras
Cost of Cloud Fog Cloud Fog Cloud Fog

91029.6 | 380900.4 | 231252.7 | 573709.39 | 79959.9 | 194366
111101.5 | 3879004 | 253108.8 | 623709.39 | 809478 | 170710
155073.5 | 480900.4 | 311324.8 | 573709.39 | 95780.6 | 170710
213117.6 | 551709.3 | 411829.6 | 687860.1 | 112100 | 136829

10 | 2554328 | 573709.3 | 41333726 | 707873.84 | 113266 | 157874

execution

=| o | 2

o | w| o] —

Fig. 12 shows the graphical representation of cloud
and fog for the parameter cost of execution of Max.
This graph portrays cost of execution by fog is greater
than cloud for different number of cameras.

Cost of Execution of Max
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700000

600000
500000
400000
300000 u cloud
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0
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Number of Cameras

Cost Of Execution

Fig. 12: Graphical Representation of Cost of Execution of
Max

VI. CONCLUSION

Cloud Computing is on-demand availability of
computer system resources, like computing power,
without direct active management by the user. Fog
Computing is an extension of cloud computing
where fog nodes deployed between data source and
cloud. Literature survey of papers on cloud and fog
computing is carried on. A gap was identified to find
the performance of both computing architecture, by
considering the emporium details in iFog simulator.
Result analysis concludes that cloud gives the better
performance for parameters energy consumption,
cost of execution and fog gives better performance
in terms of network usage. In future this work can
be implemented in different sections in single store
and product monitoring can also be done which gives
shop owner an alert message when product is going
out of stock.
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Abstract: Cloud computing is a resilient
framework that enables users and organizations
to procure services tailored to their needs. This
model encompasses many services, including
storage, deployment platforms, seamless access to
web services, and more. However, load balancing
poses a common challenge in the cloud, impacting
the ability to uphold application performance
aligned with the required quality of service (QoS)
expected by enterprises from cloud providers.
Achieving an equitable distribution of workloads
among servers proves challenging for cloud
providers. An effective load-balancing technique
should optimize resource utilization in virtual
machines, ensuring high user satisfaction. This
paper presents a comprehensive review of various
load balancing techniques in terms of static and
dynamic and the overall performance of these
algorithms using some popular performance
metrics. Based on the performance measures,
Cuckoo Search and Firefly was the most effective
algorithm. This research makes a contribution by
describing current methodologies and by helping
researchers identify research issues connected to
load balancing, to decrease response times and
prevent server failures.

Keywords: Algorithms, Cloud computing,
Load balancing, Performance metrics, Resource
management, Virtual machine.

I. INTRODUCTION

Cloud computing technology is undergoing
significant growth in network technology, propelled
by advancements in communication technology,
widespread Internet usage, and its capacity to tackle
large-scale challenges [1], [2]. The term cloud
computing according to S. Kaur, and V. Pandey
[3] refers to the distribution of various computing
services over the internet (cloud), encompassing
servers, databases, networks, and software. Cloud
computing facilitates the development of new
applications and services, data backup and recovery,
hosting of websites and blogs, streaming of audio and
video, and the analysis of data patterns for predictive
purposes [4]. Cloud users can leverage hardware
and software applications as resources through the
Internet.

The adoption of cloud computing has brought
about a significant shift in how businesses perceive
their available resources. These computers are
dynamically allocated and presented as a unified
computing resource or resources, guided by
negotiated service-level agreements between the
service provider and consumers [5]. Cloud computing
also referred to as distributed computing, introduces
innovative perspectives for both service providers
and end consumers. To accommodate these evolving
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aspects, novel design strategies are implemented,
communicating concepts through three service
delivery models: Infrastructure as a Service (IaaS),

Platform as a Service (PaaS), and Software as a
Service (SaaS) [6] as shown in Fig. 1.

ol
1 @,
OOOQO aoo Private  Hybrid 5
5 riva ybri 1 1
‘ol Connectivity ooo : 'S:
: g : Checks Cloud Prdvider | for service : a : Public 1 g,
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1 w | o

'3 s Provides On-Premise (Internal) Off-Premise (CSP) LR
1oL == services - - - A e e 1 %,
©7 aa % .

|

- Cloud Auditor : Software as a Platform as a Infrastructure as 1

: Service (SaaS) Service (PaaS) a Service (PaaS) 1

\ ]

Cloud User Y S Ty '

) e -__ Service Delivery Models + -~~~ ~-~~-~-~-~

Fig. 1: A Cloud Computing Model [5]

It is important to have a reliable and consistent
network connection to deliver services to clients,
utilizing these cloud-based platforms effectively.
Efficient and scalable characteristics of cloud
computing may be attained by implementing
effective cloud resource management [5], [7]. As a
result, a lot of researchers have increased their focus
on the load balancing of these resources in cloud
computing. Load balancing refers to redistributing
the overall workload among the individual nodes
within a collective system which aims to optimize
resource utilization and enhance job response
time, while simultaneously addressing the issue of
certain nodes being overloaded while others remain
underutilized [5].

The problem of load balancing remains a significant
challenge within cloud computing. Hence, the
need for this research to provide a review of load-
balancing techniques using different performance
metrics. The purpose of this study is to conduct
a comprehensive examination of load-balancing
algorithms in the context of cloud computing. This
study focuses on evaluating several load-balancing
approaches  utilizing multiple performance
metrics providing an in-depth review of the latest
advancements in load balancing and encouraging
future investigation in this field. The rest of the
research is organised as follows: Section II:
discusses the concept of load balancing. In Section
III: the various methods of load balancing, including
static and dynamic load balancing algorithms,
are discussed. Section IV: analyzed and showed a

performance comparison of the algorithms based
on certain specified performance metrics. Section
V: provides the study’s conclusion.

II. CoNcEPT OF LOoAD BALANCING

Load balancing is a crucial strategy used to evenly
spread the burden among different resources
participating in computing operations inside a
network, resulting in improved performance [8].
This workload includes memory utilization, CPU
capacity, and network traffic. Within the domain of
cloud computing, load balancing becomes a crucial
issue, requiring the fair allocation of tasks among
the available resources to achieve shorter response
times [9]. This guarantees that the Virtual Machines
(VMs) in the system are never overloaded at any one
moment. Load balancing is seen as the coordination
of'a collection of servers engaged in the same service,
executing identical tasks to enhance service quality
by managing fluctuating customer loads over time
[10].

According to E. J. Ghomi, A. M. Rahmani, and N. N.
Qader [11] The fundamental goal of load balancing
is to improve the availability, throughput, and
dependability of a system, while also ensuring system
stability, optimizing resource usage, and providing
fault-tolerant capabilities. Careful incident handling
is required since the chance of failures grows with
the number of servers and high availability refers to
the capability of maintaining uninterrupted service
even in the presence of many faults occurring
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simultaneously [11]. Load balancing aims to
achieve optimal utilization of resources, which is
a crucial objective for enhancing the efficiency
of the cloud model. Attaining a high level of data
processing capacity, which is crucial for a system
that performs well, can only be accomplished when
the tasks and available resources are fairly allocated
throughout various nodes with the primary objectives
encompassing attaining a minimal reaction time and
averting bottlenecks [12], [13]. Within the domain

of cloud computing, efficient load balancing enables
data centers to effectively manage issues such as
excessive or insufficient workload distribution
among virtual machines as shown in Fig. 2. To
keep up the performance of cloud applications
an efficient Load Balancer must be provided an
Unequal load distribution have many disadvantage
one of them been Task Scheduling. Without proper
task scheduling, the resources will not be efficiently
utilized [9].

User Requests

8L&.8

Data Centor
Controller

(e}

- >

Virtual Machines

Load Balancer

Fig. 2: Workflow in Cloud Computing [9]

The implementation of load-balancing techniques
faces significant problems due to the influence
of different physical and logical elements on the
success of the strategy. Challenges arise from several
factors, including the dispersion of graphical nodes,
the migration of virtual machines, the complexity
of algorithms, the presence of heterogeneous nodes,
the risk of single points of failure, and the scalability
of load balancers [11], [12], [13]. To address these
issues, several load-balancing techniques have been
proposed in the domain of cloud computing.

III. CLASSIFICATION OF LoAD BALANCING
TECHNIQUES

The categorization of load balancing (LB) algorithms
is contingent upon the operational state of the
system, resulting in classifications as static, dynamic
or hybrid. In essence, these classifications delineate
whether the load-balancing approach employed is
unchanging, adaptive to real-time fluctuations, or a
combination of both static and dynamic elements [7]
as shown in Fig. 3.
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Fig. 3: Types of Load Balancing Algorithm
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A. Static Algorithm

Static algorithms obtain information pertaining to
the system and identify the existing resources for use
before commencing thereby maintaining a consistent
distribution of workloads regardless of changing
conditions [4]. Static algorithms gather information
about the system and identify available resources
before starting. They evenly distribute workloads,
regardless of changing conditions, using existing
virtual machines (VMs) until a task is completed
[10]. This works well when VM capabilities are
similar. However, static algorithms face a challenge
because they rely on fixed information and struggle
to adapt to dynamic load changes in VMs effectively
[14]. They are not flexible and cannot accommodate
dynamic changes in attributes. These algorithms,
also known as offline algorithms, need to know VM
information in advance [4]. Despite their limitations,
static algorithms generally achieve better overall
performance than dynamic algorithms. It’s important
to note that when static load-balancing algorithms
assign tasks to nodes, they don’t consider the previous
task’s state and functionality of the node.

Some popular static load-balancing algorithms are
presented in this section.

® Round Robin Algorithm: Round Robin, a static
load balancing algorithm, operates without
considering preceding states. Its simplicity lies
in the utilization of the Round Robin Method for
distributing tasks [10]. The algorithm randomly
chooses the first node and then allocates jobs
evenly to all other nodes using the Round
Robin Method as seen in Fig. 4. An essential
advantage of Round Robin is its independence
from inter-process communication [15]. This
algorithm provides faster response in the case
of equal workload distribution among processes
However, due to the lack of information about
processors’ running times, certain tasks may
experience heavy loads.

® Min-Min Load Balancing Algorithm: This
algorithm is user-friendly and operates quickly.
It enhances performance by completing tasks in
a series [16]. It calculates the time for each task
and assigns it to virtual machines (VMs) based

on the shortest completion time of existing
tasks. This continues until all tasks are assigned
to VMs. The algorithm performs well due to
numerous smaller tasks, but there’s a risk of
neglecting larger tasks, leading to starvation as
smaller tasks are prioritized over bigger ones

[6].

processl

processS process2

processd process3

Fig. 4: Round Robin Load Balancing Algorithm

® Max Min Load Balancing Algorithm: This
approach is similar to Min-Min load balancing,
with a specific emphasis on the computation
time of jobs [13]. Under this methodology, all
tasks are given to the system, and the algorithm
computes the duration required to complete each
job. The machine is allocated the duty with the
minimum time needed. The Max-Min method
outperforms the Min-Min algorithm due to
its ability to handle a larger job in addition to
smaller tasks inside the set [9]. The Max-Min
algorithm effectively manages jobs of varying
durations, regardless of their length.

e Opportunistic Load Balancing Algorithm:
The basic principles of this algorithm prevent
it from comprehending the VM’s activity
level. Therefore, it ensures that every node in
the system is actively working by randomly
assigning those tasks [14]. Things go slowly,
though, because it doesn’t account for how long
things take to complete. Consequently, it fails
to provide reliable outcomes when attempting
to distribute the labor evenly [14].

B. Dynamic Algorithm

Dynamic algorithms are a type of algorithm that
differs from static algorithms because they exhibit
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flexibility [9], [4]. These algorithms work based on
rescheduling the tasks allocated to them over the
available VM while carrying out the work. The main
benefit is that task selection is influenced by real-time
situations, leading to improved system performance
[4]. Dynamic algorithms can be implemented in two
ways:

e Distributed System: In this setup, all nodes in
the system communicate with each other, and
each node participates in executing a load-
balancing algorithm. The responsibility of load
balancing is shared among all nodes [17].

e Non-Distributed System: This can be centralized
or semi-distributed. In a centralized system, a
central node manages the load balancing for
the entire system, and other nodes interact with
this central node [18]. In a semi-distributed
system, each cluster has a node that performs
load balancing for the entire system. If the
central node of a cluster fails, it affects only that
cluster’s functionality [18].

Some of the well-known dynamic algorithms are:

e Throttled Load Balancer (TLB): This algorithm
generates a table containing virtual machines
and their current states (available or busy). When
a specific task is assigned to a virtual machine, a
request is sent to the data center’s control unit.
This unit seeks the most suitable VM based on
its capabilities for the given task [7]. The Table
Allocator (TA) maintains a list, known as the
index table or allocation table, containing all
VMs and their corresponding states (available,
busy, or idle). If an available VM with sufficient
space is found, the task is allocated to that VM.
If no suitable VM is available, TA returns —1,
and the request is queued for prompt processing
[5]. The load balancer’s role is to locate a
suitable virtual machine upon receiving a client
request. While TA outperforms the Round
Robin algorithm, it lacks consideration for more
advanced load balancing requirements, such as
processing time [5].

e Ant Colony Optimization: This ACO-based
algorithm efficiently distributes workloads
among cloud nodes. Drawing inspiration from

ant behavior, it seeks alternative pathways when
encountering obstacles, establishing new routes
between nodes [18]. The algorithm begins by
initializing a table, facilitating data flow, and
reaching the required nodes’ threshold level. As
the flow passes through nodes, the algorithm
evaluates each one. If a node is underloaded,
it utilizes the highest Trailing pheromone (TP)
to find the route for the underloaded node [18].
The table is updated until the node reaches its
threshold limit. However, upon reaching the
limit, the algorithm uses a Foraging Pheromone
(FP) to explore new sources, updating the table
until it finds an underloaded node, at which
point it reallocates resources. This process
repeats until the entire process is completed.

e Honey Bee Algorithm: This algorithm operates

based on the behavior of bees searching
for honey. Its primary goal is to distribute
the workload on virtual machines (VMs)
efficiently, avoiding both excessive resource
use and underutilization [19]. The algorithm
selects a VM that meets two key criteria: it
receives fewer tasks compared to other VMs,
and its processing time falls within the average
processing time of all VMs [19].

® Load Balancing Technique Based on Cuckoo

Search and Firefly: The cuckoo search algorithm
draws inspiration from the nesting behavior
of cuckoo birds. Similar to how these birds
lay their eggs in the nests of other birds, the
algorithm carries forward the best-quality eggs
to the next generation and abandons the worst
nests [20]. In the context of cloud computing,
the Cuckoo Search with Firefly, a hybrid
algorithm, is employed for load balancing.
This algorithm efficiently schedules tasks,
assigning overloaded tasks to under-loaded
virtual machines (VMs). It quickly identifies
the best VM, enhancing load balance efficiency
and preventing task imbalances across the
system [21]. The load balancing (LB) technique
initiates by scheduling tasks using the round-
robin method. It then calculates the capacity
and load of each VM, identifying overloaded
and under-loaded tasks through Cuckoo Search
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with Firefly. This method ensures task migration
from overloaded VMs to under-loaded VMs,
preventing overall system task imbalances [21].
Notably, the approach boasts a high interchange
rate and requires fewer tuning parameters
compared to existing methods.

o First Come First Serve Algorithm: This
algorithm operates by assigning new tasks
to resources with the shortest waiting time,
meaningthoseresourceshandlethe fewesttasks.
It follows a sequential execution approach,
starting with the first task and progressing
through the queue until completion [16]. The
algorithm is chosen because it allocates tasks
to virtual machines without taking into account
the specifications of available virtual machines
or the time required for tasks in the queue
when assigning new tasks [22]. To determine
the most effective load-balancing algorithm
for optimal performance in cloud applications,
various popular metrics are employed to
measure their effectiveness.

I'V. PERFORMANCE COMPARISON OF LOAD
BALANCING ALGORITHM

This section presents the key metrics commonly
examined by authors when assessing the latest
advancements in load-balancing algorithms. These
metrics play a crucial role in shaping and creating
effective load-balancing algorithms. They serve as
indicators of an algorithm’s performance in cloud
applications. Researchers [16], [23], [9], [13], [5]
utilize certain parameters to assess their proposed
algorithms, emphasizing the need for adjustments
to prevent imbalances in the cloud computing
environment. From the review, the popular
performance metrics that will be used in this research
are:

® Resource Utilization (RU): The utilization of
system resources such as memory and CPU is
a measure of Resource Utilization (RU) within
the cloud Data Center. RU gauges the extent
to which resources are employed. As service
demand grows, maintaining a high RU becomes
crucial. A maximum RU is necessary to ensure

optimal performance for the load-balancing
algorithm.

Complexity: An algorithm should exhibit
optimal performance even when faced with
unforeseen circumstances. This implies that
irrespective of an upsurge in tasks and load, the
algorithm should maintain scalability, ensuring
consistently high performance for the load-
balancing algorithm.

Throughput (TP): It denotes the count of job
requests completed and successfully processed
per unit of time within the virtual machine.
It signifies the volume of data moving from
one location to another. High throughput is
indicative of effective load-balancing algorithm
performance.

Response Time (RT): The duration the algorithm
requires to address a task, encompassing
waiting, transmission, and service times, is
called response time. It signifies the time
necessary to answer a user’s inquiry, and an
effective load-balancing algorithm aims for the
minimum response time.

Speed: The total time needed to finish all tasks
and distribute resources to users within the
system is known as the total completion time.
This metric is critical in the scheduling process
within the cloud environment, providing a
measure of the time required to process a specific
set of tasks. A good load-balancing algorithm
aims to minimise this metric, ensuring efficient
task completion.

Network Overhead (NO): 1t is the level of
additional work generated during the execution
of the load balancing algorithm, which
may arise from a significant number of task
migrations and inter-process communication.
An evenly distributed system load leads to
minimal overhead caused by the load-balancing
algorithm.

Fault Tolerance (FT): A robust load-balancing
system should function effectively even in the
event of failures in some components. This
implies that if one virtual machine (VM) is
overloaded, another available VM should be
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capable of carrying out tasks. Ensuring high fault
tolerance is crucial for the optimal performance
of the load-balancing algorithm.

e Migration Time (MT): This represents the overall
time required to transfer a task from one virtual
machine (VM) to another, and this migration
process should occur without impacting the

system’s availability. The efficiency of this
process is closely tied to the virtualization
concept in the cloud. A low migration time
is crucial for optimal performance in a load-
balancing algorithm. Table I represents the
performance of the Load Balancing Algorithms
reviewed in this research.

TABLE I: PERFORMANCE OF THE LOAD BALANCING ALGORITHMS

Load Balancing Algorithms
g 2 S %
Performance % E ﬁ % § % 3 g E; ;g ’ o
Metrics < i = = o i g% 3 & £ g
= § | E| £ |32 |E2| 5| & |¢°
> = | & | &°F D T I B -
=~
Throughput Low |Moderate |High Low High High Low Low Moderate
Complexity Low |Low Moderate | Low Moderate | Moderate | Moderate | High Moderate
Response time Low |Low Low Moderate | Moderate | High High High High
Speed Low |Low High Low High High Low Moderate | Moderate
Network overhead | Low |High Moderate | Low Moderate | Low High High Low
Fault Tolerance Low |Low High Low High High High Moderate | Low
Migration time Low |Moderate |Moderate | Low High High Low Low Low
Resource High |Moderate |High Low High High Moderate | High High
utilization
V. CONCLUSION techniques. Future researchers can build upon this
foundation by exploring the development of more
Load balancing holds significance in cloud dynamic, intelligent algorithms addressing fault

computing as it improves the distribution of
workloads and optimises resource utilisation,
consequently reducing the overall system response
time. This research delves into the categorization of
load-balancing algorithms, providing an overview
of existing algorithms designed to balance loads
in cloud computing and their performance. These
performance metrics are crucial factors for designing
a robust algorithm capable of thriving in a dynamic
cloud environment. The Max-Min algorithm came
in second place among the algorithms this study
examined, after Cuckoo Search and Firefly which
is the best algorithm. This research contributes by
aiding researchers in identifying load balancing-
related research challenges, particularly in further
minimizing response times and preventing server
failures, and by offering a summary of existing

tolerance issues to further elevate the efficiency of
cloud computing.
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Abstract: Cloud computing adoption in any
business organization, represents a complex
system which can be characterized as having
a large number of subsystems like legacy
information technology infrastructure, the new
information technology architecture being created
owing to cloud adoption, the techno-managerial
complexity of managing infrastructure of
disparate information architectures, integration
oflegacy architecture with new cloud architecture,
managing the emergent distributed and software
system, database management and manpower
planning in terms of skill orientation in view of
cloud adoption. In addition to the complexities
of cloud adoption, the trade-offs like security vs.
scalability, control vs. agility, standardizations
vs. lock-ins, puts cloud computing adoption in
“pluralist” category in relationship continuum,
where stakeholder have contradictory view point
about a problem situation. Therefore, cloud
adoptionin any organization represents an unclear
and complex situation with poorly articulated
interactions amongst associated elements, which
needs to be well-defined to understand the process
of cloud adoption and is impact on adopting
organization.

Keywords: Cloud computing, Cloud adoption,
ISM, MICMAC analysis.

1. INTRODUCTION

Cloud Computing conceptualizes delivering
traditional information technology facilities as

commoditized services, similar to deliverance model
of utilities such as water, electricity, gas etc.; where
the users of cloud computing utilizes the information
technology facilities as end user and are being billed
for the usage of that service. This concept of cloud
computing as commoditized service, is an extension
of utility computing vision, which represents new
scenario of how information technology (IT) services
are developed, deployed, scaled, updated, maintained
and procured (Buyya et al., 2008) [1].

Cloud computing adoption enables ubiquitous,
convenient, on-demand network access to a shared
pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and
services) that can be rapidly provisioned and released
with minimal management effort or service provider
interaction (Mell and Grance, 2011) [2]. This feature
of cloud computing represents a convergence of
two major trends; firstly the ability of contemporary
computers being employed efficiently through
highly scalable hardware and software resources,
and, secondly business agility where information
technology act as a competitive tool through fast
preparation, parallel execution, use of compute-
intensive business analytics that respond in real time
to user necessities (Marston et al., 2011) [3].

A firm’s migration towards cloud computing begins
with the consolidation of server, storage, and
network resources, that works to control redundancy,
decrease wasted space, and increase equipment
usage [4]. Hardware such as servers, storage



18 International Journal of Distributed and Cloud Computing

Volume 12 Issue 1 2024

devices, and other components are treated as a pool
of resources rather than a discrete system, thereby
allowing the allocation of resources on demand
[5]. Virtualization forms a solid foundation for all
cloud architectures. It enables the abstraction and
aggregation of all data resources, thereby creating
a unified resource that can be shared by all the
information technology application. Automation
optimizes a firm’s virtualized resources, through a
transformative procedure and critical information
technology processes become more dynamic and
flexible management is achieved by trustworthy
policies. In addition to automation, utility which
include both self-service and metering, and provide
feedback about the cost of the resources allocated, is
necessary requirements in creating a cloud service.

A cloud infrastructure consists of hardware and
software that are necessary to support the cloud
services being provided [4], [5]. The hardware
resources are typically server, storage and network
components and also referred as physical layer. The
abstraction layer consists of the software deployed
across the physical layer to manifests the essential
cloud characteristics and sits above the physical
layer (Meel and Grance, 2011). Through cloud
internetworking, disparate cloud systems can be
linked in such a way, so as to accommodate both the
unique nature of cloud computing and the running of
legacy information technology workloads.

Cloud computing adoption in any organization,
represents a complex system which can be
characterized as having a large number of
subsystems like legacy information technology
infrastructure, the new information technology
architecture being created owing to cloud adoption,
the techno-managerial complexity of managing
infrastructure of disparate information architectures,
integration of legacy architecture with new cloud
architecture, managing the emergent distributed
and software system, database management and
manpower planning in terms of skill orientation
in view of cloud adoption. As organization looks
to adopt cloud computing, the adoption process
will stimulate many loosely structured interactions
amongst these subsystems, the outcome of which is
not predetermined.

Along with the above discussed complexities of cloud
adoption, the trade-offs like security vs. scalability,
control vs. agility, and standardizations vs. lock-ins
[6], [7]; gives rise to a situation where basic interests
of cloud service provider and adopting organization
are compatible i.e. to adopt cloud offerings; but they
do not share the same values and beliefs. Therefore,
cloud adoption in any organization represents
an unclear and complex situation with poorly
articulated interactions amongst associated elements,
which needs to be well-defined to understand the
process of cloud adoption and is impact on adopting
organization.

Interpretive structural modelling, which is defined
as the process that transforms unclear and poorly
articulated mental models into visible well defined
models useful for many purposes (Satsangi, 1985);
and enables intervention in ill-structured problem
situations by providing a hierarchal model of the
associated elements with reduced complexities under
the given contextual relationship, to allow holistic
understanding of the problem situation , becomes an
ideal technique to analyse cloud adoption in business
organization.

II. LITERATURE REVIEW

The review discourse on cloud computing can
primarily be divided into two broad category
technological and business issue [8]. Technological
review discourse contemplates cloud computing in
performance subcategory, which includes studies
such as performance comparisons across different
clouds (Iosup et al., 2011), to improve dynamic
resource allocation (Streitberger and Eymann, 2009;
Warneke and Kao, 2011), to estimate performance of
cloud network with nodes failure (Lin and Chang,
2011), and to improve interoperability across
different clouds [9]. Data Management which
includes data consistency (Vogels, 2009), data
redundancy (Pamies—Juarez et al, 2011), data
mining algorithms and methods (Grossman et
al., 2010), integration of distributed data (Chen
et al., 2011), data encryption (Anthes, 2010),
data colouring. Service Management focusing on
service lifecycle in the cloud (Breiter and Behrendt,
2009) and publishing, discovering, and selecting
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cloud-based services (Goscinski et al., 2011) [10].
Security, which includes articles that look at general
security mechanisms such as restrictions and audits
(Spring, 2011a; Wang et al., 2011), multi-tenancy
authorization (Calero et al, 2010), third-party
assurance (Zissis and Lekkas, 2010), and cloud-
based security services (Lietal.,2011) [11]. Business
Issues which includes cost comparison between the
cost of leasing cloud services and that of purchasing
and using a local server cluster (Walker, 2009),
techniques to estimate and monitor costs for cloud
services (Truong and Dustdar, 2010), algorithms
for finding minimum cost storage strategy (Yuan et
al., 2011) [12]; Pricing, articles in this subcategory
mainly focus on the pricing strategies of cloud
providers. A common approach for studying this
topic is to compare different pricing strategies and
analyze the pros and cons in terms of acceptance of
customers. Legal Issues, which examines legal issues
associated with cloud computing including policy,
governance, and law (Kaufman, 2009), general legal
risks of adopting cloud computing (Joint ez al., 2009),
as well as addressing specific topics such as digital
forensic investigation in cloud computing systems
(Taylor et al., 2010) [13]. Adoption, this subcategory
explores topics related to cloud-computing adoption
in businesses including general businesses by
providing ROI (Return on Investment) models for
firms to decide on the suitability of adopting cloud
computing (Misra and Mondal, 2011).

The review of published journal articles indicates
that most studies empirically evaluate the
general concept of cloud computing adoption
like performance, cost, security, cloud providers,
and, are the most frequently used to explain cloud
computing adoption factors and processes. Although
empirically tested theories/frameworks/models are
dominant in existing literature on cloud adoption,
but majority of articles have adopted some form of
theoretical perspectives to gain insights about cloud
computing adoption factors and processes, and, then
adopted empirical methods to establish some facts
and figure about cloud adoption. The emphasis on
theoretical aspects to understand cloud adoption
implies that cloud computing adoption phenomenon
is multifaceted and requires further exploration to
understand the relationship and influence amongst

factor which influence cloud adoption.

III. RESEARCH OBJECTIVE

Objective 1: To identify integrated elements for
implementation of Cloud Computing.

Objective 2: To develop a hierarchical structural
model under relevant contextual relations of the
identified elements.

IV. RESEARCH METHODOLOGY

In the present research, interactive management (IM)
technique of system sciences have been deployed.
IM process has three phases, the Planning Phase,
the Workshop Phase, and the Follow-up Phase.
Planning Phase consists of two steps; namely the
information gathering phase and expert identification
phase. Information gathering phase was executed
by researcher in the through extensive review of
Literature to find established factors impacting cloud
computing adoption in business organization. In the
expert identifications phase, experts from academia
and industry were identified and contacted to get
their insights about the problem statement. The
workshop phase was performed through a series of
workshop, brainstorming sessions and focused group
discussions.

A. Research Design

Phase 1 - Identifying Integrated Elements for Cloud
Computing Implementation

In this phase, the researcher has identified the
relevant factors affecting cloud computing adoption
in business organization through:

e Review of literature.

e NGT workshop to enlist the factors and us-
ing RII to generate factors having highest im-
pact on cloud computing adoption in business
organizations.

Phase 2 - Development of Hierarchical Structural
Model

In this Phase 2, the researcher has developed the
interaction matrix amongst identified factors and
developed hierarchical structural model under
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relevant contextual relations of cloud computing
adoption in business organization though:

e Creating SSIM matrix and deploying VAXO
framework for identifying the relationship
amongst factors affecting cloud computing
adoption in business organizations through
workshop using brainstorming.

e ISM technique being deployed to develop

hierarchical model of identified factor
affecting cloud computing adoption in business
organizations.

B. Sampling

The number of experts required for any interactive
management session should be between 10 and 15; for
proper cross fertilization of ideas which encourages
contributions from everyone and facilitates quick
agreement on the relative importance of issues,
problems, or solutions. Both participants and the
facilitator are required to be subject matter experts of
the topic under discussion.

The experts were identified under three categories
namely policy maker, academic experts and industry
practitioner. Following is the profile mix of experts
who were contacted for data collection:

e Policy Maker from Government-01
e Academia-16

e Industry-12

In order to justify the minimum requirement of
experts, the number of respondents in all the
workshops was between 10 and 15. The sampling
technique adopted was non-probability Judgment
Sampling.

V. FINDING AND ANALYSIS

To identify integrated elements for implementation
of Cloud Computing, researcher has adopted the
concept of open coding which was propounded
by Wolfswinkel et al, in 2011. Open Coding is
the mechanism of generating categorical labels
named codes, to capture the basic themes that
appear in a review article [1-19]. Researcher has
adopted this methodology, because it is in complete

synchronization with the fundamental principle of
interpretive structural modelling, which looks to
identify variables and establish hierarchical model
based on the contextual relationship.

The concept of opening coding resulted in 40 codes,
whose frequency of occurrence in selected reviewed
article is as follows:

TaBLE I: LisT oF CopES GENERATED THROUGH OPEN CODING
MECHANISM WITH OCCURRENCES IN SELECTED REVIEW ARTICLE

Matching
Keywords Occurrenc.es in
Selected Article for
Review
Strategic Importance of IT 20
Top Management Support 25
Geographical Diversification 10
Impact of Structure 4
Innovativeness 10
Number of Employees 4
Conformity with Work Cul- 10
ture
Resistance to Change 5
Personality Traits 10
Net Worth 10
Integration with In-House 20
and Existing System
Institutional Influence 10
Adequate User and Technical 15
Support by Vendor
Vendor Choice 15
Market Scope 10
Nature of Industry 10
Trialability of Cloud Services 30
Compatibility with Existing 30
System
Improved Collaboration with 10
Channel Partners
Reduction in Time and Re- 15
source on IT Management
Access to Technical Expertise 15
Scalability 30
Faster Deployment 30
Total Cost of Ownership 20
Capex to Opex 20
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Oclt\:/lllj‘;(e:;lcr;% in I\SI(r) Factors Affecting Cloud Adoption
Keywords . . ;
Selected Article for 5 | Impact on business process improvement on
Review adoption for adopting organization.
Ecological Benefit 15 6 | Impact of level of compatibility with existing
Business Process 15 information system of adopting organization
Improvement considering adoption.
Agility 20 7 | Impact of degree of complexity of integration
Reduced Time to Market 15 with in-house and existing information system
Service Level Agreement 20 on adoption for adopting organization.
; 8 | Impact of ease of information system
Expertise of Employee 20 Y
management (reduction in time and resource)
Internet Penetration 10 on adoption for adopting organization.
Technology Diffusion 30 9 | Impact of ecological benefit (less carbon
Type of IS Function 10 footprint) on adoption for adopting
Standardization 10 organization.
Interoperability 10 10 | Impact of level of innovativeness in adopting
Lock In 10 organization.
Switching Cost 10 11 Impac?t of rate of technology diffusion on
Data Security 25 adoption. - -
Data Privacy by 12 Impaqt of conform.lty with \york culture on
adoption for adopting organization.
Researcher then conducted the Nominal Group 13 | Impact of level of expertise of employee in
Technique workshop, where the initial responses of organization seeking cloud adoption.
experts were captured; with the triggering question 14 | Impact of geographical spread of organization
“mention one factor affecting cloud adoption in seeking cloud adoption.
business organization”. The forum was then opened 15 | Impact of structure (team based, project based,
for data filtration based on the captured responses departmental etc) of organization seeking cloud
and gross list of identified factors of cloud adoption adoption.
obtained through open coding mechanism as listed 16 | Impact of government regulations on adoption
in Table I. A more generic statement to capture the for adopting organization.
intent of factors in adoption of cloud computing were 17 | Impact on collaboration with channel partners
framed, which are presented in Table II. on adoption for adopting organization.
18 | Impact of improvement in market scope on
TasLE II: List 0;‘ GENERIC STATEMENTS TO CAPTURE FACTORS adoption for adopting organization.
FRECTING CLOUD ADOPTION 19 | Impact of data privacy concern on adoption for
Sr. . . adopting organization.
No. Factors Affecting Cloud Adoption 20 | Impact of data security concern on adopting for
1 | Impact of level of technical knowledge of adopting organization.
adopting organization seeking cloud services. 21 | Impact of fast depl‘oyment of cloud servic':es as
2 | Impact of service level agreement on adoption compared to traditional method on adoption.
for adopting organization. 22 | Impact of concern regarding interoperability of
3 | Impact of quality of technical support being cloud services.
offered by vendor of cloud services. 23 Impfflct of concern regarding 10.ck in (only one
4 | Impact on agility (responsiveness) on adoption service provider) of cloud services.
24 | Impact of scalability of cloud services as

for adopting organization.

compared to traditional method on adoption.




22 International Journal of Distributed and Cloud Computing

Volume 12 Issue 1 2024

Sr.
No.

25 | Impact of standardization (standard adopting
architecture) of cloud services on adoption.

Factors Affecting Cloud Adoption

26 | Impact of concern regarding switching cost of
cloud services on adoption.

27 | Impact of type of industry (Manufacturing, 1.T.,
Banking etc) on adoption.

28 | Impact of network ecosystem (internet speed,
performance etc) on adoption for adopting
organization.

29 | Impact of employee’s strength (number
of employees) on adoption for adopting
organization.

30 | Impact of personality traits (decision maker) on
adoption for adopting organization.

31 | Impact of reach to market (time to market) on
adoption for adopting organization.

32 | Impact of resistance to change (employee) on
adoption for adopting organization.

33 | Impact of strategic importance of information
technology services in adopting organization.

34 | Impact of top management support on adoption
for adopting organization.

35 | Impact of total cost of ownership (capital
expenditure versus operational expenditure) on
adoption.

36 | Impact of trialability of cloud services.

37 | Impact of type of information system function
(strategic function or support function) being
adopted on cloud services.

38 | Impact of ubiquitous access (organization
accessibility to resources) on adoption.

39 | Impact of vendor (selection) offering cloud
services on adoption.

40 | Impact of status of company (start-up, MSME,
multinational) on adoption of cloud services.

Researcher floated the table obtained above in form
of a questionnaire to a select set of experts from
industry, to rank them on a scale of 1 to 5, where
1 represented least impact on adoption of cloud
computing in business organization and 5 indicated
maximum impact on adoption. Relative Importance
Index (RII) were the indices of the variables are
ranked according to their relevance was then
deployed to rank the factors. In Relative Importance
Index (RII), the indices ranging from 0.71 - 1.00 are

classified as high, 0.41 - 0.60 as medium, and, Less
than 0.40 as being low. The top ranked items rated
0.71 or above, indicating a high importance, were
deemed to be of importance and therefore included
in the research.

TaBLE III: LisT oOF SHORTLISTED FACTORS AFFECTING CLOUD
ApoprTiON HAavING ComPOSITE INDEX SCORE OF MORE THAN 0.71
As Per RII CALCULATION

Sr.

No Factors Affecting Cloud Adoption C.L

1 | Impact of level of compatibility with 0.96
existing information system of adopting

organization considering adoption.

2 | Impact of data privacy concern on 0.96

adoption for adopting organization.

3 | Impact of data security concern on 0.96

adopting for adopting organization.

4 | Impact of top management support on 0.96

adoption for adopting organization.

5 | Impact of ubiquitous access 0.96
(organization accessibility to resources)

on adoption.

6 | Impact of fast deployment of cloud 0.93
services as compared to traditional

method on adoption.

7 | Impact of total cost of ownership 0.93
(capital expenditure versus operational

expenditure) on adoption.

8 | Impact of concern regarding 0.92

interoperability of cloud services.

9 | Impact of scalability of cloud services 0.92
as compared to traditional method on

adoption.

10 | Impact of trialability of cloud services. 0.92

11 | Impact of standardization (standard 0.90
adopting architecture) of cloud services

on adoption.

12 | Impact of type of information system 0.90
function (strategic function or support
function) being adopted on cloud

services.

13 | Impact of service level agreement on 0.89

adoption for adopting organization.

14 | Impact of degree of complexity of 0.89
integration with in-house and existing
information system on adoption for

adopting organization.
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I\Slf). Factors Affecting Cloud Adoption C.L I\Slf) Factors Affecting Cloud Adoption C.L
15 | Impact of concern regarding switching 0.89 27 | Impact of type of industry 0.73
cost of cloud services on adoption. (Manufacturing, [.T., Banking, etc.) on
16 | Impact of concern regarding lock in 0.88 adoption.
(only one service provider) of cloud 28 | Impact of ecological benefit (less 0.72
services. carbon footprint) on adoption for
17 | Impact on agility (responsiveness) on 0.85 adopting organization.
adoption for adopting organization. 29 | Impact of level of innovativeness in 0.72
18 | Impact of quality of technical support 0.84 adopting organization.
being offered by vendor of cloud 30 | Impact of structure (team based, project | 0.72
services. based, departmental etc) of organization
19 | Impact of vendor (selection) offering 0.84 seeking cloud adoption.
cloud services on adoption. 31 | Impact of status of company (start-up, 0.72
20 | Impact of ease of information system 0.82 Msme, mu}tinational) on adoption of
management (reduction in time and cloud services.
resour,cez,on adoption for adopting Researcher than conducted a Follow up workshop,
organization. . to discuss the findings of Data Collection. A
21 | Impact of network ecosystem (1nt'ernet 0.82 consensus emerged in the workshop , that to have
speed, performance etc) on adoption for . . .
. I a comprehensive understanding of cloud adoption
adopting organization.
; the numbers of elements needs to further reduce by
22 | Impact of reach to market (time to 0.80 . . .
. : summing up relevant terms in more generic terms.
market) on adoption for adopting o .
organization. Inspirit, the essence of the term§ which are merged
23 | Impact of rate of technology diffusion 0.78 must .be adopted in the c;ombmesi term, and, the
on adoption. combined term should satisfy the intended concept
24 | Tmpact of government regulations on 077 the presegt, Whl(':h is to identify h.st of 1ntegrat§d
adoption for adopting organization. elements impacting cloud computing adoption in
25 | Impact of geographical spread of 0.76 business organization. The following .t(?rms were
organization secking cloud adoption. acronym and there cqnceptual definitions were
26 | Impact of strategic importance of 0.76 formulated as presented in Table IV.
information technology services in
adopting organization.
TaBLE IV: LisT oF ACRONYM AND CONCEPTUAL DEFINITION OF CONCEIVED ACRONYMS AFFECTING CLOUD ADOPTION
Sr. . Elements Combined
No. Acronym Definition From (Table C)
1. |AGI Agility which relates to organization responsiveness to business 6,17
opportunities, due to faster and on demand deployment of resources.
2. |CAB Cloud Associated Benefit relates to the concept of ubiquitous access 5,28
to resources post cloud adoption and the ecological impact of cloud
adoption models.
3. |COM Compatibility which relates to integration of cloud services with current 1,8,14
L.T. products, interoperability and heterogeneity of cloud offerings.
4. |DM Data Management which relates to data privacy, data security once data 2,3
resides on cloud service provider.
5. | INDI Industry Index relates to the kind of industry the cloud adopting 27,31
organization belongs and type of cloud adopting organization.
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Sr. Acronvm Definition Elements Combined
No. Y From (Table C)
6. | INNOI Innovation Index relates to rate and level of innovation and disruptive 23,29
technology percolation.
7. | OS Organization Status which relates to geographical spread of 25,26,30
organization, structure and I.T. strategy.
8. |SCA Scalability relates to elasticity of I.T. resource management and ease of 9,20
I.T. management for adopting organization.
9. |SR Statutory Regulation which relates to government regulations 11,16,24
regarding operational side of cloud offerings which include security,
standardization and lock-in concerns of cloud offerings.
10. | STM Superior Time to Market relates to rate at which the offerings of 22
cloud adopting organization will reach target market as compared to
traditional organization.
11. | TCO Total Cost of Ownership relates to the cost aspect of cloud offerings 7,15
which converts capital expenditure to operational expenditure due to
metered services and also includes the switching cost of changing cloud
service provider.
12. |TE Technological Ecosystem relates to internet network speed, performance 12,21
and penetration and also the stage of cloud adopting organization on
cloud computing maturity model.
13. | TMS Top Management Support. 4
14. | TRI Trialability of cloud offering for cloud adopting organization. 10
15. | VQ Vendor Quality which relates to service quality which includes service 13,18,19
level agreement, customization capability of product offerings as per
need and the lead time to accomplish the same.

The hierarchical structural model was established
using Interpretive Structural Modelling. Following
are the steps that are typically followed to create an
interpretive structural model [19].

e Problem Identification
e Identification of elements
e Determine Contextual Relationship

e Develop Structural Self-Interaction Matrix

(SSIM)
e Develop Initial Reachability Matrix
e Develop Final Reachability Matrix
e Level Partitioning

e Conical Matrix

e Digraphs
e Interpretive structural Model

Researcher has completed the problem identification
step in introduction section and identification of
elements in objective 1. Contextual relationship
of “intent”, in which the relationship between
two variables A & B, can be stated as “A should
help achieve B”; is clearly suitable for this topic,
as the objective of this research is to ascertain the
relationship amongst identified elements which helps
to achieve cloud computing adoption in business
organizations.

Structural Self-Interaction Matrix (SSIM) of the
identified elements is shown in Table V.
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TaBLE V: VAXO FrRaAMEWORK USED To CREATE SSIM

Variables | TMS | VQ | TRI | AGI | TE| CAB | OS | STM | COM
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Researcher then uses “SMART ISM” software to
create the interpretive structural model, which is
shown in Fig. 1.
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Fig. 1: ISM of Factors Affecting Cloud Adoption
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MICMAC (Cross-Impact Matrix Multiplication
Applied to Classification) analysis, helps in asserting,
the degree to which each variable influences and gets
influenced by the other variables in the problem under
study. Driving Power which defines that how many
elements are being achieved by the element under
consideration, and, dependence powerwhich defines

that how many elements helps achieve the element
under consideration is calculated by summing up the
0s and 1s in the columns and rows corresponding to
each variable in the Conical Matrix. The combination
of the driving power and dependence power give
rise to four categories of variables as following:

TaBLE VI: MICMAC ANALYSIS CATEGORIES

.. D d Variabl .

Driving Power ependence artabie Characteristic

Power Category

Low Low Autonomous These variables due to their low driving and dependence power
do not affect the system to a great extent. They more or less
remain extraneous variables.

Low High Dependent Strongly influenced by the system but does not influence the
system. These variables are sensitive to the action taken on the
influent variables.

High Low Independent Strongly influences the system but is not influenced by the

or Influent system. Any action on these variables will affect other variables
which are dependent on these variables.

High High Linkage These variables cause instability of the systemas their power of
affecting and getting affectedby the other variables is high. Any
action on these variables will cause volatility in the system.

The above combinations of MICMAC analysis
is understood more clearly using the graphical
visualization and are depicted below to better analyse
the categories of variables and their implication on
cloud computing adoption.
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Fig. 2: MICMAC Graph

V1. CoNcLUsIoN/DISCcUSSION

A closer analysis of cloud adoption model which
has emerged using ISM and thereon the MICMAC
analysis reveals that, the role of Influencer, which
have high driving power , is being enacted by TMS,
VQ, SR, and TCO in the developed structural model.
TMS is having the highest power of influence, which
impacts cloud adoption in business organization.
The highest power of influence understandably
emerges form the decision making authority of top
management and will be crucial for implementation
of any business initiative to percolate in the echelon
of business organization.

If any organization is seeking to deploy cloud
offerings, the critical factors which will influence its
decision will be cost consideration, types of cloud
product offerings, lead time of cloud adoption,
service quality of cloud offering and the regulatory
framework requirement to be followed. Vendor
Quality (VQ) incorporates lead time, service quality
and portfolio of cloud offerings; Statutory Regulation
(SR) incorporates regulatory framework requirement,
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and, Total Cost of Ownership (TCO) incorporates
the cost consideration of capital expenditure to
operational expenditure and cost of switching cloud
service provider if needs arises. Therefore, from the
hierarchical model and MICMAC graph we can see
that the next level of influencer are VQ, TCO, SR; if
the organization wants to adoption cloud computing
based on the decision of top management.

The interaction of VQ, SR, TCO comes out to be
counter reinforcing, where each variable is effecting
and getting effected by each other. This situation
can be easily understood by the example of Digital
India, given the impetus of government regulation,
the types of cloud offering by vendors, there service
quality and there time of deliverance will improve
in order to penetrate the given market condition. As
organization will come across offering which reduces
their capital expenditure based on the inherit property
of cloud offerings of consumption based billing of IT
resources, they will look to offload there IT resource
requirement to cloud based solutions, which will
only increase the quality of vendor offering and at
prices which may more or less be comparable. The
impact of these will also be seen in the context of
government regulations which will further look to
address issues such as data security, interoperability
and lock-ins of cloud offerings, and will bring a
more comprehensive statutory framework. Again
the statutory requirements will affect the vendor
offerings which in turn will impact the cost of cloud
adoption and the cycle will keep on dynamically
repeating.

The interaction amongst variables of level five of
the structural model is posing adoption issues which
are present in the next level of developed structural
model and are called linkages factor; owing to their
power of affecting and getting affected by the other
variables. The impact of influencer variables in
cloud adoption will depend upon the next layer of
variables which are TRI, COM, DM, and SCA; as the
adoption of cloud offerings will be impacted by the
performance of this layer as they have high driving
power which influences the next layer of dependent
variables.

As evident that the interaction between level five
variables results in scenario which requires further

deliberations in terms of standardization of cloud
offering and data security. The variable of level four
perform are precisely performing the same function.
Trialability (TRI), talks about cloud offering being
devised in such a manner which permits easy early
adoption, will require the features of compatibility
(COM) like integration with existing systems,
interoperability and heterogeneity of cloud offerings,
to achieve its intended purpose of early adoption.
Scalability (SCA) which talks of elasticity or the
ease of opting in or out of cloud services will further
require cloud offering to be developed in such a
manner, which is easy to implement. As more and
more cloud offerings will be adopted by business
organization data management (DM), which talks
about data security and privacy will be a major
concern.

On the other hand in today’s age of digitalization, the
ocean of data being generated and the IT resource
being required will require cloud offering to be
adopted in organization. The moment organization
seeks cloud offering trialability, compatibility
and scalability of cloud offering, will become the
deciding factor for adopting cloud computing. These
interactions amongst TRI, COM, SCA, DM clearly
indicates a reinforcing relationship amongst these
variables and cloud adoption benefits will only
manifest if they are successfully integrated in cloud
offerings. Influencer as discussed represents level
six and level five of interpretive structural model,
and, can broadly be called as representing cloud
computing ecology; whereas, linkages are the level
four of structural model, researcher and linkages
which can broadly be called as strategic success
factors of cloud offering must work in cohesion for
successful cloud adoption by business organization.

Level three of structural model models represent the
benefits of cloud adoption which the organizations
can realize in terms of responsiveness to market
situations and time to market of product and services.
Agility (AGI) relates to organization responsiveness
to business opportunities, due to faster and on
demand deployment of information and technology
resources. If any organization requires an excess
of storage capacity due to its open day sale, will
benefit the most from this aspect of cloud offering
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of excess storage capacity as per the demand of the
organization, which requires no prior set up and
can be released post consumption. This represents
a typical example of agility where the organization
can respond to sudden customer demand and satisfy
them. As the responsiveness of organization to
prevalent market condition improves, the time taken
by organization to offer its products or services to
the market will also be reduced. Superior Time to
Market (STM) relates to enhanced rate at which the
offerings of cloud adopting organization will reach
target market as compared to traditional organization.
But the dependence on cloud computing ecology
and strategic success factors of cloud offering maps
these factors as dependent factors as per MICMAC
analysis.

To realize the full potential of cloud adoption like
ubiquitous access to resources on heterogeneous
devices; along with the ecological impact of having
less carbon footprint and on demand information
technology resource availability, which in this
research has been coined as cloud associated benefits
(CAB), leading to sustained competitive advantage.
The organizations must work on their technological
ecosystem (TE) which includes their stage in cloud
computing maturity model as discussed in chapter of
introduction; the network ecosystem which include
speed and penetration of intranet and also the excess
to internet. As organization will work towards
achieving cloud adoption, the speed of adoption will
depend upon the openness of organization towards
innovation and rate at which the upgrade themselves
with respect to any disruptive technology, which in
this research has been coined as innovation index
(INNOI). The state of technological ecosystem and
rate of innovation index will be driven by the kind
of industry the cloud adopting organization belongs
and type of cloud adopting organization for example
MSME, start-up etc. coined as industry index (INDI).
The three terms TE, INNOI, INDI forms reinforcing
loop where one will help achieve the other two
and vice versa; for example, more competitive the
industry indexes, faster will the rate of innovation
index and better will the state of technological
ecosystem. On the other hand, more advanced
technological ecosystem will fasten up innovation

index which in turn will increase the scenario of
industry index. Therefore, the terms appear in same
level of interpretive structural model and along with
organization status (OS) will determine the extent
to which cloud adoption benefits are realized in any
organization.

Organization Status (OS) which relates to
geographical spread of organization, structure and
information technology strategy will also have a
reinforcing relationship with technological ecology,
innovation index and industry index. A multi-location
presence, along with project or matrix based structure
of organization and the strategic role of information
technology will drive the status of technological
ecosystem and innovation index of any organization.
As more and more organization will adopt cloud
computing within a given industry, the landscape
of industry will change, which in turn will drive the
aspects of organizational status. In the developed
hierarchical model, this interaction amongst TE, OS,
INNOI and INNDI has been captured at level two
and as per MICMAC analysis fall under the category
of dependent variable.
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Abstract: The concept of “vehicle to everything”
has completely revolutionized the maker’s and
user’s experience. The whirlwind of disruptions
is buffeting the automotive world, creating a
huge value-chain disconnect. The amalgamation
of advanced in-vehicle capabilities and cellular
network data services leverages innovations
in the automotive sector. The introduction of
connected vehicles is expected to change user-
vehicle interaction and communication with
the world around them. Several countries have
initiated the 5G trials, with the results being
under evaluation. The rapid increase in enhanced
user experience and affordability for various
services are increasingly impacting the adoption
of various innovative solutions. The advent of
this state-of-the-art technology is not only a
generational step, but the possibility of opening
several opportunities for the industries. The article
focuses on the evolution of 5G services and their
impact on the global economy. The development
of 5G is expected to bolster digitalization trends,
significantly impacting the automotive industry,
particularly connected cars. The paper discusses
the impact of the revolutionary 5G technology on
future mobility and reviews the use cases of 5G in
the automotive sector. Further, other major areas
of study emphasize on the market determinant
analysis (trends, drivers, and challenges) of 5G
services in the automotive sector.

Keywords: 5G, Automotive, Communication,
Connected cars, Networks, Services.

[. INTRODUCTION

With a shift from trial to early commercialization,
the 5G technology acts as the game-changer for

life-changing innovations [1]. 5G technology is
a myriad of innovations, wherein, the amount
of information and number of subscribers they
consume, is no longer a restraining factor, however,
it enables an infinite number of applications and
devices to process, synthesize, and exchange
enormous amounts of information for investments
to advance the underlying infrastructure [2].
Its network architecture for mobile technology
progresses immensely upon the past architectures
[3]. Enormous leaps in performances are empowered
by large cell-dense networks. The architecture of
5G wireless services provides enhanced security in
comparison to the 4G LTE networks. Moreover, 5G
wireless technology systems, offer faster speed, in
comparison to the earlier generations, such as those
delivered through fiber-optic cables. This increased
speed is expected to necessitate more spectrally
competent technologies with additional spectrums.
With telecom companies emphasizing on enhanced
infrastructural construction, 5G-enabled applications
are expected to have an energizing impact on the
economy over the projected period.

Increasing market demand for 5G services is
significantly associated with the mobile networks
accomplished of provisioning the services
comprising of tearing down and launching of
networks as per the customer requirements. These
requirements can be accomplished by network
function softwarization which is independent of
hardware and is better to manage the networks [4].
New intermediaries and business models in the
value chain processes are also garnering positions
nowadays to cater to the rising demand in offering
differentiated connectivity services to the end-users
in the market. Facts concerning 5G services are
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now becoming a reality, piloting in the era of new
opportunities in different business verticals [5].

The transition from digital-first to digital throughout
unleashes newer revenue streams and applications
via innovative business models, impacting diversified
industries. 5G, or the fifth generation of cellular
technology, leads to reliable and fast connectivity,
enabling seamless connectivity for billions. The
lightning-fast connection offered by 5G, contributes
significantly to the growing advancements in
intelligent automation; in terms of blockchain,
driverless cars, the Internet of Things (IoT), digital
reality, Artificial Intelligence (AI), and breakthroughs
untapped yet [6]. Low latency, faster speeds, and the
capability to back up a plethora of device termination
points make the technology a versatile one.

With the advent of four major trends such as
connectivity, diverse mobility, autonomous driving,
and electrification, the gap between automotive
and high-end industries is narrowing down. As the
convenience and comfort quotient among the users
witnesses an increase, these trends are expected to
revolutionize the integrated automotive value chains
[7]. The evolution in wireless technologies bolsters
conventional mobility to the current connected car
environment with seamless vehicle operations to be
driven into an autonomous climate [8].

Purpose of the Article: This article contemplates the
current state of the global 5G wireless services market
with a major emphasis on different determinants
(market trends, drivers, opportunities, and challenges
in implementing the technology) impacting the
automotive market growth. It emphasizes on the
economic contribution of 5G wireless services along
with the key focus on future research plans and
strategic implications for 5G automotive businesses.

The proposed article further intends to offer an outline
for 5G wireless services along with different market-
related information that enables the vendors to gain
a competitive edge and profitability in the industry.
A holistic competitive analysis thereby, helps the
businesses deploying these wireless services across,
to discover their potential to compete in the market.

Findings in the Article: Adoption of 5G technology
in the automotive industry paves the way for

futuristic developments such as vehicle-to-vehicle
communication and real-time traffic optimization
in connected vehicles and intelligent transportation
systems. This article explores how 5G technology is
transforming the automotive industry and driving the
sector towards a connected and safer future.

II. LITERATURE REVIEW

The introduction of 5G technology enables
manufacturing companies to get an alternative for
communication processes for several Industry 4.0
applications which includes wireless control such
as robots, machines, and mobile tools. 5G aids
the implementation of specialized functions and
tasks, such as connected cars, and remote precision
medicine, along with augmented and virtual reality
experiences. Advancements linked with 5G offer
seamless coverage, lowered latency, with enhanced
ability to back up many devices. With exponentially
high download speeds of nearly 20 gigabits per
second, users with 5G wireless services are expected
to download the contents within seconds. On the
basis, of, trials to date, the 5G networks are expected
to offer higher performance in various application
segments such as indoor hotspots along with dense
urban areas as well. A few innovative usages of 5G
technology include remote monitoring of patients
in hospitals, increased usage of smart ambulances
that can communicate with doctors on a real-time
basis, digital wallets to connect wearables, phones,
and cars, with smart devices to offer unified financial
transactions, 5G-aided factories with connections
being sustained among sensors and few more.

Rising emphasis on building partnerships by an
amalgamation of 5G wireless service providers with
different telecom operators is expected to bolster
the implementation of these services in different
industry verticals. Connection of the cellular
antennas to data centers with fibers ensuring real-
time speeds are anticipated from 5G. Although
the fiber optic infrastructure prevalent in today’s
scenario is being used by the 4G systems, more
infrastructural development will be required to
support the widespread usage of 5G. Factors such
as fiber-optic infrastructural development are
expected to bolster the execution of 5G to certainty.
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Analyzing a wide range of micro-market indicators
and statistics contributing to the prospects and
dynamics of the market strategically plays a vital
role. The technological trends and critical domains
of 5G wireless services need to be catered upon, to
illustrate its evolution and projected quantum leap
for profitability to the end-users. The advent of 5G
thereby, focuses on advancing societies, enhancing
experiences, transforming industries, and opening
avenues for businesses. Identifying the research
needs and priorities in terms of strategy-making
to support the easy and cost-effective deployment
of wireless technologies and solutions are gaining
significant traction across the world.

III. 5G AND THE AUTOMOTIVE SECTOR

In the automotive sector, 5G 1is envisioned to
augment the aspects of automated cars and in-car
entertainment. The evolution of the connected-car
ecosystem impacts different value chains, comprising
those for semiconductors, automotive, software, and
telecommunications. Inclusion of the specifications,
on the cellular Vehicle-to-Everything (C-V2X) in
Rel-16, helps boost the realization of connecting
technology, designed to connect road users, roadside
infrastructure, cloud services, and vehicles-to-
vehicle services to enhance the overall transportation
experience [9].

Embedded connectivity is anticipated to unlock
the latest capabilities and features, changing the
driving experience holistically, and making it
satisfying and safe [10]. To remain relevant and
competitive, it is significantly necessary for industry
leaders to embrace the digital revolution and be
dynamic investors in coordinating, constructing, and
cementing the right ecosystem for the successful
adoption of 5G service. The paper focuses on the
important changes transforming the automotive
sector, with the implementation of 5G technology. It
also examines the value captured and incorporated by
the market players, in their future product segments
as well as operational, and organizational capabilities.
Evaluating and forecasting future opportunities
and trends serve as the first step for all the business
activities of any small-sized or large-sized firm.

The influence of 5G on different telecom business
shareholders along with its relevance and potentiality
across varied application segments is witnessing
immense growth. The market players are increasingly,
focusing on striving towards implementing different
research and development initiatives to deploy and
develop efficient technologies and cater to the global
product and service demand, revenue strategies, and
pricing trends.

IV. ImpaCT OF 5G TECHNOLOGY ON THE
AUTOMOTIVE SECTOR

In today’s scenario, 5G is exponentially changing
the way businesses are working. The technology
opens the door for groundbreaking developments
in intelligent transportation systems along with
driverless and connected vehicles.

The automotive companies are embracing the
advantages of technology and rekindling the
industry’s creativity. Millions of vehicles are being
connected to cellular networks for emergency
services, connected infotainment, and real-time
navigation services [11]. Leveraging 5G is expected
to enable automakers to launch new business
models, and augment the overall manufacturing and
operational efficiencies.

Improved Infotainment and User Experience:
Developers nowadays are continually striving to
cater to consumer needs, owing to the increasing
number of latest technology adopters and smart
device users [12]. The high-speed data transfer
by 5G will offer individuals with immersive car
infotainment experiences. Integration of 5G with
personal devices will enable passengers to use AR/
VR, cloud-based gaming, and high-quality streaming
services efficaciously.

Smart Roads: 5G technology acts as a major
component for the implementation of smart roads.
Execution of smarter road infrastructure paves the
way for increased profitability with revolutionized
transport networks. These smart roads incorporate
the usage of sensors, and smart devices, wherein,
the data is transmitted both with volume and
speed, via various data points to enable real-time
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communication between the infrastructure and the
vehicles deploying it. The technology also augments
the controlling of congestion, traffic flow, and traffic
lights through automated artificial intelligence and
machine learning programmes. Nearly, twenty-
one percent of the crashes occur due to weather
conditions [13]. The incorporation of smart road
technology paves the way to easily detect nearby
weather conditions with sensors and subsequently
send updates to the satellite navigation systems of the
adjoining vehicles, to let the drivers get an idea about
the roads ahead. Further, improvements can also be
witnessed in road safety and transit-route planning
with the transmission of real-time information.

Universal Connectivity: 5G Connected cars enable
the analytics to efficiently understand customer
needs and offer subsequent predictive maintenance.
The technology enables the car manufacturers
to manage the cost and connectivity with the
One Standard Level Agreement (SLA) contract.
Worldwide connectivity, thereby acting as a solution
for the efficacious connectivity and integration of the
connected vehicles with the related ecosystems [14].

Optimizing the smart data downloads and uploads at
off-peak locations and times enables the cost control
of the OEMs. The optimization of the data transfer
in terms of cost of the connection, quality, and time,
helps to discern the scheduling optimal conditions
and the type of traffic, thereby saving the costs for
OEMs.

Enhanced Mobile Broadband (EMBB): 5G
technology offers more uniform and faster
experiences and speed, in comparison to the 4G
technology. This is thereby anticipated to augment
the higher-bandwidth use cases such as machine
and real-time human interface rendering, vehicle
teleoperation, and in-car infotainment [15].

Re-Imagining Vehicle Maintenance: With the
vehicles becoming more connected and intelligent,
the maintenance of sucha fleet of vehicles, with real-
time initiated repair, problem identification, and
performance evaluation becomes an essential factor.
The combination of edge computing and cellular
connectivity helps the technicians to seamlessly
predict and subsequently fix the issues [16].

Enormous Internet of Things (loT): With a
million connections per square kilometer, the 5G
networks are anticipated to efficaciously back up
several concurrent connections from connected
infrastructure, cars on the road, and end-user devices.
This is further expected to minimize the probability
of cars and other devices getting disconnected from
the mobile network accidentally owing to many
connections.

V. Use CASES oF 5G TECHNOLOGY IN THE
AUTOMOTIVE INDUSTRY

The automotive sector is anticipated to witness
profound developments concerning the past
differentiators, such as focusing on the layers of
hardware and software comprising of vehicle’s
operating system, and powertrains. Intelligent
connections between the internet, and vehicles, poses
to be one of the key areas shaping the future of the
industry. The industry is emphasizing on shifting to
networked ecosystems with the interaction between
several players and the end customers from the linear
value chains with OEMs at the end of the assembly
line.

Fundamental improvements in environmental
impact, convenience, cost-effectiveness, safety,
and experience when combined, disintegrate the
diversified business models at an unprecedented
scale. For instance, in the regions of Germany and the
U.S., connected car startups are playing a significant
role, with the major expertise sections being on
mobility management systems, maintenance and
diagnostics solutions, and connectivity. Advances
in connectivity and computing are anticipated to
augment new use cases in the automotive industry. A
few of the use cases can be illustrated as:

A. 5G for Vehicle Production

5G connectivity offers services such as Automated
Factory Parking (AFP), wherein, the remotely
controlled vehicles are mechanically moving across
the logistics hubsand production areas. The private
networks offer the prospect of tailoring the correlation
capabilities for highly on-premise and personalized
demand. For instance:
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o BMW Brilliance Automotive Ltd.

About the Company: BMW Brilliance Automotive,
founded in 2003, is a joint venture company between
the Brilliance Group and the BMW Group. The
business operation segments offered by the company
include procurement, research and development,
sales, production, and after-sales of automobiles in
China. The company emphasizes on high-quality
development and is one of the leading sustainable
providers of first-class mobility across the automotive
industry in China [17].

Solutions Offered: BMW Brilliance Automotive
(BBA), announced the introduction of 5G wireless
coverage across all its manufacturing plants, thereby
increasing the efficacy of the production processes.
The venture enables the transfer of data at a rate of
one gigabyte a second, via high-performance and
small computer centers directly on-site, thereby
helping seamless exchange of data on areal-time
basis. Incorporating this ground-breaking technology
is expected to open avenues including augmented
reality and cloud-based control of human-machine
interaction and autonomous transport systems with
the help of smart devices [18].

B. 5G for Telematics

The automobile industry poses to be a vital
technological intersection, wherein, information and
communication are becoming a widespread aspect
nowadays [19]. Increasing connectivity is expected
to bolster the role of telematics with varied valuable
insights. The different 5G telematic units offer
benefits such as the application software development
kit (SDK), enabling the co-development models
with OEMs, along the integration of the connectivity
hub with the latest wireless technologies [20]. The
Obtainability of automobile telematics data from
the fleet poses to be one of the significant resources
for the automotive OEMSs, and enables seamless
monitoring of the predictive maintenance and fleet
performance, thereby benefitting both the OEMs and
the customers. For instance:

o Harman International

About the Company: Harman International, a
US-based company, 1is developing solutions

designed around passengers and drivers. The in-
depth expertise offered by the company is largely
redefining the overall automotive landscape, with the
most immersive and intuitive communication with
in-vehicle technology. Harman is a subsidiary unit of
Samsung Electronics Co. Ltd.

Solutions Olffered: Market players such as Harman
International, announced the launch of the first-to-
market 5G Telematics Control Unit (TCU), to enable
users to upgrade to enhanced experiences, thereby
laying the groundwork for mechanized driving. The
company offers connected and integrated audio car
systems and services powering billions of mobile
systems and devices, enabling automakers to create
an ecosystem with rich in-vehicle experiences.

C. 5G for ADAS

The Advanced Driver-Assistance Systems are
the cutting-edge features assisting the drivers and
subsequently augmenting road safety. Connectivity
plays a pivotal role in ADAS, supplementing
onboard sensors with data that comes from sources
outside the vehicle, such as ADAS service providers
or infrastructure sensors, or is processed in the cloud.
The capabilities are extended beyond the limitations
of onboard processing and sensors. For example:

e Juleo

About the Company: Valeo, is a French company,
founded in 1923. Valeo is a motor vehicle part
manufacturing company, offering innovative
solutions to make mobility smarter, safer, and cleaner.
The company is one of the leaders in the reinvention
of the interior experience, driving assistance systems,
and electrification across. Valeo operates with nearly
183 manufacturing plants, 44 development centers,
in 21 research centers in approximately 29 countries
across the world.

Solutions Offered: Valeo is engaged in offering
transformative Advanced Driver Assistance System
(ADAS) solutions integrated with state-of-the-art
technologies to augment several functionalities.
These solutions comprise of a range of real-time data
processing, intelligent algorithms, and sensors, to
offer inclusive assistance, ensuring convenient and
safer rides for the car owner. These solutions include
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a wide range of driving features that enhance comfort
and safety on the road. With the help of features
such as LiDAR sensors, radar, and cameras, enables
constant and seamless monitoring of the surrounding
environment, thereby assisting the drivers with real-
time alerts. Incorporation of concepts such as:

® Adaptive Cruise Control (ACC) helps
maintain a safe distance from the vehicles by
minimizing the risks of rear-end collisions
with automatically adjusted speed.

e The Lane Keeping Assist System (LKAS)
exploits the cameras and lane detection
algorithms to detect lane markings and
subsequently corrects the deviating trajectory
of the vehicles from their intended path.

® Blind Spot Detection (BSD) signals the drivers
regarding the existence of vehicles in their blind
spots, thereby averting probable accidents at the
time of lane change.

® Rear Cross-Traffic Alert (RCTA) helps in
detecting the vehicles coming from the sides
when maneuvering out of tight spaces, with
enhanced safety [21].

Hence, the solutions represent intelligent and
comprehensive systems extending their potential
beyond parking, and driving, and subsequently
simplifying the daunting tasks if any.

VI. TRENDS OF 5G TECHNOLOGY SHAPING THE
AUTOMOTIVE INDUSTRY

The technology-driven ecosystems are gaining
significant traction in the automotive industry. The
industry is witnessing a continual trend of integrating
the electronic control units (ECUs), and car functions
into the central domain controllers, thereby pushing
the growth towards more connected and integrated
infotainment systems.

It is becoming the need of the hour for companies
to understand the latest automotive technology stack
and the issues grappling within the industry.

The trends revolutionizing the way the automotive
industry develops cars can be illustrated as:

A. Autonomous Driving

Autonomous vehicles are anticipated to dramatically
enhance security over the forecasted period, wherein,
self-driving cars become ubiquitous. Reaching that
level, however, requires widespread investments to
develop machine learning models for illustrating
infrastructure and traffic for low-latency wireless
networks [22]. Wireless communication generates
a network of advanced technologies such as high-
speed information systems, networks, and sensors
that enable things such as vehicle-to-network
communication or vehicle-to-vehicle communication
[23].

The 5G technology acts as a base for autonomous
car networks, by seamlessly connecting pedestrians,
drivers, infrastructure, and vehicles. With the
emergence of 5G networks, autonomous driving
is expected to become a reality. The real-time
connectivity required for the automated vehicles to
engage with the surrounding infrastructure and with
one another will be backed by high reliability and low
latency of 5@, thereby, increasing the responsiveness
and accuracy of these systems. The different ways
by which 5G is anticipated to improve autonomous
vehicles by making them more safe, reliable, and
connected [13].

® HD Road Mapping: Enhanced mapping poses
to be significant for an autonomous vehicle to
drive safely. For instance, the incorporation of
HD road mapping is expected to enable the cars
to maintain situational awareness and augment
the safety of the automated vehicles by giving
these, instant 3D access to roads.

o Jehicle-to-Everything Communication: The
reliable internet connectivity along with the low
latency from edge computing, is anticipated to
unfold the car door to vehicle-to-everything
(V2X) communication, thereby enabling a
connected car to seamlessly transmit the data
from other road sensors, infrastructure, and
nearby vehicles. The forthcoming scenario of
road transportation is projected to have cars
communicating with other infrastructure, roads,
and cars.



36 International Journal of Distributed and Cloud Computing

Volume 12 Issue 1 2024

® Edge Computing: The concept of edge
computing brings the data storage and
computation nearer to the source, rather than
refining the data at a central location. This
enables the technology to possess lower
latency and subsequently communicate with
other devices and sensors on a real-time basis.

B. Shared Mobility

With the shifting customer preferences, the
ownership model of the cars is, significantly evolving
from renting and sharing. Nearly, one-third of the
expected increase in vehicle sales from urbanization
and macroeconomic growth likely will not happen
because of shared mobility. Different shared mobility
solutions include:

e Mobility service offerings.
e Car-sharing profile broker.

e Secondary authentication through mobile
phone.
e Seamless mobility application.

Location data to be sold to the mobility provider.
C. Connectivity

5G networks being deployed are offering low latency,
wider coverage, and increased speed, required for
the projected advances in the transportation sector.
The automotive industry, with the broader mobility
ecosystem, 1is engaged in the transformation,
prompted by the shift bolstering in tandem with the
build-out of distributed communication infrastructure
providing connectivity to the car [24].

Intelligent communication outside and within the
car acts as an enabler for autonomous technologies.
These include the different connected services
and technologies such as data monetization, fleet
solutions, smart traffic, dashcam solutions, predictive
maintenance and remote diagnostics, payment
solutions, intrusion detection, and a few more.

D. Electrification

With the advent of technology, automakers are
increasingly mastering the art of designing, building,
and validating vehicles with internal combustion

engines (ICEs), and catering to the changing
scenario [25]. With the introduction of cutting-
edge technologies, connected cars are increasingly
featuring electric powertrains, thereby connecting
the cars digitally and subsequently performing
remote operations.

VII. MARKET DRIVER BoOSTING 5G
TECHNOLOGY IN THE AUTOMOTIVE INDUSTRY

A. Growing Connected Car Ecosystem

Ensuring connectivity in the ecosystem necessitates
the integration of several services across the same.
Shifting from a feature-driven to a holistic approach,
wherein, functionalities are often upgraded on
demand and play a crucial role in the automotive
connected key space.

The concept of connected car technology is gaining
significant traction, to cater to the increasing and
changing needs of the clients, in the ever-expanding
horizon. The figure mentioned below illustrates
the market share for the connected cars in terms of
revenues and volumes from 2021-2026.

This groundbreaking innovativeness has created
an ecosystem in the automotive industry, with
technological partnerships with the original
equipment manufacturers (OEMs), and players,
functioning outside the scope of the conventional
motoring process [27].

The connected cars ecosystem has revolutionized
traditional ~mobility by hardwiring content
platforms, real-time analytics, operating systems,
and telecommunications, among other factors in the
driving experience. The technology-enabled cars are
to be equipped with connectivity, software service,
information, and data.

With the advent of pioneering technologies,
connected cars are anticipated to become generic
commodities over the forecast period, however, also
emphasizing on the fact, that the services are largely
the evolution of what the market players can offer,
by posing as a differentiating criteria for the vehicle
manufacturers [28]. The connected ecosystems
thereby, pose an essential factor in bolstering the
incorporation of 5G technology in the automotive
industry.
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Global 5G Connected Cars Share of Revenues and
Volumes
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Exhibit 1: Global 5G Connected Cars Share of Revenues and Volumes

VIII. CHALLENGES OF IMPLEMENTING 5G IN THE
AUTOMOTIVE INDUSTRY

Compatibility and Standardization: Adhering to
the standardized requirements and protocols is
expected to play a significant role in the seamless
integration and communication process. Ensuring
compatibility in between the automobile gadgets and
5G technologies poses to be a challenge.

Security Issues: With the increasing connectivity,
unauthorized access to vehicles and infrastructures
along with the possibility of cyberattacks is
witnessing a rise. The inclusion of 5G technology
in the automotive industry poses several restraints
in establishing strong security measures and thereby
protecting sensitive information to prevent privacy
violations and hacking attempts [29].

IX. FUTURE oF MOBILITY AND 5G CONNECTED
CARS

The emerging innovations and collaborations are
enabling the operations to become efficient. The
adoption and availability of technological solutions
is expected to bolster most of the key trends in the
auto industry. The entire industry, from automakers
to suppliers, is challenged to keep the prevailing
operations beneficial, while concurrently building

out the capacity to cater to these innovations.In
today’s scenario, the market players are emphasizing
on finding the balance between the endurance of a
profitable business, and at the same time paving the
way to disintegrating the business models.

A few instances of innovativeness in mobility in the
future can be illustrated as [30]:

e Vehicles embedded with several sensors, and
internet-connected engine control units (ECUs),
offering insights and data.

e Cars offering a connected platform for the latest
business models.

e The capability to bundle the sales with the latest
subscription-based offerings for car share,
rideshare, electric vehicle (EV) charging, and
parking services.

e Continual rise and expansion of the fleet services
to include charge point operations.

e The algorithm-based insurance based on the
data collected from the connected cars.

X. CONCLUSION

5@, the future of mobile connectivity, is anticipated
to create great value for society as well as industries.
Accelerated rollout and adoption of 5G technology,
draws insight on quantifying its potential impact in
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terms of economic values. As per the International
Telecommunication Union (ITU), the number of
connected devices on the Internet is expected to
be nearly 50 million by 2028 [31]. 5G, the fifth
generation or next generation of mobile technologies,
is anticipated to connect various applications,
people, transport systems, data, and cities in
smarter networked communication environments.
Implementation of 5G networks focuses on
representing higher performance in different facets.
With the deployment of these advanced technologies,
enormous amounts of data can easily be transported,
and various processes and devices with massive
volumes of data can be connected, with full reliability.

In the automotive sector, the cutting-edge 5G
technology benefits are expected to contribute to a
wider range of edge applications. The workloads
that are not defense critical, for instance - smart
traffic and infotainment management, are expected
to move to the edge from in the cloud or onboard.
5G connectivity thereby minimizes the latency to the
point that only a few defense-critical functions begin
to be amplified by the edge infrastructure, despite
relying completely on the onboard systems.

Key market players along the value chain, such as
hyperscalers, communication system suppliers, tier
1 suppliers, semiconductor players, and OEMs,
are anticipated to increase the value capture in the
growing automotive landscape [15].

Hence, the constant relocation of the spectrum
towards 5G, along with the integrated features such
as edge cloud, dynamic policies, network slicing, and
QoS is expected to cater to a wide range of services.
The amalgamation of all pioneering features, thereby,
enables car manufacturers to evolve and roll out
efficacious connected cars in the future [32].
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Abstract: While allocating the cloud’s resources the most
crucial task for any service provider is the fulfilment of SLA
obligations, since, non-meeting of these obligations results
in penalty cost that would ultimately increase the providers’
cost and will also affect their customer’s satisfaction
level. This might further have an impact on the software
services and may increase the administrative and resource
management cost. The admission control mechanism can
play a pivotal role in resolving this problem by acting as
a guide for resource provisioning. Thus, one must make
efforts for the establishment of a better admission control
mechanism between SaaS and IaaS provider. The model
and algorithm proposed in this paper is an effort to show the
significance of admission control mechanism for a service
provider during the process of resource allocation, so as to
minimize SLA violation and it’s after-effects. Findings of
the simulation study show that the proposed model helps
in the successful admission of tasks in Cloud, meeting QoS
constraints defined in SLA.

Keywords: Admission control, Quality of Service (QoS),
Service Level Agreement (SLA), Software as a Service
(SaaS).

I. INTRODUCTION

Cloud Computing is a budding notion that apprehends the use
of the internet for providing and administering services on pay-
as-you-go model [1] [2]. Cloud is an organization of virtualized
servers that facilitates the fulfilment of diverse resource demands
of the user. Each and every service in an laaS is considered as a
set of Virtual machines (VMs) that are activated considering the
pattern of their workflow each time a new user request arrives.
Virtualization techniques are used in a cloud to facilitate the
faultless positioning of the system’s components which further
simplifies the process of horizontal elasticity [3]. It helps in
keeping a check over the system’s performance for varying

workloads. Also, horizontal elasticity helps in the addition or
removal of duplicate VMs. The aim of admission controlling
technique here is to ease the cloud performance and strengthen
it. During the process of admission control, the IaaS provider
considers both the basic computational and networking needs
[4]. Tt also keeps an account of extra requirements that may
arise in the run-time of the request. This makes the cloud system
dynamic. In the majority of cases, these dynamic requirements
are relatively large as compared to the initial requisition made,
especially when multiple users are accessing the cloud resources
with a high variation of a workflow.

This increases the requirement for the numbers of initiated
VMs, which are added during the performance of the request.
This makes it mandatory for the service provider to consider
the dynamic nature of the cloud system when allocating the
resources. Admission control mechanism helps the service
provider in balancing the basic and dynamic resource
requirement, and also in evaluating any possibility for the
optimization of resources when accepting any service [5].

II. ApmissioN CONTROL WITH QOS FACTORS

CONSIDERATION

In a cloud computing environment, the mechanism that acts
as a guide for a SaaS provider as on how to prioritize tasks,
applications, data flow or users to assure or meet the pre-decided
level of performance is known as Quality of Service (QoS). It
is one of the most important parameters that must be focused
on cloud computing [6]. The standards set in QoS are frequent
and are highly dependent on the final output, performance
limitations and data loss rate of the application. But the major
challenge faced during the fulfilment of QoS requirement
is the provisioning of the resources. For the successful
accomplishment of a cloud contract, it is really essential to
get a thorough understanding of customer’s Quality of Service
(QoS) requirement and then allocating of the resources as per
the users’ demand. It is quite a challenging task for a service
provider as they have to manage the entire request as well as
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have to focus on the satisfaction of customers meeting their
QoS requirements. For maintaining the QoS, a service provider
is needed to give an immediate response to the customers so as
to minimize request delay time [7]. This requires an effective
and efficient admission control strategy that could help in the
fulfilment of the basic purpose of SaaS provider. Admission
control mechanism should be designed in such a way that the
obligations of both, the user and the service provider are met
[8]. This helps in satisfying their needs and also benefits them
both.

For assuring that both the user and the service provider perform
their responsibility efficiently, an agreement termed as SLA
is made between them. SLA [9] is an agreement that creates
a legal obligation between a service provider and user on
the agreed terms of service including an implicit description
of all the parameters defining a level of service, assurance
of the quality. It also states the remedies for all the cases of
agreement violations (if any). SLA is formed only after getting
the consent of both the parties involved in the contract and is
continued until the completion of all the jobs assigned by the
user. The QoS constraints [10] [11] that must be fulfilled for the
successful accomplishment of any service contract between the
SaaS provider and the user are defined as:

Deadline: In this complex and dynamic business environment
meeting of deadlines plays a pivotal role in the successful
accomplishment of any cloud contract. The term deadline
means the maximum time limit that is given by the client to the
service provider for getting the expected service output.

Budget: The maximum limit of the amount that a client is
ready to pay for the successful accomplishment of the task in
the stipulated time limit is known as a budget. It also defines
the amount which would be paid by the user for the renting of
administrative services.

Penalty Rate Ratio: The cost incurred upon the violation of any
of the term defined in SLA is termed as penalty rate ratio. It acts
as a remedy for the client when the SaaS provider misses the
given deadline.

Input File Size: The length of the file that contains information
regarding the client and its service requirement.

Length of the Request: For the fulfilment of the user’s resource-
specific requirement, millions of instructions are needed to
be executed. This represents the length of the cloud’s service
contract.

III. LITERATURE SURVEY

Khoshkholghi et al. [12] have studied the issues of providing
high-quality services to cloud service users and lowering
the consumption of power in the data centre. Findings of the
study show that proposed algorithms generates improved
SLA guarantee up to 87% and a reduction of 28% in energy
consumption as compared to conventional algorithms.

In the research work of He ef al. [13], authors have proposed
an innovative admission control mechanism, which they
have named as EB-based admission control mechanism, for
controlling the traffic of large volumes of concurrent resource
request in a cloud computing environment. Performance
evaluation of the proposed mechanism shows that a larger
volume of flows could be accepted for higher delay constraint.

Choi and Lim [14] have evaluated resource provisioning
strategies for SLA based cloud computing architecture.
They have proposed a combinatorial auction system for the
allocation of resources keeping in view the SLA constraints
of the contract. Authors have suggested that the profit can
be increased by reducing SLA violations and penalty cost
associated with it. For cost reduction, while deciding winner
for auction job urgency based deadline constraint of the service
contract is examined. Authors have compared their proposed
system with conventional methods and their test results show
that the proposed system is more profitable and shows higher
rates of successfully accomplished jobs.

For an increasing profit of cloud service providers and
improving resource utilization, there is a need for effective and
better admission control. This objective can be achieved by
using vivid research methodologies which focuses on resource
provisioning keeping in concern enhance profit and decrease
makespan. Authors [11] have worked upon two different
learning approaches i.e. SVM and ANN for achieving the
objective of enhancing customer satisfaction level and proper
resource provisioning. Experimental results show that proposed
methodologies could achieve better admission control meeting
customer satisfaction constraints.

Zhou and Hu [15] have presented a scheduling algorithm for tasks
in the cloud that measures the minimum completion time for all
assigned tasks to cloud’s resources and then select minimum and
maximum values to make pairs of minimum completion time.
This process is continued until all tasks are scheduled. Authors
have then compared their algorithm with min-min, max-min
algorithms and have interpreted that for efficient task scheduling,
apart from completion time we must also consider other factors
like resources cost, energy consumption rate, resource utilization
rate and average response time.

IV. SystTEM MODEL

This section describes a model of SaaS provider that comprises
of the actors and components of admission control, scheduling
and knowledge processing. Actors of this model consist of
the service provider and the user, whereas the functions of
the application layer and platform layer are the parts of the
cloud system. Here user submits a request for software from
the SaaS provider which consists of the description of his QoS
requirements. In the next step, the platform layer utilizes the
admission control mechanism and accepts a request or rejects it
after doing the proper analysis. A request is filtered on the basis
of the availability, price, storage capacity and load of the VMs.
The decisions for admission control are based on its knowledge
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collected from its knowledge processing component. On the
basis of this decision, the allocation of resources is done by
the scheduler. Fig. 1, shows a service model for SaaS providers
in a Cloud Computing Environment consisting of three layers
namely, infrastructure layer, platform layer and application
layer to meet customer request [16] [17]. All services offered
to customers are managed by the application layer of the
model. Scheduling and mapping of customer’s QoS request to
infrastructure level parameters and hence, allocation of resource
VM are done by platform layer. Finally, the actual initiation and
release of VMs are controlled by the infrastructure layer.

A. Actors in the Model

The actors engaged in our model along with their aims are
stated below:

e Customer: The one who actually requests for resource
access to the cloud service provider and consumes them.
As soon as a customer agrees to the pre-defined conditions
of SLA like response time etc., an application request is
sent to the application layer of a service provider with
QoS requirements like type of request, product type along
with contract length, deadline of the contract etc. If a
customer requests the upgrade of service(s) in mid-way

the contract, a service provider has to manage this request
intelligently matching the SLA requirements. SLA acts
as a legal contract between user and service provider and
if any party violates the terms of SLA, it has to pay a
penalty as per the norms defined in SLA. SLA includes
QoS parameters specified by customers and pre-defined
parameters of service providers.

Cloud Service Provider (CSP): CSP provides services to
cloud customer like storage, network etc. They actually
managed their own resources. CSPs purpose is to boost
profit and expand their market share by undertaking as
many requests as possible.

Cloud Broker: A cloud broker act as an intermediary
between user and provider. The role of a broker is simply
to save user time and efforts by searching required
services from different vendors and also it provides
information about how to use cloud computing in
business to support business goals. The actual budget
of serving broker is contingent with the budget of the
customer and anticipated discount percentage. Broker’s
profit is dependent on the provider price and the budget of
the customer. To maximize the profit from the margin of
negotiated price between customer and service provider
is the main objective of the broker.
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Fig. 1: Knowledge-based System Model for Admission Control and Task Scheduling in Cloud
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B. Users in the Model

There are four type users in the proposed model namely:
individual user, government organization, private enterprise
and research organization. The request for resource allocation
is initiated by the user via the application layer of the model.
This request is then checked for SLA parameters and if the
customer request meets provider defined SLA parameters then
next checking for resource availability is done. If a resource
is available, request is accepted and scheduled by a platform
layer of the model. Finally, initiation of VM is done by the
infrastructure layer on the basis of scheduling done and at the
end of the contract infrastructure layer releases the VM thus,
allocated. If at any point of contract, the customer feels a need
to upgrade the contract; the whole process of request initiation
is repeated. However, if constraints are met and resource is
available, re-scheduling is done and a new contract is formed.
Otherwise, a request is cancelled and the old contract continues.
Platform layer plays a vital role in this model as major decision-
making is done in it.

C. Software Services Available with the Provider

The software services available with the provider include
applications that can be accessed by them from different
locations and user devices. This service is provided via a thin
user interface, which can either be a program interface or
a web-based interface. The end-user here is not required to
manage the infrastructural components like servers, operating
systems, network, etc. of a cloud. Only configuration settings
are customized as per user requirements. This generates the
need for application software managed and initiated by the
browser to meet the user demand. Software as a service plays
a significant role in any enterprise model. It is helpful in
managing organizations human resources, business processes
and their workflow, enterprise resource program (ERP),
consumer relationship management (CRM) and other integrated
applications. For clients or users, it is beneficial since they
are not required to make any investment in servers or buying
licensed software.

D. Components of the Admission Control Mechanism

e Service Request Examiner and Admission Control:
Before accepting or rejecting any new user request, server
request examiner and admission control mechanism
performs its evaluation so as to get the clarity of the
QoS requirement. This helps in the minimization of SLA
by keeping a check on the resource overloading as the
number of available resources is limited. For making
the resource allocation decisions effective and efficient,
continuous monitoring of the cloud system is required.
This will provide regular updates about the availability of
virtualized resources using VM monitoring mechanism
and average workload processing status using service
request monitor mechanism. The key that ensures the

successful serving of a large number of task requests
from the end-user meeting the SLA norms is known as
the automatic resource management technique. It also
helps in the dynamic allocation of resources, so that all
accepted resources can be served efficiently.

VM and Application Monitor: On the basis of accepted
services, the resource management system in a CCE
keeps the track of the status and the performance of the
available resources at different levels. Here VM monitor
mechanism is used for the evaluation and monitoring
of the capacity of VM that available for a new request
allocation, whereas application monitoring mechanism
is used for the keeping the track whether all the terms
of SLA are being followed or not. If any breach in SLA
is identified, then a notification is sent to SLA resource
allocator which further takes the most suited action for
preventing this violation.

Pricing Model: Services in the cloud whether hardware
or software are charged on the basis of the pay-per-use
model. The greater the resources consumed the higher is
the cost. This generates a necessity for the deployment
of a pricing strategy that can help the provider to attain
the objective of profit maximization and meeting QoS
constraints as per the user demand.

SLA Management: The component that keeps the record
of SLA formed between users and service provider
with the detailed history of their fulfilment is known as
SLA management. This record helps accounting system
to compute the final cost of the allocated resources by
identifying their level of actual usage by the requested
service. This cost is finally charged from the end-user.
The information stored in SLA management records also
proves to be useful for the service request examiner and
admission controller for improving the quality of resource
allocation decisions.

Dispatcher: For the deployment of an application on
the suitable virtual resource a dispatcher is used. It also
performs the responsibility of creating an image of the
VM and their initiation on a selective host.

Service Request Monitor: The monitoring mechanism
that evaluates the progress of the executed service request
is known as a service request monitor.

Scheduler: Scheduling of task on the available VMs
is done by the scheduler. It queues the tasks after
determining their priority and decides as to which VM
is to be provisioned for it. For performing this task of
scheduling, the scheduler requires the information about
the current status of the datacenter e.g. the number of
CPUs and amount of memory available for allocation,
network bandwidth, etc. The load balancer provides the
required information about datacenters to the scheduler.
As soon as the task is accomplished, the pricing module
is initiated for computing the final cost of resources used
by the customer and the bill is sent to the user via SLA
management.
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E. Resources Available with the Provider

e JVirtual Machines (VMs): For every accepted request
dynamic allocation of multiple VMs could be started which
provides flexibility for the configuration of different parts
of resources on the physical host to meet the customized
user requests. In a cloud system, every VM is fully isolated
from another one in the same physical host.

e Physical Machines: The datacenters in a CCE consists
of various servers for data computation which makes the
required resources available for meeting the customer’s
service demand.

® Datacenters: In the present dynamic business world
datacenters acts as the backbone for the IT infrastructure.
There span consists of the wide range of applications
varying from the distribution and production of energy,
manufacturing  industry, transportation,  weather
prediction and modelling, etc.

® [oad Balancer: Load balancer is used to determine
the actual amount of available resource (VM or PM)
capacity. It identifies the over or underused resource
both physical and virtual, and balances the workload
among them, thus, aiding the establishment of control
over resource utilization. It also helps in reducing power
consumption by employing idle resources. Load balancer
works together with scheduler and admission controller
for balancing the workloads.

® Load Balancing: In a dynamic and heterogeneous cloud
computing environment for controlling the unexpected
changes in workload, providers are supposed to exploit the
dynamic load balancing techniques. The selected technique
must also put a check on the improper utilization of the
cloud’s resources, since the underutilization of resources
may result in resource and energy wastage, whereas,
overutilization increases the application’s response time.
Migration of VM is used as a solution to this problem.

V. ALGORITHM

This section illustrates an algorithm for the admission control
mechanism in a Cloud environment. Here, a check is made to
find whether a request is to be accepted or not. For this, the
parameters to be considered include- an average of request
arrival rate, the average workload of servers available for
resource allocation, capacity utilization limit of servers and
filtration coefficient of the request.

Algorithm for Admission Control Mechanism
1. Start

If (already a user)

login();

else (create an account)

then login();
loading SLA packageinfo( );

NS RN

put(meta info of task)

8. get request on the basis of package selected
. for new request arrival
10. check server and VM availability

11. calculate present average request arrival rate and present
average workload

12. check for the maximum limit of capacity utilization

13. if(for the present request average workload is greater than
maximum capacity)

14. reject the request
15. else

16. calculate request filtration coefficient using formula
1- (Average workload-Maximum limit of capacity
utilization)

17. then reject the request with the probability of 1- calculated
request filtration coefficient

18. else accept the request
19. End

Whenever a new request arrives, admission control mechanism
checks for the QoS requirement of the request. If it is found
that resources could be allocated to the present request without
violating any of the SLA norms then the request is accepted else
rejected. For assuring the service quality, first of all the number
of available servers and VMs is checked, then their average
workload (which includes the workload of present request) is
calculated along with the average rate of request arrival. If for
the selected server and its VM, the average workload calculated
is lower than its maximum capacity utilization limit then only
request is accepted. This helps in the scheduling of tasks as per
the resources available and hence, aids in reducing the number
of SLA violations.

V1. EXPERIMENTATION IMPLEMENTATION

In this work, CloudSim [18] version 3.0.3 has been used as a
simulator for a cloud computing environment. An algorithm
developed was tested in this simulated environment from
both users’ and providers’ perspective. Windows provide the
platform and other software used are:

e Net Beans 8.0.2

e JDK 1.8.0 40

e MySQL Server 5.1

e SQLyog Server ultimate v9.0.2.0
e JRE 1.8.0 40

Resources used for Experimental Setup:

Our system offers four types of packages to the customers:
basic, silver, gold and diamond. From these four packages,
three are constant and only one package titled diamond can
be customized. The configuration of the resources is as: basic
pack: - 2 GB RAM, CPU core processor and Windows as the
operating system, silver pack: - 4 GB RAM, CPU core processor
and Windows as OS, gold: - 8 GB RAM, CPU intel core processor
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and windows as OS and for diamond configuration is tailored on ~ Perspectives of both users’ and SaaS providers were observed.
the basis of a request of the user (in diamond pack local storage =~ Performance parameters of users’ side are: number of requests

space is variable but the processor and RAM are constant). accepted per unit of time and the speed of request processing
i.e. an average of service initiation time and that of providers

side are: number of VM’s initiated an average profit earned.

VII. ANALYSIS OF RESULT The proposed algorithm was tested on a simulator with the

help of a synthetic workload. Data were synthesized randomly

We have used CloudSim as a simulator of a cloud environment  with the help of a suitable statistical distribution. The following
and have implemented the proposed model in this environment. graph shows the results of the model.
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Graph 1 and 2, shows the impact of the admission in resource allocation, the number of request accepted
control mechanism on request acceptance and rejection rate. gets increased that ultimately results in a lower request
With the introduction of the admission control mechanism  rejection rate.
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Graph 3: Average Delay Time

Graph 3, shows the impact of the admission control  requirements before being accepted for resource allocation,
mechanism on request delay rate. Since every request is  the chances of request accomplishment getting delayed get
checked by the admission control mechanism for QoS  decreased.
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Graph 4, shows the impact of the admission control mechanism
on task blocking rate. Filtration coefficient is calculated to
check probability with which the task is to be rejected. A task
with higher probability gets rejected first. With the introduction
of the admission control mechanism the blocking rate of tasks/
requests also gets reduced.

VIII. CONTRIBUTION OF THE RESEARCH

Every new research enriches the contents of the related
subject. With the help of literature review, it was found that
while scheduling task in cloud one should not only consider
the total completion time of all task, but must also look for
some other important aspects like cost of the resources, rate
of energy consumption, workload and network bandwidth,
system capacity, task response time, the threshold for capacity
utilization, etc. This paper presents an algorithm which
considered both capacity utilization and systems average
workload along with SLA constraints and resource availability
to determine whether a task should be accepted or rejected.
This will help in pre-filtering of task and would minimize
the violation of SLA, since, if not checked properly a newly
admitted task can violate the functioning of already executing
a task which would ultimately increase the number of SLA
violations and incur penalty cost. The model is helpful in
reducing SLA violations and enhancing providers’ profit.

IX. ConNcLusioN, LIMITATION AND FUTURE WORK

The present paper is an attempt to devise a model and
algorithm for admission control mechanism so as to manage
the acceptance of requests/tasks assigned by cloud users in such
a way that the QoS requirement of users are met and no SLA
term gets violated. Thus, the work helps in reducing the number
of SLA violation and their consequences. Proposed algorithm
focuses towards the admission of a task in the cloud system and
in future, we would try and extend our work to devise some
strategies for resource scheduling after the request has been

accepted by our admission control mechanism. These strategies
will focus on reducing the delay in task accomplishment and
hence, the reduction in penalty cost. Work will also focus on
enhancing the customer satisfaction level, controlling the
cost and thereby increasing the overall revenue of the system.
Different users in the cloud have different demands of quality
and resource which acts as a limitation of the study since to
satisfy this heterogeneous user demands with limited available
resources is not an easy task.
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Abstract: Cloud Computing is an emerging technology
which provides on-demand services based on the pay-as-
you-go model which reduces IT costs significantly. Cloud
comes with many benefits such as Business continuity,
Collaboration efficiency, scalability, resource sharing etc.
But still, it constitutes several data security issues such as
data confidentiality, integrity, authentication, privacy etc.
Thus, to protect sensitive data, the document is encrypted
at the data owner side before transmitting it to a cloud
environment. Cryptography is necessary to provide data
security. Although this overpowers the advantages of
cloud computing, whenever data user wants to access a
part of data it needs to decrypt the data before using. In
this paper, a Hybrid Searchable Encryption Scheme is
proposed which provide data security while supporting
multi-keyword search over the encrypted data by using
a Vector Space Model (VSM). Where sense embedding
technique is used to create VSM for the document. To
provide data confidentiality combination of AES and
Blowfish encryption is used. Sha-3 and RSA are used for
data integrity. Steganography is applied for secure transfer
of keys and message digest. The experimental result shows
that the proposed scheme achieves better data security by
providing data confidentiality, integrity and authentication
along with multi-keyword search at the client end.

Keywords: Cloud computing, Hybrid encryption, Search-
able encryption, Sense embedding based search, Vector
space model.

I. INTRODUCTION

Cloud Computing is a fast-growing technology that provides
hardware as well as software services through a shared pool
of resources. Even though the cloud is considered as a very
good environment but still it constitutes many security issues
such as data confidentiality, integrity and authentication [1].
Confidentiality is the process in which data is hidden from
unauthorized access and should be interpreted only by the
intended user. Integrity refers to the process in which data is
secure from any tampering while transmission. Authentication

is defined as the process in which only the intended user
has access to data. There are three types of cloud
deployment model (Fig. 1): Public Cloud, Private Cloud and
Hybrid Cloud:

® Public Cloud: Public Cloud deals to provide cloud
services to the general public. It is considered unsafe
because it is accessible to the general public. A cloud
service provider is an owner with all ownership of the
public cloud with its own policies. Advantages of public
cloud include low cost, no maintenance, scalability and
high reliability.

e Private Cloud: Private Clouds are those in which sharing
of data is done within a particular organisation only and
no data shared with other organisation. Private cloud is
managed by the organisation itself or by any third party.
It is considered to be the safest as the number of users are
limited under this category.

Hybrid Community . Private
Cloud Cloud Public Cloud Cloud
v 4 » Voo« <

SaaS PaaS laas

Fig. 1: Cloud Deployment Models

e Hybrid Cloud: Hybrid Cloud is a combination of
both public and private cloud. The hybrid cloud contains
the features and advantages of each cloud model.

Service models in the cloud can also be categorised into 3
categories:

o Software as a Service (SaaS): Using SaaS, cloud
consumers can release their application on an
environment hosted by cloud. The environment can be
accessed through networks via different clients. Eg.
SalesForce.com, Google Mail, Google Docs etc.
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e Platform as a Service (PaaS): Paas provides a
development platform which supports full software
lifecycle allowing cloud users to develop cloud service
(SaaS) and application. Google AppEngine is an example
of PaaS.

e [nfrastructure as a Service (laaS): 1T infrastructures
such as processing, storage, networks etc are provided to
cloud consumers via [aaS. Extensive use of virtualisation
is done here to integrate physical resources in an ad-hoc
manner. Amazon EC2 is an example of [aaS.

Data security is one of the major issues that come with the usage
of the cloud environment thus, to provide security to data using
cryptography is necessary. Cryptography is a technique in which
data in readable form is converted to unreadable data. There are
many cryptographic techniques used for providing security to
data. Cryptography is divided into two main categories:

o Symmetric Technique: For both the process of encryption
and decryption of data a single is used. It is faster because
only a single key is used. AES, DES, Blowfish, Twofish
are examples of symmetric encryption.

o Asymmetric Technique: In this, two separate keys are used
one for encrypting the data and other for decrypting the
data. It is slower as compared to the previous technique.
RSA is one of the examples for this technique.

For maximum security of data, advantages of both symmetric
and asymmetric technique need to take into account which
leads to the formation of a system known as hybrid encryption.
The main goal of data security is to achieve data confidentiality
by using symmetric technique, integrity through message
digest and authentication via asymmetric technique along with
secure transfer of keys from user to client-side. For key transfer
mechanism. a technique known as steganography is used.
Steganography is a technique which hides the existence of data
by concealing the data into a source object. An object may be
an image file, audio file, video file or text file.

Whereas encrypting of data before storing to the cloud comes
hinders advantages provided by the cloud environment. Each
time encrypted data needs to be decrypted at the data user end
to perform manipulation. Efforts have been made to conquer
this issue by providing a way in which multi-keyword search
could be run over encrypted data.

Searchable encryption is a method in which encrypted data is
allowed to be searched in a private manner without decrypting
the data. For the same, Embedding is defined which is a
technique in natural language processing where documents can
be represented in form of vectors.

Vector Space Model is a way in which documents are represented
in form of vectors. VSM assumes that each word in a document
is independent. For each word w present in document D. VSM
of document cane represented as below:

Dij = (Wi, Wi, Wigs e , Wiy

For representing the document’s features appropriately in
vector space many attempts have been made. TF-IDF model is
one of the most popular approaches for the same.

Word embedding is another way to represents a document in
form of a real-valued vector by capturing a relationship between
words present in the document. However, word embedding is
unable to consider polysemous word (word having multiple
meaning). Sense embedding on the other hand can be used to
represent a polysemous word as well.

In this paper, a scheme proposed which provide data with
three main security factor i.e. data confidentiality, integrity and
authentication along with a feature to search over encrypted
data which is achieved through sense embedding technique.

II. RELATED WORK

In this section, we will describe some previously developed
hybrid encryption scheme and searchable encryption scheme.
Hybrid Encryption combines two or more cryptographic
technique to achieve security goals. Searchable encryption is
described as a procedure in which encrypted data is stored over
cloud and data user is allowed to search that encrypted data.

A. Hybrid Encryption in Cloud

For increasing security of document stored in a cloud
environment, a combination of cryptographic encryption
scheme are used. Nagasai and Supriya [2] implemented
three hybrid models on the text and their time complexity is
compared. Combination of AES and RSA algorithms are used
along with OTP technique to develop three different models.
Olumide et al. [3] proposed a system in which a combination
of AES and fully homomorphic encryption scheme is used to
create a hybrid encryption scheme. Divya et al. [4] in their paper
proposed a scheme which provides better security on the cloud
while transmitting data. Blowfish, RSA and SHA-2 algorithms
are used in combination to create hybrid encryption. Citra et
al. [5] developed an efficient algorithm which receives data
security issues data confidentiality. integrity and authentication.
A combination of hybrid encryption and steganography is used
to achieve security.

B. Searchable Encryption

Further in this section, the previously developed encryption
scheme is introduced. In view of the single keyword search
over encrypted data, the first idea was developed by Song
et al. [6]. Symmetric searchable encryption was developed
where the search time of scheme was proportional to the size
of the collection of the document because searching requires
a scan of the whole document. In 2006, Curtmola et al. [7]
introduced searchable symmetric encryption (SSE). Two SSE
were introduced by the author first one was Non-adaptive SSE
(SSE-1) and the second one was Adaptive SSE (SSE-2).
Addressing issues in previous work in which adversary is not
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allowed to search over data, the author achieved a search time
which is linear to the document that was matching to search

query.
Public key encryption with keyword search (PEKS) implies

identity-based encryption in which a user’s identity is used to
encrypt as well as decrypt the data. Boneh et al. [8] in 2004

developed PEKS, in which a user’s public key was used to
encrypt the data containing certain keywords for performing a
search. A keyword is also encrypted which unable server to get
keyword location in the document. Z. Deng et al. [9] developed
a scheme in which multiple users were allowed to search the
keyword (MSESKA). 6 polynomial-time algorithms were used
to develop multi-user attribute.

-
k
P Blowfish
" AES
Sense 5| Document = Cloud
Embedding Vector

SHA-3

()

LSB Stegnography

&

Fig. 2: Encryption Phase

In Predicate encryption, the user does not need any private key
related to the public key to search on encrypted data. X. A.
Wang et al. [10] in their paper claimed predicate encryption to
be superior to traditional public-key encryption as the former
scheme achieves more flexible and sophisticate functionality.
Hidden vector encryption is also a type of predicate encryption.
J. Karz et al. [11] introduced hidden vector encryption that
supports a conjunctive combination of equality along with
comparison and subset queries.

Schemes described above support only a single keyword
search. Further studies have been conducted to extend search to
multi-keyword search over data with a ranking of documents.
N. Cao et al. [12] achieved a multi-keyword search result
by using inner product similarity. Sun ef al. [13] developed a
searchable encryption scheme with document ranking using
the vector space model. Aritomo and Watanbe [14] achieved
a searchable ranked based scheme using a word embedding to
create a vector for documents.

I11. WorDp EMBEDDING V/S SENSE EMBEDDING

Word embedding can be considered as a set of language
modelling vocabulary words and phrases are mapped to
real-valued vectors where vectors are represented in low-
dimensional space. Sigmoid function of vector cosine similarity
is to define the prediction probability. Two major limitations
we can consider while using the word embedding 1) They

don’t consider the different meaning of a word and conflate the
different meaning for a single word into a single vector, and
2) They ignore the wealth of information that is given by the
semantic resources thus make their representations only on the
basis of distributional statistics that is obtained from corpora.
Several types of research have been made to eliminate these
two limitations but none was successful in eliminating these
two limitations at a time.

Word similarity measurement is used evaluate methods in
lexical semantics and semantic similarity. For a given set of
words, similarity judgement is created by the system for each
pair. These judgements should be closest to those that are
provided by humans.

TABLE I: SPEARMAN CORRELATION PERFORMANCE

Approa- | WS- | YP- | MEN | RG- | WS- | Average
ches Rel 130 65 Sim

GloVe 0.559 1 0.577 ] 0.763 | 0.769 | 0.666 | 0.737
Word2Vec | 0.476 | 0.343 | 0.665 | 0.732 | 0.707 | 0.644
ESA - - - 0.749 - -
PMI-SVD | 0.523 | 0.337 | 0.726 | 0.738 | 0.659 | 0.695
Pilehvar 0.457 [ 0.710 | 0.690 | 0.868 | 0.677 | 0.677
etal [21]

Our 0.703 | 0.639 | 0.805 | 0.871 | 0.812 | 0.794
Approach
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Different word similarity datsets are used to evaluate the
performance of different algorithms. YP-130, RG-65, WS-353,
WS-Rel and MEN. Our approach of creating sense vectors
are compared with several other approaches namely GloVe,
Word2Vec, ESA, PMI-SVD and Pilehvar et al. [21]. Table 1
shows the comparison between different approaches on 5
different datasets. Spearman correlation performance is done

for all the considered approaches. Our approach for creating
sense vector shows high reliability on both similarity and
relatedness measurement task. Right most column in the table
shows the average performance of all the approaches. This
comparison shows that our approach is beneficial. Moving
from word to sense embedding can significantly improve the
effectiveness and accuracy of the representation.
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Fig. 3: Search Phase

IV. PROBLEM DEFINITION

A. Scheme Model

The scheme proposed contains three conscious things:

First the data owner which has the original document DC and
it generates the corresponding sense embedding vector DV
generated through sense embedding technique, second the
data user and third one an untrusted cloud server. Document
vector represents the features of the document. Sensitive data
is protected from an intruder by first encrypting the document
termed as secure document DS by data user before uploading
it to cloud.

As shown in Fig. 2, firstly AES encryption is used and after then
Blowfish encryption is applied to the output of AES encryption.
To provide a document with data integrity and authentication
message-digest MD of the document is created which is further
encrypted using asymmetric encryption termed as secure
message digest MDS. The keys (Key 1 and Key 2) and the
message digest are transported using steganography technique.
While the document vector DV and encrypted document DS is
stored on the cloud.

In the searching session, initially, a trapdoor is created by the
data used to get authorized by the data owner. The trapdoor is
made which contains the query vector QV and is sent to the
cloud server. The similarity between the query QV and the
document vector DV is calculated by the cloud server and the
calculated score is returned to the data user. The data owner
according to the calculated score request for the encrypted
document from the cloud server.

B. Threat Model

In the proposed scheme, the cloud server is considered, to be
honest, but curious which is responsible for the introduction of
searchable encryption in our scheme. This means cloud server
is responsible to handle the request and pass the data to the
data owner in an honest manner, but is curious at the same
time. Hence, the cloud tries to recover maximum information
from the document. In our scheme, we wish to let cloud infer
minimum information while analyzing the data it receives.

C. Model Preludes

e Word Embedding: It is a technique where documents
are converted into their corresponding vector. Word
embedding creates a relation between the words present
in the document and tries to represent those words in low
dimensional real-valued vector. Doc2Vec and Word2Vec
[15] are the two most popular algorithms for representing
word embedding of the document. While the most common
method to measure the similarity is the cosine measure in
which the inner product of the vector is calculated.

o Sense Embedding: Word Embedding has a problem that
it doesn’t consider the polysemous word (word having
multiple meaning). Sense Embedding in contrast to word
embedding creates embedding for a document where
polysemous words are also considered. There are many
techniques [16], [17], [18] to do so but in our model, we
have considered SensEmbed [19] to implement sense
embedding to the document to create VSM.

o Symmetric Encryption: Symmetric Encryption is a
technique which converts the plain text to cipher text
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using only a single key that is a private key. It is also
known as private key encryption. There are many
symmteric encryptions available but AES and Blowfish
are considered to be two of the best encryption algorithm.
For first encryption, AES is considered and later Blowfish
is applied to the output of AES encryption.

o Asymmetric Encryption: In contrast to symmetric
encryption which only needs a single key for encryption

as well as decryption, asymmetric encryption uses two
separate keys each for encryption and decryption process.
Asymmetric encryption is considered to be more secure
as is allows user to share only the public key and not
the private key. But asymmetric encryption is slower
than symmetric encryptions when talking about time
efficiency. RSA is one of the most popular algorithms
used in this category.

K1,K2, MDS

@f Stag Image Q
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<
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Fig. 4: Decryption Phase

e Message Digest: Message digest function creates a fixed-
length one-way message of the document which is used
to check the integrity of the document. If the document
is modified in any way while the transfer from the data
owner to data user then its message digest will definitely
vary from the message digest of the original data. Many
algorithms are there to create message-digest but one of
the which SHA-3 is considered for our scheme.

e Steganography: Steganography is a method in which data
is hidden under some other source. The source may be an
image, audio or video. One of the most commonly used
steganography technique is the LSB image steganography
in which the transmitted data is stored in the Least
Significant Bit of the source.

V. SCHEME METHODOLOGY
In this section, description of the scheme methodology of plaintext

is given which describes the data owner side scenario. The
overview of the proposed scheme is simple and shown in Fig. 2.

A. Encryption Phase

The data user first creates a query vector QV by using same
sense embedding technique as that of the data owner and send

that query vector QV to the cloud server. As a measure to
calculate the similarity between the query document QV and
the document vector DV by the cloud server, cosine similarity
between the two vectors that are query vector QV and document
vector DV is generated.

Setup (K1, K2, PK): Firstly the system is initialized, two secret
key K1 & secret key K2 is created by the data owner. While
public key PK is obtained from the data user.

These keys are used for AES encryption, Blowfish Encryption
and RSA encryption respectively. These AES and Blowfish
encryption are used to encrypt the document and RSA
encryption technique is used for encrypting message digest.

BuildScheme (DV, DS, MDS): The data owner runs the sense
embedding technique to create sense vector DV for the
document. Further, the message digest of the document is created
using SHA-3 and then encrypted using RSA encryption using
the key PK. The document is considered for encryption now
using AES and Blowfish with the key K1 and K2 respectively.

Transport (K1, K2, MDS, IMG): The keys used for encryption
that are K1 and K2 and the encrypted message digest termed as
message digest secure MDS is transport using image IMG in
which these three things are hidden using LSB steganography.
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TABLE II: NOTATIONS

Q Query

Qv Query Vector

DV Document Vector

DS Encrypted Document (Secure)

MD Message Digest of Document
MDU | Message Digest Created by Data User
MDS | Encrypted Message Digest (Secure)
PK Public Key of Data User

PRK | Private Key of Data User

IMG | Original Image

K1 Key 1 for AES

K2 Key 2 for Blowfish

B. Search Phase

Cloud server contains the encrypted document DS and the
document vector DV for the document. Step 1 gets initiated
when the data owner starts searching the cloud for the document
of use.

Step 1: Search (QV, DV): The query vector QV which represents
the vector of an interested word in query Q is received from data
user and is used to calculate similarity with the document vector
DV which contains the vector of polysemous words present in
the document. This procedure is done without decrypting the
encrypted document DS.

C. Decryption Phase

This section describes the data user’s end. Where the decryption
process for the required document takes place. Data user
generates a query vector using the interested words as shown
below:

GenQuery (Q, QV): The data user generates a query, for the
keywords of interest W a query vector is generated QV which
contains the interested words in query Q. QV is further used to
search the plaintext vector DV. QV is sent to a cloud server for
further working.

As described in part B of section IV Search (QV, DV) is
generated using the DV present with the cloud server and
QV provided by the Data user. If the search is successful the
secure document for which Search (QV, DV) was generated is
downloaded.

Step 2: The data user asks for the stag image from Data Owner as
shown in Fig. 3 where the image consists of K1, K2 and secure
message digest. Afterwards, Transport (K1, K2, MDS, IMQG) is
initiated and is transferred from Data owner to data user.

Step 3: Using the stag image, secure message digest (MDS), K1
and K2 are recovered as shown in Fig. 4.

Step 4: Secure message-digest MDS is decrypted to recover the
message digest MDU using the data users own private key PRK.

Step 5: Using the keys K1 and K2 the document is recovered
from secure document DS. First blowfish decryption is initiated
using K2 and AES decryption process is applied to the output of
blowfish decryption. Using the decrypted document, a message
digest is generated using the same message digest function as
that used at data owners side.

Step 6: MDU and MD are compared and considered for
checking data integrity. If both MD and MDU are equal then
data integrity is maintained.

V1. PERFORMANCE ANALYSIS

In this section, performance of the proposed scheme is analyzed
by implementing the scheme and measuring multiple metrics.
The proposed scheme was implemented in python 3.6.

o Sense Embedding Generation: Sense embedding for the
document is created using babelfy library in python while
considering the babelnet dataset. Further for creating the
vector, word2vec in used from gensim python library. The
time is not considered during creating the embedding for
document. This scheme is open to any sense embedding
technique so considering the time for one technique
is not of much meaning. Desired secure document is
downloaded only when similarity between the query
vector and document vector is matched. If the similarity
is matched then the desired secure document is download
and decrypted using the AES and Blowfish Encryption.

(b) Stag Image

Fig. 5: Steganography Result
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® Data Confidentiality: To make sure that the document
which is to be stored on cloud server can be read only
by data user the document is encrypted before storing to
cloud. For purpose of encryption of document to make it
secure, AES and Blowfish algorithms are used. Both AES
and blowfish are part of crypto library in python.

e Data Integrity: To ensure integrity of data which means
that the data is not tampered during the whole procedure
while transfer from the data owner to data user. Message
digest was created using SHA-3 which is also a part of
Crypto python library.

® Data Authentication: For authenticating data user,
asymmetric encryption is used which make use of data
using a public key to encrypt the message digest and data
users private key is used to decrypt the same. RSA is also
the part of Crypto python library.

e Key Transfer: For transfer of keys and secure message
digest between the data owner and data user, LSB
steganography is used. Original image Fig. 5a and Stag
image Fig. 5b is shown in Fig. 5.

TaBLE III: COMPARISON BETWEEN PROPOSED SCHEME AND
PREVIOUS SCHEMES

Scheme — Daisuke Divya
Proposed Aritomo Prathana and
Parameters | Scheme and Chiemi Ajit Kumar
Watanabe [14] | Santra [20]
Confidentiality YES NO YES
Integrity YES NO YES
Authentication YES NO YES
Key Transfer YES NO NO
Search Attribute YES YES NO

The proposed scheme is compared with two of the existing
scheme [14]. [20] Based on the parameters described above that
are Data confidentiality, Data integrity, Data Authentication,
Key transfer and Searchable encryption, the comparison
between schemes is shown in Table III.

The proposed scheme protects the document from malicious
users at the time of transmission and also in cloud server storage.
The proposed scheme increases the difficulty level for intruders
or hacker to decrypt the document through double encryption
and RSA. In the scheme, the encrypted document can be
searched with multiple keywords which make it convenient and
time-efficient.

VII. ConcLUuSION

In this paper, Hybrid Searchable Encryption Scheme in Cloud
was proposed which is based on using a combination of
symmetric and asymmetric encryption while providing a way
to generate multi-keyword based search over encrypted data.
The proposed scheme makes the following contribution: Data

confidentiality of a document is maintained using a combination
of two symmetric encryption algorithm that is AES and
Blowfish. Data integrity is maintained by creating a message
digest of the document which is encrypted using RSA encryption
to ensure data authentication. Concept of steganography is used
for secure transfer of keys from data owner end to data user
end. Existing sense embedding are easily adopted to create a
document vector. A scheme which meets requirements in such
a way that the cloud server is honest but curious is proposed.
A secure search scheme is proposed by creating a vector of the
document using sense embedding technique which makes data
user search over encrypted data.
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Abstract: The epidemic of coronavirus disease which
is called COVID-19 is dispersing all over the world in a
few months. The traditional health care systems face new
challenges associated with the constant increase of infected
persons with this disease. In the current time, the integration
of smart medical sensors and devices of the Internet of
Things (IoT) proposed the new health care domain which
is called the Internet of Medical Things (IoMT). With this
technology, accuracy, reliability, efficiency, and effectiveness
are improved in the health domain. With the combination of
cloud computing with IoT architecture, the smart healthcare
system is designed which is ableto support real-time
applications when Artificial Intelligence (AI) processing on a
vast data which is collected by wearable sensors network. The
emergence of IoMT has initiated the vital change in assisting
the management of diseases, improving the diagnosis of
disease, treatment methods and also reducing the cost and
errors in healthcare. The implementations of this technology
in the health domain not only improve the healthcare quality
for patients but also help the healthcare workers. This paper
studies the use of IoT solutions throughout this pandemic
period in a health care system, starting from early health
monitoring solutions from wearable sensors up to a final
recovery from COVID-19. IoMT can play an imperative role
during this pandemic time and facilitate to stop the spread of
the virus, recognize the patient who has been infected with
this virus and also help to control the coronavirus infection
in real-time.

Keywords: COVID-19, Internet of Medical Things
(IoMT), Internet of Things (IoT), Ontology.

[. INTRODUCTION

The pandemic of coronavirus disease which is called
COVID-19 is spread globally in a few months. This novel virus
and disease unknown before the outbreak initiate in Wuhan,
China, in December 2019. But now COVID-19 is become a
pandemic and affects a number of countries globally. This

pandemic has resulted in over 20 439 814 confirmed cases and
over 744 385 deaths in 216 countries in the world [1]. COVID-19
infected people will show mild to moderate respiratory
problems and these patients do not require any special treatment.
Serious illnesses will show in older people and also those who
haveanyrespiratory diseaseand these patientsarerequired special
care. The COVID-19 is a communicable disease and it spread
with droplets of saliva. Till now, no specific vaccine or treatment
is found for this disease. The best method to avoid and minimize
the spread of COVID-19 is only to be well knowledgeable
of the COVID-19 virus, its causes, and how it spread. Save
yourself and loved ones from its infections only by washing
hands with soap and by the use of alcohol-based sanitizer.
Social distancing is also the main precaution to save ourselves
and others from this disease [2].

With the development of communication technology and
sensor networks technology, portable and wearable devices
have become more popular globally. Wearable devices mean
the device that can easily wearable by the person in the
form of necklaces, belts, watches, and many more. These
devices have sensors with independent computing power
and monitor the physiological information of the person like
heartbeat, pressure, and breathing, etc., and also monitor the
environment characteristics like temperature, humidity, and
air quality. Sensors implemented devices are easily connected
to smartphones, tablets, and computers with technologies like
Bluetooth, Wi-Fi, and the internet. Nowadays IoT devices are
widely used in various domains like the health sector, sports,
and fitness to monitor the health of a person [3]. The integration
of health devices with the other technology which is called the
Internet of Things (IoT) develops the new emerging technology
which is called the Internet of Medical Things (IoMT). Medical
sensors are used to design wearable devices. With these devices,
constantly monitor the health of patients in real-time instead of
keeping the patients under surveillance in the hospital [4]. By
using loMT, numbers of activities are easily handled by patients,
health workers like remotely medical assistance, data capture,
and storage for analysis, drug management, in operation tasks,
patients tracking, and many more [5]. The adaptation of [oMT
is increased and gain popularity in the market. It is the emerging
technology of IT in the healthcare area which is used to sense,
auto collected data, intelligence, and internet-oriented [6].
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IoMT technology is an IoT based solution which helps to design
the healthcare systems based on IoT technology that helps to
monitor the vital sign of health like ECG, Heart rate and blood
pressure. By the implementation of IoMT technology, health
domain become e-health which given the remarkable wellness
health services globally to change the healthier lifestyle. Due
to this technology, healthcare services become user centric and
personalized services by provide private healthcare round the
clock. The main motive of [oMT enabled healthcare system is
to improve the health services and quality of life by avoiding
the unpleasant hospitalization. Smartphone play a vital role and
act as the gateway in the IToMT edge network. With the help of
smartphone, data can be received and forward on the network
over the internet to the healthcare service provider for data
processing and storage [7]. The numbers of medical devices
are connected to produce, store, analyze and also distribute
user’s health data. Wearable’s, remote patients monitors, sensor
enabled beds, infusion pumps and tracking devices are the
some [oMT devices which are used to collect the data. The
main motive of IoMT technology is to provide the satisfaction

of patient and also increase the quality of care which given
healthcare providers [8]. IoMT technology is the amalgamation
of data from medical devices that connect with healthcare 1T
systems through internet. The intention of IoMT technology is
to combine people, data and processes with connected medical
devices and mobile applications to improve patient outcomes.
This technology allows patients to share health information
with doctors for more accurate diagnoses with fewer errors and
lower costs of care. In the current situation of COVID-19, this
wireless technology plays an important role because of this no
need for the patient’s medical visit to hospitals which prevents
the spread of coronavirus [9].

The infected patients are increasing daily globally and at that
time its need to utilize the IoT in a robust, organized manner and
in an efficient way to enhance the battle against the COVID-19
pandemic. This technology enables us to capture the real-time
data of infected patients and locations remotely. The process
involved in the implementation of IoT technology to fight
COVID-19 is shown in Fig. 1 [10].

Health-related data| devices.

capture remotely

eThe real time information of patients like symptoms, movements, and locations
are easily captured remotely from the various locations with the help of loT

Virtual Meetings
and Monitoring

*To enhancing the social distancing and minimizing the man to man contact to
stop the transmission of disease, patients and healthworkers are communicate
with one another on the virtual platform through telecommunication, video
conferencing, and webinars and minimize the visitation to hospitals.

J

~

Health Data
Analysis

Report and
Control

Decision Making

eIn this step, data is analyzed which captured from the loT devices for an effective
decision-making process. The analysis of health data helps to track the locations,
infected patients, and also enhance the modeling of disease outcomes.

J

eThe report generated after the analysis of data is helping to take the necessary
actions towards the prevention of disease transmission and monitoring of health.
With the help of IoT, infected patients are easily identified and trace by the
health workers and also smartly handle the cases of COVID-19 patients.

J

*The Decision-making Process of health workers is enhancing the treatment
methods more productive and smartly handle the cases based onthe data report.
It also helps the governments and organizations to predict the pandemic
situation and planning for post-COVID-19.

J

Fig. 1: Process in the Implementation of IoT to Fight with COVID-19
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Major Key-Merits of 1oT to Battle with COVID-19
Pandemic [11]

The major key merits of IoT technology utilization in the
COVID-19 pandemic are the highlight in Fig. 2.

Superior Treatment with

Lesser Expenses
control

loT
COovID-19

Reduced chances of
mistakes

Enhanced Diagnosis

Fig. 2: The Major Key Merits of IoT to Battle with COVID-19
Pandemic

II. LITERATURE REVIEW

e [Lesser Expenses: The cost of IoT implements de-
vices is less means it is a one-time investment. The
purchased devices are work for a number of years
without any problem.

e Superior Treatment with Control: With the utiliza-
tion of real data, IoT implanted devices take the
right decision at the right time and increase the treat-
ment process.

® Reduced Chances of Mistakes: The chances of
mistakes are reduced due to the automation of IoT
devices.

e FEnhanced Diagnosis: By the utilization of IoT de-
vices, the diagnosis process of the disease becomes
easier and is able to be diagnosed in the early stage
and at that time right treatment can be given to the
patient.

Study

The correct prediction of protein complex plays an essential
role to understand the principal mechanism of various cel-
lular functions and elucidates the functionality of different
un-annotated proteins. The basic topological properties of a
protein are studied by several complex detection algorithms
without using advance topological and biological properties
and it can be implemented with the association rule learners
such as PART and NNGE. These association rules provide
better accuracy and low computational cost.

The main aim of the IoMT platform is to provide a better life-
tothe patient by providing personalized healthcare services
into 24-hour services. Edge network of IoMT has a number
of security threats like confidentiality, integrity, authentica-
tion, and authorization and they may cause a significant risk
to patient’s privacy and safety.

The advancement in IT and IoMT has encouraged extensive
utilization of the smart system. 24*7 healthcare services are
required for effective and reliable monitoring of a patient on
the daily basis. To fulfill this requirement, edge computing
and cloud platforms are needed for smart healthcare systems.

Sr. No. Reference
1 [12]
2 [12][13]
3 [14]
4 [15]

Proposed a deep learning solution for healthcare platform
which automatically identify the type of food given to the
patient on the basis of disease and other attributes such as
age, gender, weight, calories, protein, fat, sodium, fiber, cho-
lesterol by implementing deep learning algorithms like RNN,
MLP, GRU, and LSTM.
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Monitoring and prediction systems in the health domain are
essential for saving lives mainly when patients are remotely
located. By using MSSO-ANFIS, an IoMT based healthcare
monitoring system for heart disease prediction is proposed
which presents higher values for precision, recall, F1-score,
and accuracy with the lowest values for classification error
when compared with the existing techniques.

The extended version of [oT is called IoMT in the healthcare
domain. In the current COVID-19 situation, IoMT is used to
create a medical platform to provide the proper healthcare at
home and remotely without any movement. The novel secu-
rity method is required to preserve the security of [oMT edge
networks.

Developed a CMMA for cluster head selection to give effec-
tive communication to sensors enabled devices of [oMT in
the health domain. This technique not only minimizes the en-
ergy utilization of edge computing-based [oMT systems but
also increases the network lifetime by uniformly distributes
cluster heads in the network.

In today’s situation, healthcare systems are digitized with in-
terconnecting of medical devices. Data integration, Privacy,
Security, Real-time processing Hardware implementation,
and design optimization issues are faced by the developer
while implementing IoT technology in the healthcare do-
main. JoMT systems play a vital role during this pandemic
time to track and trace the infected patients.

In the interconnected e-Health devices of the [oMT network,
trust management plays an essential role to provide a smooth
and reliable communication process. The trustworthy com-
munications among the devices is a tedious task to handle in
a large spread network but its control is based on fuzzy logic
named FTM-IoMT.

A web application named IoMT-SAF is based on novel onto-
logical to ensure security in the IoMT platform. IoMT-SAF
contains the assessment attributes list that covers the essen-
tial measures of security for the [oMT users to identify and
implement security on the basis of user requirements.

IoMT implementation helps in the identification of brain
tumors at an early stage. An association rule learner like
Partial Tree with advanced feature sets is adopted to detect
brain tumors.

Sr. No. Reference
3. [8]
6. [16] [7]
7 [17]
8. [18][19]
9. [20]
10. [5]
11. [21]
12. [22]

Proposed a privacy-preserving-based data collection and
analysis framework named P2DCA for IoMT applications. It
collects the data with mobile nodes from WMSNs which are
partitioned into multiple small clusters. Both data and loca-
tion coordinates of nodes are aggregated on cluster head to
hide data sources before share data with mobile nodes. The
cloud server performs the analysis with the help of CP-ANN
to differentiate the received video into the foreground and
background area to identify the moving objects after collect-
ing the data from the mobile nodes.
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Sr. No. Reference Study

13. [23] A smart healthcare system is proposed by using IoMT, Big
Data analytics, and by immerging ML algorithms. [oMT
technology is used to connect the wearable sensors, patients,
healthcare service providers through software and ICT.

14. [24] To predict the vertebral tumor in the early stage and for diag-
nosis treatment, HMRF is proposed. This technique is used
the IoMT platform with MRI images to identify the tumor.

15. [25] A reliable, dynamic, flexible, faster, and secure network is
needed for the [oMT platform. Paper presented the new Hy-
brid DL-driven SDN-enabled IoMT uncovering framework
which is highly usable, capable, and cost-effective.

16. [26] For the early detection and classification of malignant cells
in breast cancer, integrate the ML and Cl-based techniques in
E-Health care services on the IoMT platform. The identifica-
tion of malignant cells is accomplished by extracting shapes
and textured-based features. Well-known classification tech-
niques like SVM, NB, and RF are used to classify tumor cells
into malignant cells.

17. [27] New services in health sectors like remote sensing, assisting
of elder people from home, and E-Visit improve the patient’s
health and convenience by reducing the per-patient cost by
the utilization of IoMT. The study represents the main de-
fense mechanism for proving end-to-end privacy and security
by developing approaches that protect the patients from the
variety of cyber attacks and threats and also provide safe-
guards to the healthcare domain.

18. [28][29] Presented an IoMT enabled wearable device called iGLU 2.0
for continuous glucose monitoring for diabetic patients this
is based on the principle of optical detection. The device is
validated on pre-diabetic, diabetic, and healthy patients from
persons aged 17-80 years by using real healthcare data. iGLU
2.0 device has a great capability to provide self-care monitor-
ing solutions for smart healthcare.

19. [30] Introduced the new blockchain-enabled authentication proto-
col for IoMT platform called BAKMP-IoMT in the medical
field. This protocol provides secure data transfer management
between medical devices, personal servers, and cloud serv-
ers. Users can also easily access the healthcare data from the
cloud server in a secure way because whole healthcare data is
maintained by the cloud servers in the blockchain.

20. [317[32] Paper presented that the IoMT enabled devices to help to
monitor the elder’s people, by in the monitoring of elderly
creating digital medical records and generate the alert mes-
sage for caregivers and family members when IoMT devices
detect an unusual situation. The system also produces simple
and secure access toreal-time data.
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The integration of IoMT, cloud storage, and Blockchain tech-
nologies in the medical area is playing a vital role. It reduces
the cost, increase speed to access data, automation, remove
mediators, centralized data and also overcome the security
of data issue by implementing the latest encryptions method.
Introduced the new BC IoMT U6 HCS (BlockChain based
Internet of Medical Things for Uninterrupted, Ubiquitous,
User-friendly, Unflappable, Unblemished, Unlimited Health
Care Services) layered architecture.

IoMT and smart gadgets generated a large amount of data.
Drift is the major challenge in the process of the huge volume
of data streams. To solve this situation, the ERDDM method
is introduced for the detection of drifts in data streams gen-
erated by sensors and smart devices in the medical domain.
This method enhances the RDDM by minimizing the error
rate.

Introduced the MELINDIA architecture in the Intelligent
Surveillance System, by deployed in a smart building or in a
smart city with a number of cameras that generate vast valu-
able information. This architecture is used to produce useful
data from the raw data stream by reducing the dimensions of
data. It also achieves low latency by analyzing the data near
the sensors and also prevents the redundant of data by reusing
the data.

Presented an E-ADS with the utilization of fog-cloud archi-
tecture to locate and mitigate malicious activities in the [oMT
environment. It using two engines, like a traffic processing
engine and an intrusion detection engine.

Introduced the new real-time epileptic seizure detection mod-
el using the ordinary kriging method in an edge computing
paradigm.

IoMT technology is employed in the fast and safe detection
of leukemia with the utilization of cloud computing. Clinical
gadgets are connected with a network and the system pro-
vides real-time data for testing, diagnosis, and treatment of
leukemia. It saves the time and efforts of patients and health-
care professionals.

Sr. No. Reference
21. [33]
22. [34]
23. [35]
24, [36]
25. [37]
26. [38]
27. [39]

The proposed iLog model provides the monitoring systems
by analyzing the eating behavior of the user and differentiate
the behavior into stress eating or normal eating. This model
using the edge platform, a mobile and SBC platform. Foods
items are automatically detected and classified from the im-
ages and then compared with a stored database of nutrition
in Firebase.
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III. [oMT ARCHITECTURE

IoT is the new emerging technology that effectively works in
various domains. In healthcare sectors, [oT is adopted and use
for efficient diagnosis and treatment of health. Medical devices
are integrated with IoT technology for effective treatment and

diagnosis processes in the healthcare environment. Services
of ToT-based healthcare systems named IoMT are to assist
the monitoring of patient data, taking decisions in emergency,
reduce process cost, and increasing the facility in the medical
field [40]. Fig. 3 explains the ontology-based architecture of
IoMT.

Cloud Computing

Edge Computing
loT

D

A

3r

A

Patient is A
connected ¥ c 1"

with loT &

u

|

-

|

(0]

N

Ontology | 5 Knowledge

Engine Base
o = Integration
Process
Query
Analyzer

v —

Healthcare
Workers

Fig. 3: IoMT Architecture with Ontology

e Sensor Devices: This layer consists of physical sen-
sor devices such as medical equipment sensors based
used during all activities involved in treatment and
further assistance. All these equipment are capable
of communicating through RFID, EPC, ZigBee, 4G-
5@, Bluetooth, etc. for data transferring.

e FEdge Layer: Edge computing has an important
role in this architecture. After collecting informa-
tion from the sensors, it will be stored on the cloud
via the edge layer because the edge will reduce the
amount of data in motion. Edge computing reducing

the dependency on a remote centralized server. Due
to these healthcare workers would be able to have a
more agile and responsive health care system from
the IT network. Now health workers don’t need to
wait for their data to be sent to a central repository
for processing and then returned to their hospital for
use and patient treatment, which is a necessity for
this pandemic period.

e Storage Layer (Cloud): All reduced and preprocess
data will be stored in a related database on servers
located elsewhere. These servers are located on the
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cloud and to realize the vision of the usage of [oT in
medical services high-performance computing and
Big Data analytics will play an important role.

Ontology: During the pandemic time, fast and pre-
cise knowledge has an effective role in the manage-
ment. Any kind of delay and imprecise knowledge
may lead to a poor decision and detrimental action,
resulting in increased mortality ratio as well as in-
tensification. Ontology-based systems offer the ad-
vantage of flexibility and semantic interoperability
for knowledge sharing in such conditions. Ontology
is the framework for representing shareable and re-
usable knowledge across a domain. And due to this
ontology have a great opportunity for performing
productivity result in this pandemic time. At the

time creating ontology following phase is needed in
the required area.

IV. UtiLizAaTION OF 10T DURING COVID-19
PANDEMIC

During this pandemic time, countries of the world are
integrating their all resources and try to use the new technologies
to minimize the effect of COVID-19. In this situation, AI and
IoT technologies are used to stop the spread of the virus and
also control the infection in real-time. In the present situation,
healthcare technologies have pushed themselves to innovate
new technologies which become more useful to handle that
situation. The IoT technology plays anessential role to stop the
spread of coronavirus and also assists healthcare workers in the
treatment of patients. The major application of IoT during the
COVID-19 pandemic is as follows [11][10]:

Sr. Application Description
No.

1 Virtual consultation Patients get a consultation from health care workers remotely with the help of con-
nected devices.

2 | Internet-connected hospital The whole hospital premises with the implementation of IoT devices become the
integrated network to support the COVID-19 pandemic.

3 | Inform the concerned medical staff | With the accomplishment of an integrated network, the patients and health workers
during emergency easily communicate in less time and an effective manner.

4 | Rapid screening of COVID-19 The proper diagnosis is implemented with smart integrated treatment devices. With

this technology, the overall screening process becomes very fast.

5 | Treatment of COVID-19 become | Patients get the benefit without any partiality.
transparent

6 | Treatment process becomes auto- | With the help of this technology, treatment process selection become more produc-
mated tive and assists to easily handle the cases due to automation.

7 | The smartphone app and smart trac- | Numbers of authentic applications are available on the digital platform. An applica-
ing of an infected person through | tion is easily installed on Smartphone and makes the identification process of an
wireless healthcare network infected person smoother and fruitful.

8 | Real-time update With the interconnectivity of devices through the internet, real-time data will be

shared and help to decide on that basis and cases can handle accurately.

9 | Accurate forecasting of virus Based on available data reports, predict the situation of things in the coming time
with the help of some statistical method. It is also used in the proper decision-mak-
ing process and also guides the governments, health workers, etc to plan for a better
working environment.

10 | Track quarantine The critical step to control the spread of COVID-19 is effectively quarantined by the
infected person. But it is easier to say than implementation. IoT and GPS enabled
applications are used to track the movement of an infected person and also help to
take the necessary actions to restrict the movement of such a person [41] [42].

11 | Cleaning and disinfecting Cleaning, sanitizing, and disinfecting of medical facilities and all around are es-
sential and also destroy the infectious nature of the COVID-19 virus. To accom-
plished this task, self-driving robots are used which develop by several companies
like TMiRob, UVD, and Xenex Disinfection Services. These robots are disinfecting
the surfaces with high-intensity UV light and kill the virus by destroying their DNA.
Robots are Wi-Fi based and easily controlled by apps [42].

12 | Reducing in-home infections With the increase of awareness among the people, they avoid touching the surfaces

like doorknobs, switches, etc, instead of it, people use the IoT enabled devices like
speakers, security system to open the doors and switch on the light [42].
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V. VARIOUS ISSUES AND FUTURE SCOPE OF THE
STUDY

IoT technology has an essential role in the medical field but
it faces a number of challenges that are listed below in Fig. 4.

md Data Security & Privacy

* [oT devices received and transmit real-time data which is unique and

But with these challenges, IoT technology is mostly used in
this domain. In the future, IoT implementation and usage
become more useful. Data storage in acceptable format and
management of data are should be targeted in future work with
the development of cost-effective and affordable applications.

crucial from the patient's points of view. Most of the IoT devices have a
lack of data protocols and standards. Due to this data of both patients and
doctors are easily hacked by hackers. Cybercriminal can misuse the
patient's data tocreate fake descriptions to purchase drugs as well as
equipment of medical and also used to claim the insurance on patient's
name.

=== Integration of Multiple Devices & Protocols

* In IoT technology number of devices is connected with each other. The

data aggregation process becomes complicated and faces a number of
obstacles due to differences in their communication protocols. The
implementation process of IoT in the healthcare domain becomes slow
and reduce the scope of scalability due to different standards and
protocols of IoT devices.

Data Overload & Accuracy in the Decision-Making Process
» Aggregation of collected data from different devices is become a difficult

process due to different communication protocols and standards. Lots of
data is collected from the IoT devices which are used in the decision-
making process. This lots of data become extremely difficult to handle by
the doctors which affect the decision making quality. IoT devices have
use sensors to collect data and each device has different format to collect

and store data.

Cost

common man.

* The initial cost to implement IoT technology is very high. Healthcare
facilities implemented by IoT technology is not affordable by the

Fig. 4: Various Issues Faced by IoT during the Implementation in Health Domain [43] [44] [45]

VI. CONCLUSION

The internet has changed our day-to-day activities and also
modified the way of living. Now worldwide, the health domain
has recognized the significance of ICTs in the functioning of
healthcare. IoT technology makes our living easier and pleasant
with virtual interactions. The innovative use of IoT in the
healthcare sector not only brings benefits to doctors, nurses, and
administrative staff of the hospital as well as patients during this
COVID-19 pandemic. During this pandemic time, only social
distancing and precautions. IoT devices help to maintain social
distancing and help in the battle with COVID-19. In this paper;

we studied the influence of 10T in the health sector and act as
the Internet of Medical Things (IoMT) because all the medical
devices are connected with each other with the internet. Things
are more and more integrated within the human body and they
will communicate with healthcare and emergency services. We
also represent the ontology-based architecture of IoMT. This
technology plays a vital role in the health domain but it also
faces challenges like accessing heterogenecous IoT data in the
real environment and also creates the storage of a huge amount
of [oT data accessing. We believe that [oT will greatly influence
the health domain in the coming years by providing powerful
applications.
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Abstract: The procreation of IoT (Internet of Things),
mobile internet and the attainment of cloud computing
services have innovated a new computing archetype, known
as edge computing. According to the International Data
Corporation (IDC) forecast, worldwide data will reach about
180 zettabytes (ZB) and out of which 70% of data generated
by IoT devices will be processed on the edge of the network
by 2025. IDC also forecasts the IoT devices connected to
reach 150 billion by 2025. Edge computing has the ability
to deal with the huge volume of data and to handle the
requirement of response time, data handling, bandwidth cost
saving, along with privacy and data security. Edge computing
enables low latency, mobility, and real-time data processing
at a very faster pace. This paper is meant to introduce with
the notion of edge computing, the three-level architecture
of the edge model with the detailed difference between the
edge computing model and the traditional cloud model.
The various edge models that enable processing at the edge
includes mobile edge computing, fog computing and cloudlet
computing. Possessing the various advantages and models,
edge computing still suffers from various security challenges.
The paper concludes stating the security challenges that edge
computing still need to focus upon.

Keywords: Cloud architecture, Cloud computing, Edge
computing, IoT.

[. INTRODUCTION

Edge Computing is the networking philosophy which mainly
focuses on bringing the computing power as closest as possible
to the source of data which will enable fast processing with
low latency and bandwidth utilization. It is the “Distributed
Computing” epitome that conveys the computation power
and data storage nearer to the user location [1]. It has been
gathered and required, thus preventing the time delay taken in
to communicate with the server or cloud, and hence it improves
response time and saves bandwidth. Edge can be defined as any

network or computational resources in-between the source of
data and the cloud data center. The edge is generally located one
hop (network segment) away from the associated end devices,
which are the source of data generated [2]. Due to the nearby
availability of the computing power, it is idyllic for low-latency
offload infrastructure which supports evolving applications
in augmented reality, public safety, connected vehicles,
autonomous driving, smart manufacturing, and healthcare.

Edge Computing is combination of numerous technologies,
including Cloud Computing, IoT and Grid Computing. Edge
Computing reduces the latency time and enhances the quality
of service for the real-time processing tasks, including data
processing, video processing, artificial intelligence, and time-
sensitive. The edge undergoes two-way computing stream- one
is upstream “from devices to the cloud” and other is downstream
“from the cloud to devices” [2]. Edge has ability to execute
the computation offloading, data storing, caching, processing,
and also distributes the requests and delivers the services from
cloud to the user, which enables edge to act in the real-time
data processing. The devices do not restrict request services
and content only, but also can perform computing task from the
cloud which is possible in edge computing.

A vital part of edge computing is the network edge. Network
edge is where the devices, or the local network containing the
device, communicate with the internet. The important takeaway
is that the network’s edge is geographically close to the device,
unlike cloud servers, which might be far away from the source.

l) ata
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Fig. 1: Edge Computing
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Edge computing has been emerging out as a new approach
towards the network architecture with aim to reduce the
drawbacks of the traditional cloud computing architecture. The
growth of the edge, the volume of the usage has been gradually
increased since 2010 and has a major impact in the technology
since 2016.

II. LITERATURE REVIEW

This section of paper includes various comparisons of the
different technologies, like IoT, edge, cloud computing. In
the research paper [3], the trends of edge computing, cloud
computing, fog computing and Internet of Things is analyzed
on basis of scientific study. It concluded that it might be difficult
to fully understand the main differences and similarities among
the technology paradigms.

Another research paper [4], compared the edge and cloud
computing keeping in mind the performance, data filtering,
etc. and concluded that the both paradigms are likely to follow
the hybrid approach and complement to each other, and
suggested the real-time future study needed in the industries
like manufacturing, mining, transportation to detect anomalies
and send alerts.

Also, the research paper [5] made a comparison among the fog
computing, cloudlet, and mobile-edge computing on theoretical
model consists of node devices, context awareness, access
mechanisms, etc., concluding that these have a different set of
characteristics which set them apart from each other, but lacks
standardization.

III. THREE-LEVEL EDGE COMPUTING MODEL

The three level edge computing model entails the cloud, edge
and the IoT. The first level is IoT (Internet of Things) [6],
which includes the end devices, like sensors, drones, mobile
phones, smart watches connected in health area, smart homes,
industrial internet, etc. The second level is the edge [7], which
is connected to the first level using various protocols. For
example, drones can be connected with 4G/LTE, and sensors
can communicate with home Wi-Fi, whereas the smart watch
and health devices can communicate via mobile internet. The
edge here processes the data and then accordingly save it in the
cloud or sends the processed data back to the user. It is capable
of storing and computing the data at its end without sending and
receiving from the cloud. The edge actually acts as an interface
to connect the devices with the cloud with power to process data
[8]. For the complex task, it utilizes large computing and data
storage capabilities of the cloud. The third level is the cloud
which is accountable for offering services to store, process, and
analyze data.

CLOUD
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Fig. 2: Three-Level Architecture Model of Edge Computing
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IV. EDGE vs. CLouD

When the two terms are compared, the main difference arises
over the data processing techniques. In cloud computing
architecture, all the data captured and generated by the existing
IoTs are processed in the cloud by the series centralized
servers. While edge computing differs in way as it follows
the phenomena of moving processes away from the cloud and
bring them near to the end devices, which are closer to the
source of origin. By now in 2020 about 45% of the worldwide
data which is stored and managed in the network’s edge [9].
The major drawback that the cloud faces over the edge is the
amount of data processed per second is not passably supported
by the cloud. Other than the issue of latency, the cloud faces the
issues of wastage of resources as well. Also, when data is piled
up and transferred to the cloud, it overloads the network and
results in latency and high bandwidth usage. It rises challenges
for the cloud-based data processing system. In the case of edge
computing, the device nodes process out the data and utilize the
underlying hardware of the device only, which does make use
of all available resources without need of extra ones [10]. Edge
Computing not only helps in minimizing the data dependency
over the app or any service, but also helps in speeding up of the
processing. The various different features amidedge computing
and traditional cloud computing are given in Table I.

Since, edge computing is still in the growing period, whereas
the cloud environment is a developed one. The theoretical
comparative study provides the blurry differences among
both the environments, due to which it becomes a bit difficult to
get a concrete picture of both paradigms. Both the technologies
are complementary to each other, instead of the substitution.
One is supporting other and similarly getting the benefits out
of it.
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TABLE I: COMPARISON BETWEEN EDGE COMPUTING AND CLOUD COMPUTING

Features

Edge Computing

Cloud Computing

Latency

Highly decrease latency as the processing power is
near to the source of data.

Highly increased latency as the cloud is situ-
ated at far from the source of data.

Computational capacity

Medium to low

High

Overloading

Prevents overloading of network and data center.

The resources might overload due to transfer
of vast amount of data at a time.

Size and operation mode

It is smaller in size and placed over many locations.

Servers are very large in size and centralized.

Real-time data process-
ing

Capable in processing real-time data more efficiently
than cloud.

It can a longer time to process data in real-
time.

gramming, having different runtime.

Security It demands a robust security plan that includes ad- | It demands a less robust security plan.
vanced authentication methods, and proactive tack-
ling attacks.

Programming Different multiple platforms can be used for pro- | It is made of one target platform and uses

single programming language, which is best
suited in cloud.

Suitable application

Suitable for operations with intense latency concerns.

Suitable for projects which deals with massive
data storage.

Data handling

It has limited capacity, and cannot handle huge set

It is efficient enough to store and process enor-

of data.

mous amount of data.

munication overhead from edge gateway.

Fronthaul/backhaul com- | Low, since devices can get cached content directly | High, since devices need to be connected to

internet throughout entire duration.

Deployment
planning.

Leeway of ad-hoc deployment with no or minimal | Require complicated deployment planning.

V. TYPES OF EDGE COMPUTING ENVIRONMENT

Edge offers a lithe, decentralized architecture which ensures
that everything is processed in the end device itself. There are
mainly two types of edge computing model:

e Cloud Edge: In case of cloud edge, the public cloud
is protracted to a series of point-of-presence (PoP)
location.

e Device Edge: In device edge, the applications run
on the local existing hardware.

The major difference that exists between them is that the cloud
edge is stretched form of the traditional cloud, where the cloud
provider is responsible for operation and maintenance of the
whole model, while device edge exists primarily within the
hardware, which enables real-time processing of data at the end
devices which is very fast and accurate.

Edge computing employs three technologies:

e Fog Computing: Cisco has introduced the term of
fog computing in 2012 and described it as a highly
simulated computing environment for the migration
of cloud computing data center’s task to network

edge devices [11]. The fog computing and edge
computing techniques has many similarities, while
it mainly focuses more on augmenting communica-
tion at the infrastructure level. The action involves
machine-to-machine (M2M) communication or
human-computer interaction (HCI). Edge comput-
ing pays attention to the computing requirements
and network demand for both the end devices and
infrastructure [12], which includes the association-
between the end devices, edge and the cloud.

e Mobile Edge Computing (MEG): 1t is network ar-

chitecture that supports the potentials of cloud
computing and an IT provision environment at the
users’ cellular network. It mainly focuses on run-
ning services and executing processing tasks on the
customers’ cellular device, which reduces conges-
tion and application performs better [13]. MEC un-
derlines the foundation between the edge servers,
cloud servers and among various edge devices to
perform computing tasks, which are similar to the
architecture, and regarded as an important role of
edge computing.
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e Cloudlet Computing: Cloudlet computing majorly
focus on supporting resource-intensive and interac-
tive mobile-device application by offering powerful
computing resources to mobile devices [14]. It is a
structural element that extends current cloud com-
puting infrastructure by enabling mobility-enhanced
minimal cloud datacenter for offloading of data that
is located at the edge of network.

The three models are contributing in the development of edge
computing on the various domains of the society [14], with a
single motive to bring the computational power at the every
smallest IoT devices which are in daily and regular use by the
people.

VI. EDGE SECURITY CHALLENGES

Due to diverse benefits and features of edge computing, like
heterogeneous distributed architecture, support of massive data
processing, aided parallel computing, associated low latency,
location-awareness, mobile support, but the traditional data
security methods [15], and privacy-safeguarding mechanism
are no longer suitable for protecting massive data in edge
computing. 76% of risk specialists think IoT leaves them at risk
of cyber-attacks [16]. 10T, being most vulnerable possess risk
to the edge as well. The data security and privacy-safeguarding
mechanisms in edge computing technique mainly challenged
by the following new challenges:

e Lightweight and Fine-Grained: The new necessi-
ties for lightweight data encryption and decryption
methods and the fine-grained data sharing based on
multiple authorized parties in edge computing.

e Distributed Identity and Access Control: Multi-
sourced assorted data distribution control and se-
cure the data management issues in distributed
computing.

e Resource-Constrained Devices: Security challenges
that exists between the large-scale edge-based ser-
vices and resource-constrained edge devices.

e FEfficient Privacy-Preserving: There are continually
growing demand of effective and efficient privacy-
preserving mechanisms for number of edge services
and edge computing model associated with IoT.

The various security challenges associated with the edge are the
only key factors that are restricting the companies and the users
from using loT resources. Once these challenges are addressed
properly, then it may be possible that [oTs are mostly used and
enhancing the processing power of the traditional cloud and
lead to the edge’s development with a faster pace.

VII. FUTURE WORK

In this new era of computing, every electrical equipment is
integrated with IoTs and sensors with more advanced features
of artificial intelligence [17]. Edge computing clearly proposes
anumber of benefits that cannot be easily achieved in traditional
cloud computing, but also outsides a lot of technical and non-
technical challenges as mentioned previously. The current study
lacks the standardization in terms of the actual implementation
of edge computing. The algorithm and software contrivance
of the edge and IoT requires collective control of cloudlets.
The features mentioned in comparison could be taken towards
the analytical observation by implementing both in required
scenario. On the technical side, the quantitative data can be
collected and compared by analyzing the various factors, like
performance, latency, data accuracy & loss, amount of data
storage & processing capability, level of data security offered,
deployment complications, expense occurrence of both the edge
and traditional cloud computing environment. The analytical
comparative study could help identify the technology being
more useful and effective, providing maximum benefit out of it.

For the collection of such data, edge computing and cloud
computing services can be implemented in different scenarios.
For example, the application of both the technologies can be
implemented on the healthcare department, where data and
readings are very critical. Also, the use of edge devices is
growing immensely in the sector. In such case, it will become
easier to calculate the efficiency and better productivity out
of both technologies. The one with less latency, less data
loss, more accuracy, better productivity and other factors can
determine the best implementation among the both and would
be more clear on the feature and implementation of edge nodes.

Another imperative area of study will be the improvement of
contrivances which can compensate for the weaker perimeter
security of the IoT and cloudlets, as compared to the traditional
cloud computing environment.

VIII. CONCLUSION

Edge computing with its advanced features associated with [oT,
smart & mobile connected devices, etc. are bringing processing
power as close as possible to the end devices, which is enabling
low latency, real-time processing, enhancing mobility, quality
of service, and acting as a thin line between the cloud and the
devices tier [18]. The various models enabling edge computing
on the three level architecture simplifies the edge impleme-
ntation and processing. Edge differs from the traditional cloud
in terms of mobility, and distributed architecture. Although
edge provides the advantages, but the flaws that confines the
cloud computing model currently remain as the lead of the
generated data that continues to increase. The technology of
edge computing still need development and further studies
which could help in making a clear line to differentiate among
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the effectiveness of the cloud and edge computing paradigm, as
the current study lacks the calibration of one technology over
the other on the specific implementation field. The orchestration
of edge services become more challenging as edge node can be
mobile and rapid changes can cause connectivity failure and
bandwidth fluctuation.
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(3]

(6]
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Abstract: EC2 provides cloud services through several
regions and availability zones. Spot instances are offered
by Amazon EC2 through spot pricing. Amazon launched it
simplified spot pricing model at Reinvent: 2017. The prices
change less frequently now and are more predictable. To
ensure availability, spot instances can be acquired from
diversified locations. The biggest concern to the user is the
identification of regions and availability zones to choose
for optimizing cost and maximizing availability. The study
attempts to find similarity in cost per instance among different
EC2 locations according to Ward’s Hierarchical Clustering
Algorithm. The analysis uses past 60 days history traces from
last week of September to November 2019 of four different
compute instance types across all Amazon EC2 regions and
availability zones. Results suggest a significant amount of
similarity in terms of cost of instance in spot pricing across
different locations. This raises user’s confidence in adopting
spot market.

Keywords: Amazon EC2 regions, Availability zones, Hier-
archical clustering, Spot instances.

I. INTRODUCTION

Cloud computing delivers different types of services in terms
of resource capacities, irrespective of their physical location.
These services are governed by an important agreement called
Service Level Agreements. This agreement governs both the
parties including cloud computing service provider and cloud
end user at different pricing models. Amazon Web Services
spot instances, Microsoft Azure’s low-priority virtual machines
and Google Cloud Engine offer pre-emptible virtual machines
without any availability guarantee.

Amazon Elastic Compute Cloud (EC2) offers three different
pricing models, namely Reserved Pricing, On-demand Pricing
and Spot Pricing. Customers find spot pricing attractive as spot
instances are offered at a very cheap price. Excess computing

capacity is sold by Amazon as spot instances. Spot instances are
offered by Amazon EC2 through spot pricing at a substantially
low price without any availability guarantee, as spot instances
can be interrupted by the cloud service provider at any time.

Amazon provides Infrastructure as a Service (IaaS) from
various diversified locations comprising several regions and
availability zones. The entire spot pricing model is built around
bidding on excess resources at deep cost savings for executing
a varied workload in a specified region and availability zone.

Earlier spot prices spiked higher than the on-demand price
multiple times a day on every weekday. Spot prices were non
uniformly distributed and exhibited seasonal nature. There
were price variations up to 77% during different weekdays and
hours [1].

In November 2017, Amazon simplified its spot pricing policy
[2]. Spot prices are now stable and have lower volatility.
After the change, spot prices hover between a small range
without much volatility. The new spot instance market features
significantly more stable with far fewer price events and longer
times between price events. They are now predictable for longer
period of time with lesser price events. The seasonal nature
of the spot market has changed. The prices in the new model
are updated far less frequently and are uniformly distributed
throughout the week.

Amazon has also changed its spot instance termination policy.
Spot instance market price is dynamically decided by Amazon
and does not depend on the user submitted bids. With the new
spot pricing model, when the demand exceeds the capacity,
the price remains relatively the same, but some instances are
reclaimed automatically by Amazon EC2, not for price, but
for the capacity-oversubscribed. Spot instances can now be
terminated when there is an increase in demand or decrease in
supply due to more demand of reliable on-demand instances.
Instances cannot be purchased at the published price because
that does not reflect the actual supply and demand curve for
the excessive resources. However, in order to control costs,
maximum spot price can be set by the users depending upon
their budget and time of executing jobs on spot instances.
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In order to address this, Amazon provides a 2 minute termination
notice. Depending on the needs, user can specify whether they
want to hibernate, stop, or terminate spot instances when they
are interrupted during the notice period [3]. Spot instances with
bid prices higher than market price may be terminated as well.
Bidding higher prices no more guarantees higher reliability or
execution duration. Users can no longer control termination.
Users no more bid exorbitantly for the spot instances i.e., even
more than the on-demand prices when prices are jumping
highly. Instead, they pay the current spot price. Users no more
now get free lunch also which was earlier utilized for executing
small jobs of duration less than one hour at no cost.

New spot pricing policy degrades the reliability of spot
instances as well as it excludes the use of spot price prediction
techniques. With the new pricing model, we have essentially
traded one problem for another: predictability of getting and
keeping an instance for the predictability of price. With the new
spot pricing it has become much easier to get started with as the
prices are now steady and there are fewer price adjustments
than earlier. Also Hibernation feature introduced with the new
spot pricing policy prevents data loss and makes execution of
high performance computing jobs much easier. The new pricing
policy has led to generally higher prices [4].

With this new spot pricing model, a couple of counter-intuitive
things can and do occur:

e Bidding for spot instances at the current price does not
result in acquiring an instance.

e An existing instance may be reclaimed even though the
bid price was higher than the current price.

With the introduction of new spot pricing model, spot
instances are suitable for executing applications such as
high performance computing jobs, short-span workloads,
development environments, large scale simulations such as
IPL-like traffic pattern required by research community, high
concurrency events, financial modelling and analysis, big data
analytics, paid web services, distributed applications, testing
and developing, web scraping and many others that do not
require Reserved Instances. For use cases such as scientific
research and computing, high concurrency events, large scale
simulations where cost is an important aspect, there is a great
amount of flexibility required for the adoption of spot instances.
Finance folks are interested in same number of servers at
lesser cost and developers are interested in same cost but
more performance. To optimize cost and reduce the impact
of spot instance volatility, customers can execute their jobs at
diversified locations across multiple regions and availability
zones. For acquiring spot instances at diversified locations and
building spot price aware scheduling algorithms, the biggest
concern to the user is the identification of regions/availability
zones to choose to optimize cost and availability.

The objective of this study is to help developers design high
availability solutions with failover at low cost using spot
instances for applications that have significantly long execution
time. The study identifies EC2 locations that have most similar

hourly spot price variations to reduce the impact of volatility.
By computing similarity between hourly spot prices of several
compute instance types across different locations, this work
illustrates the locations that have most similar price changes.
We find that prices across availability zones within a region
i.e., availability zones and prices in some regions also are very
similar.

With the earlier spot pricing policy, spot instances were only
suitable for execution of short jobs due to highly volatile nature
of spot instances. We study new spot pricing policy across
16 different Amazon EC2 regions and 64 availability zones
to design high availability solutions with failover using spot
prices for long running sudden tasks at a low cost.

The rest of this paper is structured as follows. Section II of
this paper examines related work. Section III examines the
spot history data, Amazon infrastructure and different compute
instances. Section IV focuses of Hierarchical Clustering
technique used in this paper. Section V shows hierarchical
clustering results of our analysis. Section VI will perform
discussions on our results to glean any interesting insights.
Finally Section VII will summarise and give our overall
conclusions.

II. RELATED WORK

Very few works are based on this new spot pricing model.
Although there are several papers published since the new
spot pricing model was introduced, most of them analyze spot
history traces before 2017. The extensive work done earlier is
now no longer applicable as spot price dynamics have changed
significantly. Very few authors study new spot pricing model.
We discuss all papers based on the old and new spot pricing
model in the related work.

Prior to November 2017, it was believed that spot prices were
market driven, but actually it was not so. Very high peaks which
correspond to spot prices much higher than on-demand prices
were observed. An unreliable instance cannot be acquired
by any user by bidding at bid price higher than on-demand
price. According to [5] there must be some hidden underlying
mechanism governing spot price by Amazon EC2. When the
spot prices were low during off-peak hours/off-peak days, spot
instances were suitable for executing small and medium sized
jobs of length 4 to 12 hours while optimizing execution cost.
With frequent price changes, acquiring spot instances required
forecasting spot prices, determining bidding strategy suitable for
the job type, integration of check-pointing and fault-tolerance
policies to complete job execution before the deadline. Much
work has been done in these areas to optimize cost, reduce
execution time and increase reliability of spot instances.

Authors of [6] model spot instance lifetime using a Markov
Chain. [7] employ normal approximation to model the spot price
distribution. [8] assume spot prices are normally distributed
and focus on achieving availability. [9] make use of discrete
semi-Markovian chain to model the spot price variations. [10]
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perform analysis of spot price predictability. [11] make use
of predictive model based on artificial neural networks. [5]
perform reverse engineering on how prices are set. [12] show
that Gaussian distribution shows better fit. Authors perform
statistical analysis of spot instances using a mixture of Gaussian
distribution to model inter-price time of each spot instance and
determine the time correlation in terms of hour-in-day and
day-of-week. Authors of [13] use Gradient Descent algorithm
to predict one-day-ahead and one-week-ahead spot prices.
Authors of [14] make use of several moving average statistical
methods to predict the next hour spot prices. [15] use Random
Regression Forest to predict one-day and one-week-ahead spot
prices.

Authors of [16] study Amazon EC2 new spot pricing policy.
Authors study spot prices in 4 different regions and conclude
that location plays a critical role in spot instance pricing. Spot
prices still differ depending on the granularity of that location
i.e., AWS region and availability zone. According to [17] with
the new spot pricing policy, frequency of price events has
reduced substantially. Hourly and weekly price trends have
also normalized. According to [4] since November 2017, when
market driven pricing policy changed to retail pricing policy,
spot prices are continually increasing.

However, some recent works in cloud computing are also
based on security issues in adopting cloud computing, Big
Data security and improving performance. Authors of [18]
discuss various security issues and challenges associated with
Cloud computing environment and current solution space.
Authors of [19] choose optimized service broker routing
policy based on different parameters to increase the overall
performance of the cloud computing systems. Authors of [20]
use cloud computing to operate with the Big Data to establish
an architecture relaying on the security of the network in
order to improve the security issues. Authors of [21] improve
the multi-user data sharing mechanism in hybrid cloud using
public cloud’s cost savings and elasticity with the private
cloud’s security and customisation. Authors of [22] propose an
efficient algorithm for advanced scalable Media-based Smart
Big Data (3D, Ultra HD) on Intelligent Cloud Computing
systems.

III. SpoT HISTORY DATA

The study involves 60 days spot price traces beginning from
24-09-2019 to 23-11-2019. Spot prices history traces were
obtained using AWS Command Line Interface from AWS
website directly and stored in csv file.

TABLE I: AMAZON EC2 REGIONS, AVAILABILITY ZONES AND INSTANCE TYPES USED FOR STUDY

Region Asia Pacific 10 eu-west-2 (London)
1 ap-northeast-1 (Tokyo) AZ26 eu-west-2a
AZ0 ap-northeast- la AZ27 eu-west-2b
AZ1 ap-northeast- 1c AZ28 eu-west-2¢
AZ2 ap-northeast- 1d 11 eu-west-3 (Paris)
2 ap-northeast-2 (Seoul) AZ29 eu-west-3a
AZ3 ap-northeast- 2a AZ30 eu-west-3b
AZ4 ap-northeast- 2b AZ31 eu-west-3¢
AZ5 ap-northeast- 2¢ Region South America
3 ap-south-1 (Mumbai) 12 sa-east-1 (Sao Paulo)
AZ6 ap-south-la AZ32 sa-east-la
AZ7 ap-south-1b AZ33 sa-east-1b
AZ8 ap-south-1c AZ34 sa-east-1c
4 ap-southeast-1 (Singapore) Region US-East
AZ9 ap-southeast-la 13 us-east-1(N. Virginia)
AZ10 ap-southeast-1b AZ35 us-east-la
AZ11 ap-southeast-1c AZ36 us-east-1b
5 ap-southeast-2 (Sydney) AZ37 us-east-1c
AZ12 ap-southeast-2a AZ38 us-east-1d
AZ13 ap-southeast-2a AZ39 us-east-1f
AZ14 ap-southeast-2¢ 14 us-east-2 (Ohio)
Region Canada AZ40 us-cast-2a
6 ca-central-1 (Central) AZA1 us-east-2b




Amazon EC2 Locations for Spot Pricing - A Hierarchical Clustering Approach 21

AZ15 ca-central-la AZ42 us-east-2¢
AZ16 ca-central-1b Region US-West
Region EU 15 us-west-1 (Oregaon)
7 eu-central-1 (Frankfurt) AZ43 us-west-la
AZ17 eu-central-1a AZ44 us-west-1c
AZ18 eu-central-1b 16 us-west-2 (N. California)
AZ19 eu-central-1c AZ45 us-west-2a
8 eu-north-1 (Stockholm) AZ46 us-west-2b
AZ20 eu-north-1a AZ47 us-west-2¢
AZ21 eu-north-1b AZ48 us-west-2d
AZ22 eu-north-1c Instance Types
9 eu-west-1 (Ireland) 1 c5.2xlarge
AZ23 eu-west-1a 2 c5.4xlarge
AZ24 eu-west-1b 3 c5.9xlarge
AZ25 eu-west-1c 4 c5.18xlarge

Spot prices history consists of spot prices from 16 Amazon
EC2 regions shown as bold and numbered, consisting of 49
availability zones numbered AZO to AZ48 and 4 compute
instance types, namely c5.2xlarge, c5.4xlarge, c5.9xlarge and
c5.18xlarge as shown in Table I. Spot instances in availability
zone sa-cast-1b started on 16-10-2019. As spot price are more
predictable and change less frequently in the new spot pricing
model, the study considers same spot price for sa-east-1b
availability zone for time period beginning from 24-09-2019
to 15-10-2019. The study uses python 3.7.3 to implement
hierarchical clustering using Ward’s Method by importing
scipy.cluster.hierarchy module.

IV. METHODOLOGY

A. Hierarchical Cluster Analysis

Cluster analysis is a statistical method that refers to the methods
used to group different data objects into groups (clusters) based
on similarity/dissimilarity among the data such that the intra-
cluster similarity is high and inter-cluster similarity is low. The
resulting partitioning into different sub classes reveals internal
structures if any, and aids in improving our understanding of
the data. Hierarchical clustering begins by considering each
point as an individual cluster and at each step; clusters that
are similar to each other are merged. Similarity at each step
is determined based on the proximity metrics of the clusters.
Split and merge process of the clusters is recorded in a tree
like structure called Dendrogram. In Spot Pricing, hierarchical
clustering is used to identify distinct groups of potential regions
and availability zones so that, for example, bidding decision
can be appropriately targeted.

B. Hierarchical Agglomerative Methods

1) Single Linkage

Single Linkage finds distance between closest clusters. Distance
between two clusters x and y is given as:
Sx Sy

DGxy) = ) > Min{d (x 7)) (M)

i=1 j=1

where, S, and S, denote cluster sizes. Proximity between two
clusters is the proximity between their two closest objects [23].
Cluster merging of the two closest clusters takes place in each
step. The method produces clusters of irregular shapes. We
avoid single linkage for spot pricing cluster analysis as it does
not take into account cluster structure and results in forming
long chains of the data. Single Linkage can sometimes form
clusters with objects in different cluster when objects in other
cluster are nearer than to the objects within its own cluster. The
edges in the clusters start connecting and very soon all the data
falls into one cluster. We need to avoid this and find different
clusters.

2) Complete Linkage

Complete Linkage defines distances as the maximum instance

distance over all possible pairs in two given clusters [24], which

is a non local measure. Complete linkage has the opposite effect

of single linkage. It can keep similar objects in separate clusters.
Sx Sy

D@xy) = ) > Max(d (x, 7)) 2)

i=1j=1
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Complete Linkage finds distance between the farthest elements
in the clusters. It forces well balanced, tighter spherical clusters
than single linkage with consistent diameter i.e., equal size and
also does not take into account cluster structure. This method is
suitable for compact regular clusters. It is extremely sensitive
to outliers.

3) Average Linkage Method

Average linkage method is a compromise between nearest
neighbor distance computation of Single linkage and farthest
neighbor computation of complete linkage method [25]. It
tends to maximize the coherency of the joined clusters. This
approach to calculate dissimilarity between two clusters takes
all observations from each groups, computes their dissimilarity
and calculates the average of the dissimilarity [26]. As all
instance distances influence the distance calculation, this
algorithm is robust towards outliers than complete linkage. It
forms uniform sized, convex shaped clusters. It can also break
large sized clusters into smaller ones.
Sx Sy

Sx.lsy Z Z d (xi, 1) 3)

i=1j=1

D(x,y) =

Mathematically, similarity can be written as:
sim(Cl,CZ)=ZD(x,y)/|C1|x|C2| 4
where, C1&C2 are clusters and x; € C1& x; € C2.

4) Ward's Method

This approach of calculating the similarity between two
clusters is an alternative approach to single linkage clustering.
It is robust against outliers but biased towards formation of
spherical clusters. It is computationally expensive but performs
fewer computations. The clusters formed are of fairly equal
size, are less than optimal clusters [27]. At each step Ward’s
method joins the two clusters to make one cluster that minimizes
variance measured by Sum of Squared Error (SSE) at each step.
SSE is a measure of the distance between a cluster’s instance
attribute value and the cluster mean value. Instead of looking at
the diameter of the result, it looks for the deviation of the result.
It then merges the results with the smallest deviation.

Sx Sy
SSE = )" Xy = ¥iP s)
U
D(x,y) = SSE(x,y) — (SSE(x) + SSE(y)) (6)
14
sim(C1,C2) = Z (D y)?)/Ic1] % |c2 )

1
where, p=61 days for which spot prices were collected in this
study, number of points to be merged into clusters is 49 which

refer to the different availability zones and C1 & C2 are clusters
and x; € C1 & x; € C2. Hierarchical clustering performed for
spot pricing uses Ward’s method for calculating similarity
between two clusters. For spot pricing cluster analysis, our basic
requirement is that the price variations within a cluster should
beminimum. This would help in identifying EC2 locations that
have similar spot prices with minimum spot price variations.
Similarity is calculated by finding the sum of the squared
distances between any two points. Hierarchical clustering
algorithm extracts data from spot history traces. Dendrograms
are used to represent cluster merging process.

e On the x axis there are labels that specify indices of price
traces in data.

e On the y axis we see the distances (of the “Ward’ method).

V. HiERARCHICAL CLUSTERING RESULTS

After performing Hierarchical clustering using Ward’s method,
we show dendrograms of spot prices for four different compute
instance types as mentioned in Table I to illustrate which clusters
join at each level and the distance between clusters formation.
Cluster formation is done using Ward’s method based on the
spot pricing history traces of 4 compute instance types in all
49 availability zones. When there is a large difference in the
distance as calculated using between clusters at subsequent
levels, it suggests that at lower level, clusters that are relatively
close together were joined whereas, at the following level,
clusters that were joined were distant. This is shown in
dendrograms using three different horizontal lines at y=16,
y=26 and y=45. The optimum number of clusters in spot pricing
is the number present just before that large jump in distance
shown by different horizontal lines in the dendrograms.

A. ¢5.2xlarge Instance Type

From 16 Amazon EC2 regions, initially 6 clusters are formed based
upon their spot price similarity calculated using Ward’s method.
This is shown by line y=15 in Fig. 1. Cluster 1 is formed by AZ0
to AZ8 which belong to regions ap-northeast-1, ap-northeast-2 and
ap-south-1. Cluster 2 is formed by AZ9 to AZ16 which belong to
regions ap-southeast-1, ap-southeast-2 and ca-central-1. Cluster 3
formed by AZ17 to AZ25 which belong to regions eu-central-1,
eu-north-1 and eu-west-1. Cluster 4 is formed by AZ26 to AZ31
which belong to regions eu-west-2 and eu-west-3. Cluster 5 is
formed by AZ32 to AZ39 which belong to regions sa-east-1 and
us-east-1. Cluster 6 is formed by AZ40 to AZ48 which belong
to regions us-east-2, us-west-1, us-west-2. These 6 clusters are
formed at the least vertical distance, i.e., have the lowest variations
and hence highest similarity in prices. Hierarchical merging of
clusters for different regions at line y=16 are shown in Table II and
Table II1.
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Dendrogram c5.2xlarge
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Fig. 1: Cluster Formation using Ward’s Method for c5.2xlarge
Instance Type

B. ¢5.4xlarge Instance Type

From 16 Amazon EC2 regions, initially 6 clusters are formed
based upon their spot price similarity calculated using Ward’s
method. This is shown by line y=15 in Fig. 2. Cluster 1 is
formed by AZ0 to AZ5 which belong to regions ap-northeast-1
and ap-northeast-2. Cluster 2 is formed by AZ9 to AZ14
which belong to regions ap-south-1, ap-southeast-1 and ap-
southeast-2. Cluster 3 formed by AZ15 to AZ25 which belong
to regions ca-central-1, eu-central-1, eu-north-1 and eu-west-1.
Cluster 4 is formed by AZ26 to AZ36 which belong to regions
eu-west-2, eu-west-3 and sa-east-1 and availability zones la
and 1b of region us-east 1. Cluster 5 formed by AZ37 to AZ39
which belong to regions availability zones 1c, 1d, 1f of region
us-east-1, us-east-2, us-west-1 and us-west-2. These 5 clusters
are formed at the least distance, i.e., have the lowest variations
and hence highest similarity in prices. At line y=26, clusters 1,
2 merge. These clusters are less similar to each other as they
are formed at a distance of 26. At line y=46, clusters 3, 4 merge
to form one cluster. These clusters are most dissimilar to each
other as they have joined far apart.

Dendrogram c5.4xlarge

100

Fig. 2: Cluster Formation using Ward’s Method for c5.4xlarge
Instance Type

C. ¢5.9xlarge Instance Type

From 16 Amazon EC2 regions, initially 6 clusters are formed
based upon their spot price similarity calculated using Ward’s
method. This is shown by line y=15 in Fig. 3. Cluster 1 is
formed by AZ0 to AZ8 which belong to regions ap-northeast-1,
ap-northeast-2 and ap-south-1. Cluster 2 is formed by AZ9 to
AZ16 which belong to regions ap-southeast-1, ap-southeast-2
and ca-central-1. Cluster 3 formed by AZ17 to AZ25 which
belong to regions eu-central-1, eu-north-1 and eu-west-1. These
6 clusters are formed at the least distance, i.e., have the lowest
variations and hence highest similarity in prices.

Dendrogram ¢5.9xlarge
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Fig. 3: Cluster Formation using Ward’s Method for ¢5.9xlarge
Instance Type

The cluster formation in c¢5.9xlarge instance types at line y=15
is exactly as c5.2xlarge. This suggests that spot price changes
of both instance types are very similar in all regions and
availability zones. At line y=26, clusters 2 and 3 merge. These
clusters are less similar to each other as they are formed at a
distance of 26. At line y=46, clusters 1, 2, 3 merge to form one
cluster. These clusters are most dissimilar to each other as they
have joined far apart. A slight variation in merging of clusters
is observed for these regions with respect to c5.2xlarge instance
type. But, these does not make any significant impact to our
study as we are interested in most similar regions, i.c., lowest
level merge and not most dissimilar regions, corresponding to
highest level merge.

D. ¢5.18xlarge Instance Type

From 16 Amazon EC2 regions, initially 5 clusters are formed
based upon their spot price similarity calculated using Ward’s
method. This is shown by line y=15 in Fig. 4. Cluster 1 is formed
by AZ0 to AZ11 which belong to regions ap-northeast-1, ap-
northeast-2, ap-south-1 and ap-southeast-1. Cluster 2 is formed
by AZ9 to AZ19 which belong to regions ap-southeast-2 and
ca-central-1 and eu-central-1. Cluster 3 formed by AZ20 to
AZ31which belong to regions eu-north-1, eu-west-1, eu-west-2
and eu-west3. Cluster 4 is formed by AZ32 to AZ38 which
belong to regions sa-east-1 and us-east-1. Cluster 5 is formed
by AZ39 to AZ48 which belong to availability zone us-east-1a
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of region us-cast 1 and regions us-east-2, us-west-1, us-west-2.
These 5 clusters are formed at the least distance, i.e., have
the lowest variations and hence highest similarity in prices.
The cluster formation in c¢5.18xlarge instance types is similar
to c5.2xlarge to a great extent. This suggests that spot price
changes of both instance types are very similar in all regions
and availability zones.

Dendrogram c5.18xlarge
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Fig. 4: Cluster Formation using Ward’s Method for
c5.18xlarge Instance Type

At line y=26, clusters 2, 3 merge and clusters 4, 5 merge. These
clusters are less similar to each other as they are formed at a
distance of 26. At line y=46, clusters 1, 2, 3 merge to form one
cluster. These clusters are most dissimilar to each other as they
have joined far apart. A slight variation in merging of clusters
is observed for these regions with respect to ¢5.2xlarge instance
type. Again, this does not make any significant impact to our
study as we are interested in most similar regions, i.c., lowest
level merge and not most dissimilar regions corresponding to
highest level merge.

Hierarchical merging of clusters for different availability zones
is shown in Table IV. The table shows formation of clusters 1
to 6 in different availability zones. From Cluster 1 results, we
find that zones AZ0 to AZ8 form one cluster for most of the
instance types. From cluster 2 results we find that zones AZ19
to AZ14 form one cluster. From cluster 3 results, we find that
zones AZ17 to AZ25 form one cluster for most of the instance
types. From cluster 4 results, we find that zones AZ26 to AZ31
form one cluster for most of the instance types. From cluster 5
results, we find that zones AZ32 to AZ39 form one cluster for
most of the instance types. From cluster 6 results, we find that
zones AZ40 to AZ48 form one cluster for most of the instance

types.

TABLE II: HIERARCHICAL CLUSTERING FOR CLUSTER 1, CLUSTER 2 AND CLUSTER 3 FOR DIFFERENT COMPUTE INSTANCE TYPES
SHOWING DIFFERENT REGIONS THAT MERGE DUE TO SIMILARITY IN SPOT PRICE FOR DIFFERENT COMPUTE INSTANCE TYPES AT LINE

y=15
Instance Type | Cluster 1 (Regions) Cluster 2 (Regions) Cluster 3 (Regions)
c5.2xlarge ap-northeast-1 ap-southeast-1 eu-central-1
ap-northeast-2 ap-southeast-2 eu-north-1
ap-south-1 ca-central-1 eu-west-1
c5.4xlarge ap-northeast-1 ap-south-1 ca-central-1
ap-northeast-2 ap-southeast-1 eu-central-1
ap-southeast-2 eu-north-1
eu-west-1
c5.9xlarge ap-northeast-1 ap-southeast-1 eu-central-1

ap-northeast-2

ap-southeast-2

eu-north-1

ap-south-1

ca-central-1

eu-west-1

c5.18xlarge

ap-northeast-1

ap-south-1

ap-southeast-2

ap-northeast-2

ap-southeast-1

ca-central-1

ap-south-1

eu-central-1
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TaBLE III: HIERARCHICAL CLUSTERING FOR CLUSTER 4, CLUSTER 5 AND CLUSTER 6 FOR DIFFERENT COMPUTE INSTANCE TYPES
SHOWING DIFFERENT REGIONS THAT MERGE DUE TO SIMILARITY IN SPOT PRICE FOR DIFFERENT COMPUTE INSTANCE TYPES AT LINE
y=15
Instance Type Cluster 4 (Regions) Cluster 5 (Regions) Cluster 6 (Regions)
c5.2xlarge eu-west-2 sa-east-1 us-east-2

eu-west-3 us-east-2 us-west-1
us-west-2
c5.4xlarge eu-west-2 us-east-1
eu-west-3 us-east-2
sa-east-1 us-west-1
us-west-2
c5.9xlarge eu-west-2 sa-east-1 us-east-2
eu-west-3 us-east-1 us-west-1
us-west-2
c5.18xlarge eu-north-1 sa-cast-1 us-est-2
eu-west-1 us-east-1 us-west-1
eu-west-2 us-west-2
eu-west-3

TABLE IV: HIERARCHICAL CLUSTERING FOR CLUSTER 1, CLUSTER 2, CLUSTER 3, CLUSTER 4, CLUSTER 5 AND CLUSTER 6 FOR
DIFFERENT COMPUTE INSTANCE TYPES SHOWING DIFFERENT AVAILABILITY ZONES THAT MERGE DUE TO SIMILARITY IN SPOT PRICE

FOR DIFFERENT COMPUTE INSTANCE TYPES AT LINE y=15

Instance Type Cluster 1 Cluster 2 Cluster 3
c5.2xlarge AZ0 to AZ8 AZ9 to AZ16 AZ17 to AZ25
c5.4xlarge AZ0 to AZ5 AZ6 TOAZ14 | AZ15to AZ25
c5.9xlarge AZ0 to AZS8 AZ9 TO AZ16 AZ17 to AZ25
c5.18xlarge AX0to AZ11 AZ12 TOAZ19 | AZ20to AZ31

Instance Type Cluster 4 Cluster 5 Cluster 6
c5.2xlarge AZ26 to AZ31 AZ32to AZ39 | AZ40 to AZ48
c5.4xlarge AZ26 to AZ36 AZ37 to AZ48
c5.9xlarge AZ26 to AZ31 AZ32 to AZ39 AZ40 to AZ48
c5.18xlarge AZ32 to AZ38 AZ39 to AZ48

Authors of [28] in their study confirm the lack of practical and
deployable market-driven mechanism for using spot instances.
The result of clustering analysis cannot be compared with any
other study as this is the first study since Amazon changed it
new spot pricing policy in November 2017.

VI. CONCLUSION

Academic community strongly advocated spot market whey
it was introduced, but it is still not reflected by consumer

behaviour. Consumers still doubt about Amazon’s spot-pricing
scheme. This is due to the lack of published information from
Amazon EC2 regarding termination of spot instances. At some
point of time even over-subscribed instances are terminated and
at some other time even under-subscribed instances sustain.
In order to play a promising role in the sustainability of EC2
IaaS exploitation at low cost, some availability guarantee is
required that the job will not be interrupted frequently and will
be completed within its deadline. Spot consumers prefer simple
mechanisms without using complex procedures at the backend
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such as spot price prediction, check pointing and migration
which are a major obstacle in spot market adoption. This
analysis identifies regions/availability zones with similar price
variations which would help user in spot bidding decisions
and designing high availability solutions at diversified EC2
locations with failover at low cost without falling back to
on-demand instances when spot instances are not available.
This study would fulfil consumer’s real needs and raise their
confidence in exploiting spot market and design practical and
easily deployable spot mechanisms. The study explores spot
prices of only 4 compute instance types. It could be extended
to other instance types also. In future we would like to study on
outliers analysis of the spot prices aiming to enhance customer
confidence in the adoption of spot instances for lowering costs.
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Abstract: The primary objective of this research is to identify
and analyze all the issues and challenges associated with the
Internet-of-Things in the context of business management.
The paper develops an exploratory research model to
identify and analyze all the issues and challenges associated
with the Internet-of-Things in business administration. The
researcher gathered all the relevant data and information
with the help of a previous literature review recently
published on the Internet-of-Things and business
management. To compile relevant content on the subject,
the researcher used secondary resources such as Internet
sites, the official website of organizations that have adopted
the Internet-of-Things for management, published research
papers, peer-reviewed journals, periodical
articles, and books. This research study will aid researchers
and management in developing a unique security framework
to minimize and eliminate security and privacy risks and the
adoption of the Internet-of-Things using new communication
tools and technologies in business management practices.
According to the findings of this study, the Internet-of-
Things not only assist in business processes and activities but
also improve the efficiency and productivity of the available
things.

magazines,

Keywords: Business management,
Sustainable development.

Internet-of-Things,

I. INTRODUCTION

The adoption and implementation of new technology introduce
risk and uncertainty into the business environment. For any
organization to compete effectively with global competitors
in this highly competitive era, intelligent and innovative tools
and techniques were required. The Internet-of-Things (IoT)
aids in enhancing the capacity and ability of various business
activities to achieve predetermined organizational objectives
by providing support Loai [1]. When an organization adopts
and implements the Internet-of-Things in its operations for
the first time, it requires basic hardware and software assets.
As a result, it requires a large amount of financial support and

technical knowledge about the utilization of all the applications
and technologies available. There is a variety of building blocks
available to get the process started and ready to be used.

Over the past few years, the Internet-of-Things has had a
significant impact on many aspects of human life, including
the following areas: residences, educational institutions,
workplaces, industrial factories, hospitals, and health-care
facilities, as well as agricultural environments, Parvaneh
Asghari [2]. As a result of technological advancements and
innovation, as well as rapid changes and convergence in the
fields of wireless and digital communication systems, micro-
electro-mechanical systems, and digital electronics technology,
the Internet-of-Things has been introduced. According to Sagar
[3], large objects connected to the Internet have improved the
organization’s overall performance. Because of technological
innovation and advancement, the modern generation is faced
with a variety of challenges. Because of global competition and
new technologies, the Internet-of-Things plays a significant
role in environmental protection, social welfare, economic
prosperity, and business activities. Every organization strives to
reach many customers in the shortest amount of time and at the
lowest possible cost; this is only possible when organizations
use the Internet and advanced technology Abubaker [4].

As a result, to maintain global competitiveness, every
organization must conduct accurate strategic planning and
extensive use of advanced technology in all aspects of its
operations. The results of these efforts will be beneficial in
the long run Ali [5]. As a result, organizations must focus on
developing innovative technologies that will help them to
become more competitive in the future. The Internet-of-Things
is a necessity for the organization in terms of policy formulation.
It has created several opportunities that can assist in cost
reduction, revenue enhancement, and operational efficiencies.

II. LITERATURE REVIEW

Researchers examine a variety of previous literature in this
section of their research. 1%, the researcher looks at other recent
publications in the field of study. Many books and articles are
available about issues and challenges associated with Internet-
of-Things applications in business management. During this
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section, the researcher summarises the most important and
relevant findings from previous research and explains how this
research differs from previous research findings.

According to Falguni Jindal [6], new innovative growing
technology aids in advancing science and technology as quickly
as possible. The Internet-of-Things makes use of robotics and
virtual reality to its advantage. It connects and supports many
living and non-living objects, which can then transfer and share
information within a community network. It also develops
automated processes to assist humans and make their lives
more convenient. It is proposed in this research paper that the
Internet-of-Things will face several challenges in the future.
These include compatibility and long-term viability, security
of the technical standards and connectivity, investment in the
business, intelligent analysis and actions, and legal challenges,
among other things. According to the findings of this study, data
security was the most crucial factor in its adaptation.

According to Zainab [7], the significant challenges and
issues of the Internet-of-Things environment are discussed
in detail, emphasizing the future research directions in this
study area. Current developments have brought about the
emergence of the Internet-of-Things as a new and innovative
technology that incorporates a modern and cutting-edge
wireless telecommunications network. The Internet-of-Things
can be defined as interoperability and intelligent node for
interconnected devices in an infrastructure network. This study
aims to identify the issues and challenges associated with the
adoption and implementation of a connectivity concept on the
Internet-of-Things. The Internet-of-Things environment played
a significant role in minimizing the various challenges and
their impact on organizational performance, classified into 2
categories: General challenges and Unique challenges.

According to Abubaker Haddud [4], the impact of the adoption
and implementation of the Internet-of-Things in the supply
chains of a specific organization is investigated. This research
reveals the most significant advantages, benefits, and challenges
that have been previously documented in the literature. This
study aims to determine the impact of the Internet-of-Things
on organizational performance and the supply chain in general.
The researcher creates a research model that will make use
of an online survey to collect data. To accomplish this, the
researcher selected 87 respondents as a sample to collect the
necessary information for completing the survey. University
scholars from various countries across 6 continents were
chosen to participate in the survey as respondents. Respondents
were authors and co-authors of academic papers published in
the Decision Science Institute’s annual conference proceedings
in 2015 and 2016, respectively. The adoption of the Internet-
of-Things could provide some significant benefits to specific
organizations and their supply chains, according to the findings
of this paper.

A study conducted by Ali Kamali [5] examines the fuzzy
analytic network process (FANP), which was wused to
determine the most effective Internet-of-Things tools and
technology challenges in Iran and prioritize the factors

mentioned previously. This paper focuses on the approach
and challenges that were implemented, including privacy,
business-related factors, technological factors, security issues,
legal and regulatory challenges, and cultural elements, among
other things, in information security. All these factors had an
impact on the development of Internet-of-Things technology.
According to the findings, security, privacy, and technological
challenges were the most critical factors that directly impacted
the Internet-of-Things’ adoption rate.

An investigation by Parvaneh Asghari [2] into various Internet-
of-Things application domains is carried out to determine the
various approaches used in its applications. The researcher used
the Systematic Literature Review (SLR) method to examine the
previous literature in various fields of study. The purpose of
this study was to conduct a statistical and analytical analysis of
the most recent research techniques used in Internet-of-Things
applications. The researchers chose research articles that were
published between 2011 and 2018.This study used a technical
taxonomy, which revealed the Internet-of-Things applications
approaches according to the ones that were selected through
the SLR process. The Internet-of-Things applications covered
in this study included smart cities, environmental monitoring,
health care, commercial, and industrial aspects. There were
several disadvantages to different studies, and the weaknesses
of the previous paper were discussed in this study. The study
also identified potential future research challenges and issues in
Internet-of-Things applications.

It has been suggested by Habib [8] that the Internet-of-Things
converts the digital world into a physical world. This research
study has made human life more accessible, secure, happier,
and more comfortable than previously. This paper examines the
impact of the Internet-of-Things on the growth of the economy
and its various applications. It is proposed in this paper to
identify applications that cover all aspects of human life
and make connectivity possible from anywhere, at any time,
and to anything in the future, and to do so in a cost-effective
manner. This research provides some recommendations for
implementing this research of connectivity, which opens
several new research questions. Finally, this paper examines
the various aspects of future Internet-of-Things applications
and the research challenges.

According to Sagar Bhat [3], there are several challenges on
the Internet-of-Things. This research looked at the future of
the Internet, specifically the part that would assist intelligent
communicating things to improve life and business operations.
This study aims to identify future challenges associated with
the Internet-of-Things, which will be comprised of hetero-
geneously connected devices in the future. According to the
findings of this study, Internet-of-Things will become a reality
within the next 5 years. It is demonstrated in this study that the
Internet-of-Things has a wide range of potential as a powerful
technology in everyday easy and fast life. All the opportunities
provided by the Internet-of-Things have resulted in numerous
different applications based on connectivity and its use. This
study provides some guidance for future research into intelligent



30 International Journal of Distributed and Cloud Computing

Volume 9 Issue 1 June 2021

applications for more innovative offices, enterprises, factories,
and homes and more innovative hospitals, more convenient and
easy-to-use transportation systems, among other things.

Khanna [9], a researcher in applications, evaluates the various
contributions of researchers in various fields of application. In
this research paper, the researcher compiles several research
studies relevant to the current state of the Internet-of-Things.
This review of the literature was carried out on various aspects
of the Internet-of-Things, including applications, technologies,
and challenges, among other things. The papers examined
various parameters to search for each application in turn.
This research also discovered that there are currently existing
challenges in this field, which were highlighted. Finally, this
study identifies some future research directions in Internet-
of-Things that were identified during the research process to
prepare novel researchers in this field to search for and improve
upon current standings in Internet-of-Things.

According to N. Angelova [10], the Internet-of-Things was a
new paradigm that had a significant impact on a wide range
of industries and sectors, including agriculture and farming,
health; education; and industry, among many others. This study
investigates the various changes in the adoption of advanced
technology and the Internet-of-Things that have occurred to
support work. This research aims to identify the most critical
functions that make human life more efficient, easier, and more
comfortable. Consumers, governments, and businesses all
benefited from incorporating the Internet-of-Things into any
business model, regardless of the industry. It identified several
challenges and threats, including those related to security,
privacy, and standards.

II1. THE RESEARCH OBJECTIVES

A. Significant Goal

The primary goal of this research is to identify and analyze all
the issues and challenges associated with the Internet-of-Things
in the context of corporate management.

Secondary Objectives of the Study

e To ascertain the relationship between the use of the
Internet of Things and the performance of business man-
agement personnel.

e To provide some recommendations to business managers
on how to recognize and define the challenges and issues
associated with the Internet-of-Things to ensure the long-
term viability of their organizations.

Query for Research

This research aims to identify and analyze all the issues and
challenges associated with the Internet-of-Things in the context
of business management. In addition, the research uncovers

information that helps to answer the following research
questions more specifically:

RQ.1. How do business managers deal with the issues and
challenges of adopting and implementing the Internet-of-
Things?

RQ.2. What are the potential advantages of the Internet-of-
Things, as well as their implications for business management?

RQ.3. What strategies do business managers use to overcome
all these obstacles to the long-term development of their
organizations?

B. Research Design/Data Analysis Process

The paper develops an exploratory research model to identify
and analyze all the issues and challenges associated with the
Internet-of-Things in business administration. The researcher
gathered all the relevant data and information with the help of a
previous literature review recently published on the Internet-of-
Things and business management. To compile relevant content
on the subject, the researcher used secondary resources such
as Internet sites, the official website of organizations that have
adopted the Internet-of-Things for management, published
research papers, peer-review journals, magazines, periodicals
articles, and books.

C. The Internet-of-Things as a Concept

The phrase “Internet-of-Things” is comprised of 2 words,
namely, the Internet and things. Using the Internet as a
connector, we can connect 2 things: living things such as
humans and other animals or birds and non-living things such
as sensors and other technologies, electronic devices, and other
resources used in business activities.

Definition of Internet-of-Things

“An open and comprehensive network of intelligent objects
that can self-organize, share information, data, and resources,
and react and act in response to situations and changes in their
environments.”

D. According to Oracle India

“IoT (Internet-of-Things) refers to a network of physical
objects (also known as “things”) that have been embedded
with sensors, software, and other technologies to communicate
and exchange data with other devices and systems; over the
internet.”

I'V. IssUES AND CHALLENGES

When it comes to adopting and implementing the Internet-
of-Things to improve the performance of various business
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management functions, every business organization faces
several issues and challenges. In this section, the researcher
identifies the difficulties associated with the Internet-of-Things
in business administration. In addition, the new development in
the IoT has spawned a slew of issues, challenges, and questions
from a legal and regulatory standpoint, among other things.

Security: Because of the insufficient and improper use
of the Internet-of-Things, organizations are experienc-
ing significant security issues. The organization required
a large amount of data to make various managerial de-
cisions, so management implemented an extensive data
analysis system, cloud computing, data warehousing, and
data mining, in addition to several new hubs to the web
and the systems. If an organization does not prioritize se-
curity, it will become a target for hackers and attackers.
Many businesses are suffering because of security flaws
in their systems. According to the study’s findings, re-
searchers discovered that malware was being distributed
against their servers by many Internet-of-Things devices
used in basic applications, such as closed-circuit cameras
and smart home devices.

The Internet-of-Things provides enormous benefits to
its users. However, it also brings with it several issues
and challenges that must be addressed. Organizational
managers, users, researchers, and security specialists rec-
ognize the importance of privacy risks and cyber secu-
rity Parvaneh Asghari and colleagues [2]. Unfortunately,
users may not be aware of or acknowledge the security
consequences in some cases. However, the security and
privacy of databases are the most important factors to
consider when using an internet-based system because if
a security breach occurs, it can result in massive data loss
and damage.

Network Security: Network security is a powerful mecha-
nism that can be exerted within a network to ensure that
the Internet-of-Things operates in a trustworthy manner.
Network security is the most critical element. Every or-
ganization devotes significant resources to security ar-
chitecture, which is designed from a communication per-
spective. This is not suitable for the Internet-of-Things
system; therefore, reliable strategies for improving the
security of the Internet-of-Things network must be
developed.

Virtualization: Virtualization is the ability to share hard-
ware resources across multiple operating systems and is a
virtualization capability. Using virtualization technology,
it is possible to run multiple operating systems and soft-
ware programs on the same server, such as applications
or services, by creating multiple virtual machines within
a physical machine. Every organization faces challenges
on the Internet-of-Things environment, divided into 3
categories: the absence of a registry mechanism, the dis-
covery and heterogeneity of resources, and the absence of

interaction between services and events on the Internet-
of-Things environment.

Connectivity: The connection of multiple devices is one
of the most significant challenges of the Internet-of-
Things; this will either stop or eliminate the currently ex-
isting technologies and the associated structure. The ex-
isting technologies are being used to connect, authorize,
and authenticate several terminals in a specific network
using a client/server architecture and centralized admin-
istration. As a result, this model is only valid and appro-
priate for the current situation. It is not suitable for future
requirements because organizations will need to connect
billions of devices into a single network. In addition, high
speed and new innovative technologies are required by
organizations to compete in the global marketplace, and
that require many devices to connect many employees,
suppliers, distributors, consumers, and other stakeholders
to improve performance and generate significant profits.
Consequently, proper connectivity with others in a single
network is required to function correctly.

Compatibility and Longevity: The concept of the Internet-
of-Things is advancing at a rapid pace. It includes a va-
riety of tools and technologies and a focus on a standard
that will improve the compatibility and long-term vi-
ability of internet-based technologies. However, it will
present some difficulties and challenges in establishing
additional innovative hardware and software to develop
communication with many devices simultaneously. Non-
unification of cloud services, unavailability of standard-
ized protocols and operating systems, and variations in
firmware among Internet-of-Things tools and technolo-
gies are just a few of the issues concerning the Internet-of-
Things’ compatibility. Furthermore, in the future, various
technologies and devices currently in use in organizations
will become obsolete or require updating because innova-
tions in the technology environment will cause all these
technologies to become obsolete or require updating.

Standards: Tt collects activities that store, process, and
handle information collected from various databases
and sensors, collectively referred to as “the Internet-of-
Things.” Technology conventions are a combination of
communication protocols, networks, and data aggrega-
tion, all of which help improve the data by increasing the
scope, scale, and frequency of data available for investi-
gation. The standard is the most critical element in a data
analysis system; by employing the proper standard, every
organization can obtain accurate results and information
that can be used for various managerial decisions. If the
organization does not have proper standards in place for
network, protocol, and data aggregation, it will create
some difficulties in managing the organization.

e Privacy: When it comes to the implementation of the

Internet-of-Things in business management, privacy is
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a significant challenge. The ability of the Internet-of-
Things to function appropriately is dependent on the
privacy preferences of users and organizations. So many
times, organizations are confronted with issues of pri-
vacy, as well as the potential risks and harms that come
with the Internet-of-Things and other cutting-edge tech-
nological advancements. Because of data loss and pri-
vacy concerns, small and medium-sized businesses are
delaying adopting and implementing Internet-of-Things
technology. As a result, organizations must be aware of
and respect users’ privacy rights, which are fundamental
concepts in ensuring users’ education, self-assurance, and
confidence in connected devices, the Internet-of-Things,
and related services. In addition, many users and the
achievement of predetermined goals and outcomes re-
quire internet-connected devices to share and exchange
data over the internet. As a result, it is a location where
hackers can congregate in large numbers. In the event of
a data breach and improper use of private information, an
organization can be severely disrupted, resulting in sig-
nificant financial and other risks.

e Scalability: Scalability refers to the capacity and ability
of a network and system to handle increased traffic or to
take advantage of the growing scale of a business envi-
ronment to achieve higher performance. When it comes
to Internet-of-Things, scalability is one of the most sig-
nificant challenges because it describes the organization’s
efficiency and ability to deal with higher performance
and the organization’s long-term growth. The increasing
number of internet-connected devices is having an impact
on the performance of the network as well as the perfor-
mance of the organization. As a result, many organiza-
tions are now rethinking their existing Internet-of-Things
strategies by developing and updating the internet’s foun-
dational technologies. However, to achieve global scale,
massive additional investments are required.

e [ntuitive Analysis and Decision-Making: Finally, data
collection and analysis are 2 steps that must be com-
pleted before an IoT implementation can be considered
complete. The process of data analysis is dependent
on cognitive models and technological advancements.
Specific parameters in the data analysis process cause in-
telligent actions to be implemented in the context of the
Internet-of-Things.

V. THEORETICAL IMPLICATION

This study examines the significant issues and challenges
associated with the Internet-of-Things in business management
and their implications for business operations and performance.

When it comes to perceptions of the Internet-of-Things’
impact on business management and the considerations
that organizations should consider when adopting and
implementing Internet-of-Things solutions, the findings of
this study can be considered a valuable source of information.
For the implementation of the Internet-of-Things in business
management, this study provides fundamental knowledge and
theoretical background. Furthermore, it can be used as a starting
point for future research that aims to understand basic concepts
and aspects related to various benefits resulting from adopting
the Internet-of-Things in business operations and management.
The findings and results of this research work identify some
previously unidentified gaps in the literature regarding the
adoption and utilization of the Internet-of-Things for business
management.

VI. MANAGERIAL AND PRACTICAL IMPLICATIONS

According to this research, the issues and challenges associated
with the Internet-of-Things in business management are being
investigated. Specifically, the findings of this study indicate that
when the management allows unauthorized and insufficiently
protected access to users’ private data, it exposes the systems
to risks and harmful attacks that compromise the system’s
security and safety, as well as the personal data’s security and
safety. As a result, it is necessary to develop an appropriate
security system to protect personal information and data, or
else users will not be able to use the internet-based system.
Because this study provides a thorough understanding of data
security and privacy, managers and organizations should adopt
and implement Internet-of-Things while taking appropriate
security precautions. This research study will aid researchers
and management in developing a unique security framework to
minimize and eliminate security and privacy risks, as well as the
adoption of the Internet-of-Things using new communication
tools and technologies, as well as the application of Internet-
of-Things technologies in business management practices.
A significant aspect of future research that provides practical
aspects related to the adoption of Internet-of-Things in business
management and its advantages can be derived from this study,
which provides fundamental knowledge of the challenges
that arise in adopting and implementing Internet-of-Things
for various business activities and management functions.
According to the findings of this study, various managerial
considerations should be given to the selection of Internet-of-
Things technology, which has the potential to have technological
implications for organizations. To improve the capabilities
of management functions, this study provides important and
relevant information to managers and future users to define,
accept, develop, and promote the Internet-of-Things systems to
enhance their capabilities.
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TABLE I: SUMMARY OF SOME OF THE RELATED WORKS

The Researcher and
The Research Title

The Aim of the Study

Techniques

Solutions

The Results

Falguni Jindal, Rishabh
Jamar, Prathamesh
Churi (2018), Future
and Challenges of
Internet-of-Things

Identify the future
challenges of Internet-
of-Things

Data from Internet-of-
Things sensors.

The authors have utilized
the sensors data for secure
service infrastructure with
remote control options.

Security and data pri-
vacy will have a signifi-
cant role in reducing the
future challenges of the
Internet-of-Things.

Zainab, Hesham A. Ali,
Mahmoud M. Badawy
(2015), Internet-of-
Things (IoT): Defi-
nitions, Challenges
and Recent Research
Directions

Reviewing the main
challenges of the
Internet-of-Things en-
vironment by concen-
trating on the current
research directions in
this topic

Wireless telecommu-
nication network.

The researcher has
reviewed the main idea
to design the structure
of the Internet-of-Things
that considers three
dimensions: independent
network, information
items, and intelligent ap-
plications.

The Internet-of-things
environment has vari-
ous challenges mainly
divided into 2 parts,
i.e., General challenges
and Unique challenges,
which was affected the
performance of The
Internet-of-Things.

Ali Kamali (2018), A
Fuzzy Analytic Net-
work Process (FANP)
Approach for Prioritiz-
ing Internet-of-Things
Challenges in Iran

Identify and prioritize
the Internet-of-Things
technology develop-
ment challenges in
Iran.

Fuzzy analytic net-
work process (FANP).

The researcher utilized the
fuzzy analytic network
process (FANP), which
was applied to identify
Iran’s essential Internet-
of-Things technology
development challenges.

Technological, privacy,
and security challenges
are the crucial factors
that affect the Internet-
of-Things.

Parvaneh Asghari
(2018), Internet-of-
Things Applications: A
Systematic Review

Categorize analytically
and statistically, and
analyze the current
research techniques

on Internet-of-Things
applications.

Systematic Literature
Review (SLR).

The researcher has used
systematic literature
review method to iden-
tify the advantages and
limitations of every study
review and identify the fu-
ture challenges of Internet-
of-Things.

This study identifies the
various advantages and
weaknesses of the previ-
ous paper, it also finds
out the future research
challenges and issues

in internet of things ap-
plications.

Habib Ur Rehman
(2017), Future Appli-
cations and Research
Challenges of IOT

Examines the impact of
the Internet-of-Things
on the growth of the
economy and the vari-
ous applications of the
Internet-of-Things.

Internet-of-Things ap-
plications domains.

The researcher has used
the internet of things ap-
plication to determine the
impact of various Internet-
of-Things applications on
the economy.

Internet-of-Things will
give humans comfort
and improve the efficien-
cy of things and make
them intelligent.

Abubaker Haddud, A,
DeSouza, A. R. Khare,
A and Lee, H, (2017),
Examining Potential
Benefits and Chal-
lenges Associated with
the Internet-of-Things
Integration in Supply
Chains

Examine the impact of
adopting the Internet-
of-Things in organiza-
tional supply chains to
verify potential vital
benefits and challenges
in the literature.

Online survey and
researcher select

87 participants as a
sample, The IBM
Statistical Package for
the Social Sciences
(SPSS) version 21 for
analysis of data.

The researcher has uti-

lized a valid and reliable
research instrument that
included 65 scale items.

Internet-of-Things can
give significant ad-
vantages for achieving
competitive advantages
for organizations and
their supply chains.
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VII. OBSERVATION AND CONCLUSION

This paper aims to identify and analyze the various issues
and challenges associated with the Internet-of-Things in
the context of business management. Every organization
undergoes changes in business activities and the surrounding
environment, such as technological innovation, to improve
organizational functions. By utilizing the Internet-of-Things,
businesses can reduce future uncertainty while also improving
organizational management. The business collected data from
sensors, mobile networks, official websites, and consumer
databases. Because the business collected essential data from
various devices, networks, and data centres in this competitive
environment, the organization required a secure and safe service
infrastructure that ensured the security and privacy of data. The
Internet-of-Things, a combination of the Internet and physical
objects, improves business management and business activities
and the quality of all human life. According to the findings of
this study, the Internet and things assist in business processes
and activities. However, they also improve the efficiency and
productivity of the available things. Technology and internet-
based activities are constantly being updated, and the changing
nature of the Internet-of-Things will make it the most powerful
tool for improving the capacity of business management to
ensure the long-term success of an organization. Researchers
have discussed various issues and challenges related to the
Internet-of-Things (IoT) in business management in this research
study. It also helps to improve overall management functions
and activities such as production, supply chain management,
customer relationship management, tracking product usage,
and monitoring marketing activities and campaigns.

Additionally, the Internet-of-Things improves customer service
by enabling real-time communication and focusing on meeting
the expectations and needs of consumers. The Internet-of-
Things can enable managers to forecast each customer’s demand
to reduce the challenges of providing consumer services. As a
result, managers can improve customer satisfaction by utilizing
the Internet-of-Things. According to the findings of this study,
the Internet-of-Things can also assist in cost reduction, time
savings, and risk avoidance. Marketing managers should
make use of the Internet-of-Things to educate consumers.
Consumer personal data is collected and stored by businesses
using internet-based technology. All this data is used solely for
commercial purposes. Businesses should identify the challenges
and issues associated with the adoption and implementation
of Internet-of-Things tools and technologies in business
management to improve the capabilities and efficiencies of their
business activities and management. According to the findings
of this study, the Internet-of-Things provides a more intelligent
way to combine digital and physical things to improve the
capabilities of management processes while maintaining a safe
environment.

VIII. RECOMMENDATION

According to the findings of this study, organizations should
identify their existing technological and organizational
environments and focus on finding something different to
minimize the issues and challenges associated with the adoption
and implementation of the Internet-of-Things that should be
done differently.

e Organizations should concentrate on overcoming issues
and challenges, and risks to reduce the problems associ-
ated with adopting and implementing new innovative in-
ternet-based technology, such as the Internet-of-Things.

e To make business management more accessible and
more effective, developing some standard systems for the
Internet-of-Things is necessary. For this purpose, organi-
zations should concentrate on security architectures that
meet all the requirements for security and privacy issues
in the context of Internet-of-Things.

e Privacy policies for all applications, devices, and proto-
cols that the organization should use should be developed
and enforced by the organization.

e With the help of new technology, there should be a re-
quirement for global accountability of legal aspects to
minimize privacy and security challenges.

e The organization should emphasize extensive data analy-
sis, personalization, dynamic analysis, and search and
exploration.

e (Constraints and Prospective Orientation.

This research examines various previous research papers
and the researcher’s perceptions of the issues and challenges
associated with the Internet-of-Things in the context of
business organizations. Future research may examine the

advantages and drawbacks of Internet-of-Things when
adopting and implementing Internet-of-Things  within
organizations, using primary data sources such as

questionnaires, surveys, and observational data. This may aid in
the identification of potential benefits and limitations that were
not addressed in this study, which is beneficial.

The study’s primary limitation was that it examined the issues
and challenges associated with the Internet-of-Things in
business management but did not explain how organizations
should adopt the Internet-of-Things in business management.
As a result, future research may investigate this topic.

Various studies should be carried out to examine the security,
privacy, and transparency of the technology being used. It will
assist the manager, users, and future researchers resolve the
various challenges that have arisen because of this research.
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The author draws their conclusions based on secondary data,
which is limited. It would be preferable to collect primary data,
opinions, and viewpoints from experts and users who have the
first-hand experience with the challenges and issues associated
with the Internet-of-Things in the management of businesses.
This paper will also assist practitioners and researchers in
understanding the various issues and research challenges
associated with the Internet-of-Things in management, which
will help develop research trends for the future.
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Abstract: Gradual Request-Partitioning-Based (GRPB)
processor allocation strategies try to remedy the problem
internal fragmentation by having requests get be allocated
non-contiguously in the form of gradually produced blocks
in case contiguous allocation is not possible. In this article,
we experimentally show that GRPB techniques suffer from
the problem of over-partitioning, and thus, negatively affects
key performance indicators of multi-computer systems. This
paper also proposes a framework for using fuzzy logic to
control specific key performance levels in two-dimensional
mesh-based multi-computer systems. We demonstrated that
it is possible to implement a fuzzy-based feedback control
system to control a number of performance indicators
in the parallel system. The proposed allocation scheme
prevents over-splitting of parallel jobs by forcefully limit
to the maximum number of blocks that can be assigned
to any parallel job. This maximum number is referred to
as the partitioning-bound. Preventing parallel processes
from getting over-partitioned is vitally important as this (i)
reduces the distance of inter-processor source-to-destination
communication and (ii) helps in avoiding the “inter-process
interference”; the main cause of communication contention.
Fuzzy-based allocation provides a mechanism to dynamically
control the partitioning-bound. Instead of pre-setting and
having a fixed partitioning-bound level, we provide a way
to set this value at run time taking into consideration the
current status to multi-computer system.

Keywords: Fuzzy-control, Gradual request-partitioning,
Internal fragmentation, Multi-computer systems, Non-con-
tiguous processor allocation.

I. INTRODUCTION

Two-Dimensional Mesh-based Multi-computer consists of a
set of processing elements connected through a 2D mesh-like

“interconnection network™. In a typical mesh interconnection
network the processing elements are arranged as the nodes of
a two-dimensional grid. In this grid, direct point-to-point links
exist connecting each node to its adjacent nodes. Mesh multi-
computers are suitable for computer problems that require
parallel computing. This involves subdividing large computer
problems into smaller ones, each executing in a different
process. In such case, the execution of processes is carried
out simultaneously each on a dedicated set of processing
elements. Examples of such computer applications are matrix
computations, image processing and problems [1, 2].

Processor allocation in a multi-computer system is concerned
with the dedication of the requested frame of processing
elements for a specific computer job in hand. Three categories
of processor allocation schemes are studies in literature, those
are; contiguous, non-contiguous and mixed.

One issue with contiguous processor allocation strategies in 2D
mesh-based multi-computer systems is its low system utilization
as they fail to climinate the effect of external and internal
fragmentation. Hence, these strategies provide noticeably
low and limited performance, mainly; system utilization and
response time [3, 4, 5].

In non-contiguous processor allocation, jobs that fail to be
allocated in a contiguous manner are subdivided into smaller
sub-blocks that are individually allocated in non-contiguous
manner instead of waiting until a submesh of the requested size
and orientation is available in the system. In practice, lifting the
condition of contiguity helps reducing processor fragmentation,
and pre-execution waiting delay, and significantly increases
system utilization. However, this non-contiguity results in
increasing the overall communication overhead due to message
contention increase. The Contention is the situation where
multiple processes attempt to transmit a message across one
shared link simultaneously. The extra communication overhead
load depends on how dispersed is a partitioned parallel request
(referred to as the degree of non-contiguity) [5, 1].
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Gradual Request-Partitioning-Based (GRPB) processor
allocation strategies try to tackle this problem on non-contiguity
by gradually partitioning job requests and non-contiguously
allocating them in the form of blocks (in case contiguous
allocation is not possible). Studies demonstrate that GRPB
allocation strategies demonstrate having the advantages of
both contiguous allocation (e.g., low communication latency)
and non-contiguous allocation strategies (e.g., high system
utilization and throughput). This is achieved through preserving
a relatively acceptable level of contiguity between allocated
blocks of a parallel job.

Two groups of GRPBallocation strategies are studies in literature;
(i) the “Adaptive Non-Contiguous Allocation” (ANCA) and (ii)
the “Bounded-Gradual-Partitioning” (BGP) allocation. Those
allocation schemes attempt to tackle the problem of internal
and external fragmentation through allowing non-contiguity
allocated submeshes [6, 7]. In ANCA, for instance, this is done
by splitting the requested frame into two sub-frames of equal
sizes (if possible). Splitting in this scheme is best applied to
the longest dimension of the two dimensions of the request. In
BGP, however, this is achieved by recursive partitioning the
requested frame into two sub-frames: one is /arge and the other
is small. BGP scheme prevents over-splitting of parallel jobs by
limiting the maximum job dispersal represented by preventing
the number of non-contiguous blocks assigned to any served
parallel job from exceeding specific maximum value. This
maximum value is referred to as the partitioning-bound.

Preventing parallel processes from getting over-partitioned
is vitally important in shortening communication source-to-
destination path and in avoiding the inter-process interference.
In this work, we aim at providing mechanisms to control the
partitioning-bound. Instead of pre-setting and having a fixed
partitioning-bound level, we intend to provide a way to set this
value at run time taking into consideration the current status to
multi-computer system. For example, one way is to consider
the current (or cumulative) system utilization to dynamically
and automatically decide this value.

Consider the following 2D mesh multi-computer in Fig. 1.
In this figure, the multi-computer consists of a mesh of size
5 x 6; a total of 30 processing units. Black nodes represent
busy elements (already allocated and occupied). White nodes
are available ones. Assume further that a process of size
2 x 2 has arrived and is waiting to be served. Under this scenario,
contiguous processor allocation strategies fail to allocate this
job despite the fact that enough free-processes are available
in the system. BGP allocation strategies lift the contiguity
condition and allocate multiple blocks. In this case, two blocks
of size 1 x 2 each can be successfully allocated.

A job requests a
contiguous 2X2
submesh

—

Fig. 1: A Multi-Computer System with 5 x 6 2D Mesh

One issue with BGP allocation strategies is that they may
aggressively partition or over-partition parallel jobs by
assigning them many sub-blocks. Preventing this phenomenon
is important as it reduces the degree of non-contiguity. As a
result, the distance of inter-processor communication path
becomes shorter and the inter-process interference that creates
communication contention reduces.

Our goal in this study is to provide mechanisms to control
the partitioning-bound. Instead of pre-setting the partitioning-
bound level, we would like to decide this value at run time. The
proposed mechanisms take into consideration the current (or
cumulative) system utilization and probably other performance
metrics to decide this value.

The rest of this paper is organised as follows: Literature review
is presented in Section II. The proposed allocation strategy is
explained in Section III. In Section IV and V the experimental
settings and results are presented. Section V compares the
proposed approach to the already presented work in literature.
Section VI is the conclusion.

II. LiTERATURE REVIEW

A. Contiguous Processor Allocation

Contiguous allocation strategies work by allocating a single and
contiguous block of idle processing elements for the execution
ofthe parallel jobinhand [8, 3,4, 5,9, 10, 11]. In fact, contiguity
of processing elements minimizes the source-to-destination
distance of inter-processor communication paths and, thus,
in tackles the phenomenon of inter-process interference that
causes “communication contention”. Further, contiguity help
reduce the power consumption of multiprocessor architectures,
e.g., 2D mesh multi-computers [12, 13].

Other advantages of this category of allocation strategies are:

e Allocated subframes preserve the same exact shape (i.e.,
topology) as the underlying multi-computer system.
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e The number of multi-computers allocated to a particular
parallel job exactly matches that parallel job request with
no internal fragmentation [14]. Thus, in mesh-connected
multi-computers, parallel jobs are allocated to submeshes
[14,3,4,5,9,10].

Next is a list of well-known contiguous processor allocation
strategies:

Two-Dimensional Buddy: In this allocation mechanism, the
parallel system is assumed to be square-shaped with the
two side-lengths be equal to a power of two (e.g., 2"). In this
case, the size of incoming parallel requests is rounded-up to
a square-shape with side-lengths as the nearest power of two.
Consequently, this allocation mechanism suffers from the
problem of internal fragmentation. Rounding up the sides of
parallel requests results in allocating submeshes larger than the
actually requested submeshes [9].

In [10], the Frame Sliding (FS) allocation mechanism is
proposed to solve the problem of internal fragmentation. This
is achieved by allowing parallel requests of any arbitrary
shape and size to be allocated. That is; parallel requests are
viewed as frames of rectangular shapes. The Frame Sliding
algorithm works by sliding each of the requested frames across
the system’s 2-D or 3-D mesh to examine for an unallocated
submesh in the system [10].

n[11], the author has proposed The Best-Fit (BF) and First-Fit

(FF) the allocation schemes in order to guarantee the recognition
of a unallocated sub-meshes taking into consideration the
orientation factor. Each of the 2 approaches works by scanning
the entire system’s mesh. Identified and allocated submeshes
follow the same size, shape, and orientation of the requested
frame. In case a frame with the same shape and size exists in
the parallel system but the orientation is different, these two
strategies fail. To solve this issue, the Adaptive-Scan (AS)
scheme is proposed in [15]. The adaptive-scan changes solve
this problem by rotating and changing the orientation of the
requested submesh being searched for in case the required sub-
mesh with the requested orientation is not available.

B. Non-Contiguous Processor Allocation

Studies show that allocation schemes with high recognition
ability for idle sub-meshes can significantly improve the
probability of successfully assigning parallel requests into the
system and, consequently, reduce the job pre-execution waiting
delay [16].

Further performance-related studies show that performance
of already existing contiguous allocation strategies a significant
improvement cannot be improved [4, 14, 17]. In practice, the
system utilisation performance indicator can significantly degrade
because of external fragmentation problem [4, 14]. External

fragmentation occurs when parallel jobs fail to be served while
enough unallocated processing elements in the parallel system exist.

Hardware advances in 2D-mesh interconnection network, such
as the use of wormhole routing technique and the availability
of high-performance switching techniques, have resulted
in decreasing the communication latency and in making this
parameter be less dependent on the distance between the
communicating nodes [4, 7, 14]). This has resulted in making
non-contiguous allocation plausible in parallel systems.
By elimination of the restriction of contiguity in processor
allocation, the pre-execution waiting time becomes significantly
less. The “Multiple Buddy System” (MBS) and the Paging
allocation strategies are examples of non-contiguous allocation
algorithms proposed in the literature.

In the MBS strategy introduced in [18], the 2-D mesh of the
parallel system is divided into a set of disjoint sub-meshes of
square-shape with widths and heights are of powers of two.
The MBS algorithm works as follows: the number of required
processors is factorized into base-4blocks. In case the requested
frame is not available, MBS recursively breaks-down large
requests into 4blocks until it produces sub-blocks of the desired
overall original size of the parallel job.

In the Paging algorithm that is introduced in [19], the entire
system’s mesh is sub-divided into “virtual” pages in the form
of square frames of side-lengths of 2', where i is a parameter
referred to as the index parameter. The index parameter is a
pre-assigned positive integer.

C. Request-Partitioning-Based (RPB) Allocation
Schemes

Partially non-contiguous allocation strategies out-perform
totally non-contiguous strategies in terms of jobs dispersal [6,
19]. In Paging algorithm, for example, a reasonable degree of
contiguity is gained depending on the indexing scheme used.
To illustrate, job dispersal is less when decreasing the index
parameter. Increasing the index parameter, however, produces
higher internal processor fragmentation [19].

Request-Partitioning-Based allocation reduces the problems
of (i) internal and external fragmentation, (ii) low average
system utilization (ASU), and (ii) low system throughput. This
is achieved by permitting parallel requests to be gradually
partitioned and allocated in a non-contiguous manner in case
contiguous allocation is not successful [20]. Notice that, in
general, the probability of successfully allocating small sub-
frames is high.

In literature, two groups of RPB allocation schemes can
be found; (i) the “Adaptive Non-Contiguous Allocation”
(ANCA) [21] and the (ii) Bounded-Gradual-Partitioning (BGP)
allocation [16, 22].
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The ANCA algorithm works as follows: First, the algorithm
attempts to do contiguous allocation, if this step fails, allocation
is achieved by recursively splitting the requested frames into
two sub-frames of equal sizes (roughly). Splitting is performed
at the longest dimension of the two dimensions; the width and
the height [14, 6].

In BGP, however, allocation of parallel jobs is achieved by
gradually splitting the original frame into two sub-frames;
one large and another small sub-frame of processing elements
([20]0a; [20]0D).

In [2], the authors proposes the Minimum Interference Paging
(MIP) non-contiguous processor allocation strategy which
attempts to reduce the distances among processors allocated
using a paging variant that chooses a set of processors with the
lowest distance between the first and last allocated processors,
where the distance is the number of processors between the first
allocated node and last allocated node. MIP is comparatively
evaluated with Paging (0), Multiple Buddy System (MBS) and
Adaptive Non-contiguous Allocation (ANCA). The results
show that MIP exhibits superior performance in terms of
average turnaround time of jobs.

In [21], the author suggests a new noncontiguous allocation
strategy called All Request Shapes Greedy Available Busy
List (ARSGABL for short). ARSGABL considers all possible
request shapes when attempting allocation for a job request
experimental simulation-based results confirm that the
ARSGABL strategy improves system performance in terms of
the average turnaround times of jobs.

D. Unbounded vs Bounded Gradual Request
Partitioning (GRP)

GRP-based allocation schemes partitions requests at the longest
dimension. This approach works as follows: first, it attempts to
find a single and idle submesh using any contiguous allocation
strategy (First-Fit or Best-Fit for instance). If contiguous
allocation fails and enough number of free processing elements
is available in the system, the request is splitted into two
sub-frames that are allocated based on the same contiguous
allocation approach mentioned above. These steps are repeated
until the job request is satisfied. The two new sub-requests are
reclusively served until success (the best-fit algorithm is used in
the experimental part of this research). This recursive procedure
continues until the current job’s request is fulfilled. Notice that
this approach places no limit to the job dispersal.

A pseudo code for the “unbounded GRP-based allocation
strategy” is sketched in Fig. 2. The key idea in here is to try to
allocate the largest possible contiguous sub-meshes.

Procedure GRP-BF(a, b):

Begin
JobsSize = a x b
If (number of free processors < JobSize) Return failure
List AllocatedPIDs={}; // PIDs allocate to the job
Return GRP-BFAllocate (a, b, &RllocatedPIDs)

End

S N R

@

Procedure GRP-BFAllocate (a, b, ARllocatedPIDs
Begin
5(x, y) = FIND BF (S(a, b);
If (s3(%, ¥) '= null)
{
2dd the PIDs of S to the list AllocatedPIDs;
Return success;
}
Else
{

o e W O

If (a>=b)
al= a-1; pl=b; al= 1; p2Z=b;

L I R I e R e e =

21 else

22 al= a; Ppl=b-1; wl= a; p2=1;

23 Return GRP-BFRllocate (al, Bl, &illocatedPIDs);
24 Return GRP-BFRllocate (a2, BZ, &BllocatedPIDs);

Fig. 2: Pseudo Code for the Unbounded GRP-BF Allocation
Strategy

Experiments show that “unbounded GRP-based” allocation
strategies may cause jobs get highly dispersed due to
over-partitioning depending on the temporal state of the
multi-computer system mesh. Theoretically, a request for
n processors can be partitioned into n blocks of size one
processing element each! The negative effect of this
phenomenon appears more at heavy intra-process
communication loads [VEO3]. To remedy this drawback, the
Bounded GRP-BF is proposed in [20, 22]. This processor
allocation algorithm is sketched in Fig. 3. The key difference
between Fig. 2 and Fig. 3 is that we put an upper bound on the
“number of blocks” into which requests can be subdivided into.
This helps prevention of over-partitioning requests.

BlockCount; // block count for the current job reguest
MaxBlockCount; // maximum allowed blocks per job
Procedure BGRP-BF(a, b):

Return BGRP-BFAllocate (al, Bl, &AllocatedPIDs);
Return BGRP-BFAllocate (al, B2, &AllocatedPIDs);

4 Begin

5 Jobsize = a x b

[ If (number of free processors < JobSize) Return failure
7 List AllocatedPIDs={}; // PIDs allocate to the job
8 BlockCount=0;

9 Return BGRP-BFARllocate(a, b, &RllocatedPIDs):

1l End

12 Procedure BGRP-BFAllocate (a, b, AllocatedPIDs)

13 Begin

14 s(x, y) = FIND BF (S(a, b);

15 If (S({x, ¥) != null)

16 {

i7 Add the PIDs of S to the list RllocatedPIDs;

is BlockCount= BlockCount+l;

1s Return success;

20 }

21 Else

22 {

23 If (BlockCount > MaxBlockCount) Return failure
24 If(a>=b)

25 al= a-1; PBl=b; aZ= 1; pIZ=b;

26 else

27 al= aj Bl=b-1; «l= a; PBI=1l;

}
31 End

Fig. 3: Pseudo Code for the Bounded GRP-BF Allocation
Strategy
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II1. PROPOSED ALLOCATION STRATEGY: BOUNDED
GRADUAL REQUEST PARTITIONING WITH CONTROLLED
JoB DISPERSAL

One observation on the pseudo code presented in Fig. 3 is that
the upper bound MaxBlockCount is preset in the code. The
user decides upon this value and the value remains unchanged
regardless of performance indicators of the multi-computer
system. In this work, we propose mechanisms that help
dynamically decide upon this parameter in order to maintain
specific targeted system performance level(s). For that, a
new procedure is added to the pseudo code of Fig. 3. Fig. 4
represents the pseudo code with one more procedure added to
the strategy, that is the Refresh MaxBlockCount() procedure.
This procedure is responsible for calculating the new value of
the MaxBlockCount variable. The new value of this variable
should take into consideration the current status of the multi-
computer system by calculating some key performance
indicators that will be presented shortly. This procedure should
be invoked after each successful allocation decision.

BlockCount; // block count for the current job
MaxBlockCount; // maximum allowed blocks per job

Procedure RefreshMaxBlockCount ()
Begin

S o L

End

9 Drocedure BERP-EF{a, b):

10 Begin

11 JobSize = a = b

1z If (number of free processors < JobSize) Return failure
12 List AllocatedPIDs={}; // PIDs allocate to the job

14 BlockCount=0;

15 Return BERP-BFARllocatela, b,
1le End

&RllocatedPIDs) ;

1 Procedure BERP-BFRllocate (a, b, RllocatedPIDs)
15 Begin

20 S{x, y) = FIND BF (5(a, bl;

Z1 If (5{=, ¥) !'= null)

3 Add the PIDs of 5 to the list ARllocatedPIDs;
4 BlockCount= BlockCount+l;

5 RefreshMaxBlockCount () ;

& Return success;

If (BlockCount > MaxBlockCount) Return failure

If{a>=k]

al= a-1; Ppl=b; o= 1l; p2Z=b;
else

ol= a; Bl=k-1; oi= a; BI=1;

Return BGRP-BFAllocate (wl, Bl, &RllocatedPIDs);

Return BGRP-BFRllocate (o2, BZ, &RllocatedPIDs);
t
End |

Fig. 4: Pseudo Code for the Bounded GRP-BF Allocation
Strategy with the MaxBlockCount Parameter Automatically
Determined and Calculated at Run Time

A. Multi-Computer System's Key Performance Indicators

The following is a list of performance indicators that we may
intend to control in the multi-computer system. Those indicators
should contribute to our decision of determining the value of
the MaxBlockCount parameter in the allocation strategy code.

® “Mean Response Time” (MRT): RT is the time elapsed
from the arrival of a job until the first real output pro-
duced from that job.

® “Mean Job Service Time” (MJST): The ST of a job is
the time elapsed from the successful allocation of the job
until the moment the job releases the system resources
after it finishes.

® (Mean or Temporal) “Percent-System-Utilization”
(PSU). Percent-system-utilization of a multi-computer
system is defined as the percentage of the busy or allocat-
ed processors within a system, this value between 0 and 1
(normalized by dividing by the system’s mesh size).

® “Mean-Packet-Blocking-Time” (MPBT): For a specific
message, this performance indicator is defined as the to-
tal time the head of the communication messages (using
wormhole routing) is blocked at each and every station
over the source-to-destination path.

® “Mean Packet Latency” (MPL): In wormhole routing,
each message is subdivided into a number of packets.
MPL for a specific message is defined as the average of
the time that all packets within a parallel job will be sent
between processors (From source processor to distention
processor).

o Mean-Number-of-Blocks-Per-Job (MBPJ): MBPJ is de-
fined as the number of disjoint sub-frames assigned to
the parallel jobs that were served since the system is put

into service.

Next is the nature of relationship between the MaxBlockCount
parameter in Fig. 3 and each of the six performance indicators
listed before.

TABLE I: THE NATURE OF RELATIONSHIP BETWEEN THE
MaxBLockCoUNT PARAMETER AND KEYPARALLEL SYSTEM
PERFORMANCE INDICATORS

Performance Indicator Relationship with the
MaxBlockCount Parameter
MRT Indirect
MIST Indirect
PSU Direct
MPBT Direct
MPL Direct
MBPJ Direct

Notice that, in general, as the MaxBlockCount parameter
increases the response time and service time of parallel jobs
decrease. The reason is that the pre-execution waiting time of
jobs significantly decreases because they get allocated early
due to lifting the condition of contiguity.

Comparatively, increasing the MaxBlockCount parameter
increases job dispersal, this causes the number of Blocks Per
Job, packet latency time, and packet blocking time all
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increase as well. This creates a direct relationship between the
MaxBlockCount parameter value and those three performance
indicators. Notice that, increasing the MaxBlockCount
parameter value causes the Percent-system-utilization
performance indicator to increase as well.

B. Fuzzy Control Systems: Basics

Fuzzy logic is a technique used to handle lexically imprecise
propositions with elastic constraints [23]. Practically, fuzzy
logic provides a framework for handling sets of rules expressed
in an imprecise form. One very basic concept of fuzzy logic is
the linguistic variables. Intrinsically, fuzzy logic uses the whole
interval of real numbers between zero (pure False) and one
(pure True). For example, expressing temperature is possible
through a linguistic variable that takes values such as high, low
and quite low. Such linguistic variables are naturally embedded
in the fuzzy rules of a fuzzy controller and in our nature as
humans. In fact, with fuzzy logic processing expressions from
natural language, such as ’small’, ’large’, and ’approximately
equal’ becomes possible in computers [23].

C. Definitions: Fuzzy Logic Basic Terms

i) Fuzzy Sets and Degree of Memberships

A fuzzy set is defined as a set whose member elements have
degrees of membership. In classical sets, the membership of
member elements in a given set is assessed in binary terms
(either an object is a member of a set or not). Fuzzy sets are
different, in the set of “young” people for example, a new born
baby will is definitely a member of this fuzzy set, similarly,
a 100 years old human is not a member of this set, humans
of ages 20, 30, or 40 years partially members of this set with
decreasing levels of membership. The grade of membership for
all members of a fuzzy set describes that fuzzy set.

An object’s grade of membership is a real number in the interval
between 0 and 1 (Fig. 5). The Grade of membership is often
denoted by the Greek letter p. Higher number implies higher
membership.

) 4 YOUNG

NOT “YOUNG”

OoLD

| >
T — L

50 Age (years)

Fig. 5: The Sets More or “Young”, “Not Young”, and “Old”

Objects within a fuzzy set are taken from a ‘universe of
discourse’ or ‘universe’ for short. A universe contains all objects
that can come into consideration which, depends on the context
of course. In describing ‘taste’ for instance, the elements of this
term are taken from a universe such as {bitter, sweet, sour, ...}.

Every object or element in the universe of discourse belongs to
fuzzy set to some grade as mentioned before. The function that
relates a number to each element x of the universe of discourse
is called the membership function and is denoted by p(x).

ii) Continuous or Discrete Membership Functions

Two types of membership functions can be used: continuous
or discrete. In the continuous form, the membership function is
basically a mathematical function. A membership function is for
example bell-shaped (also called a m-curve), s-shaped (called
s-curve), or z-shaped (called z-curve or reverse s-curve). All
membership functions in Fig. 5 are of the second type. A n-curve
membership function in the same context of Fig. 5 would be
the “middle age” function. In the discrete type of membership
function and the universe are discrete members or points in a
list (i.e., vector). Depending on the application, sometimes it
can be more convenient to use discrete membership function
with sampled (discrete) representation [24].

iii) Representing Continuous Membership Functions

Cosine functions can be used to represent a variety of s-shaped
membership functions as follows:

0 Lo <y
s(ay, ay, x) = % + %C‘OS (f,?i] 74‘) L <o <a,
1 L > Iy

Where x, is the left breakpoint, and x,. is the right breakpoint.
The z-shaped curve is just a vertical reflection of this curve as
follows:

1 L < Ty
z2(zy, x,, x) = % + %COS (rzf_%ﬂ) o < ax <o,
0 ,T > T,

The n-shaped cure can be constructed as a combination of the
s-shaped and z-shaped curves such that the peak of the new
curve is flat in the interval [x3, x,] as follows:

m(xq, xo, x5, x4, ) = min(s(ay, 22, x), 2(x3, 14, 2))

Where x; is the left breakpoint, and x, is the right breakpoint.

A fuzzy set is normalized if any membership value in it is
less than or equals to 1. To normalize a fuzzy set membership
function (or vector), we divide each membership value by the
largest membership in the complete set.

D. Fuzzy Control

The process of how fuzzy logic control systems work is shown
in Fig. 6A and 6B. Firstly, a crisp set of input data are gathered
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from the system to be controlled. In our case, the crisp input
is the value of the performance indicator to be measured.
After that, this crisp input is converted to a proper fuzzy set
through the fuzzification step. Fuzzification implies using fuzzy
linguistic variables, fuzzy linguistic terms and membership
functions. Inference rules are then used to produce fuzzy
outputs that are mapped to a crisp output, again using the proper
membership functions, through the defuzzification step. Those
steps are presented in Fig. 6 that shows the block diagram of a
typical fuzzy control system. Notice that Fuzzy control systems
use statements rather than equations. Those statements are
represented as empirical rules [27, 28].

‘ Rules

| Crisp
*J—\ Defu22|f|er }__,} Sutputs
Inference |~ irset |
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fuzzy input set
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Membership

A4

1
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1
1 Function
1
1
1
1
1
1

Fig. 6B: A Block Diagram of a Fuzzy Control System

Fig. 6

The fuzzy control system basically compares the detected
crisp input values from the system environment and compares
it to the targeted key performance indicators to compute the
“steady-state error”. The computed error (Fig. 7) is then used to
modify specific system parameters that have a direct or indirect
impact on the targeted performance indicators in the system in
hand. The parameter of interest in our context is the maximum
number of partitions allowed (MaxBlockCount in Fig. 3 above)
[27,28].

setpoint —— | +
Fig. 7: Steady State Error for Closed-Loop Feedback Control
System

Error fuzzy

control |—>=

process

output

IV. EXPERIMENTAL SETTING

Every processor allocation mechanisms studied in this
research is implemented in C programming language and
included into the unix-based parallel simulation tool termed
ProcSimity and introduced in [25, 26]. Table II lists the basic
experimental setting of the simulated system:

TABLE II: THE NATURE OF RELATIONSHIP BETWEEN THE
MaxBrockCount PARAMETER AND KEYPARALLEL SYSTEM
PERFORMANCE INDICATORS

Simulator Setting Value
Number of simulated jobs | 1000
per run
Number of runs 10
Job run-mode Run to completion (no time-
sharing)
Confidence level of 95%

calculated performance
indicators

Relative error of calculat- | 5%
ed performance indicators
Simulated parallel jobs
communication pattern
Scheduling mechanism
used

Simulated parallel system | 32 x 32 computing units (a total
size of 1024 computing elements).

All-to-all communication pat-
tern [18]
First-Come First-Serve, FCFS

Simulated parallel job size
distribution

The uniform distribution with 1
to 10 units for each dimension

The set of performance

MRT, JST, the Simulation “Fin-

factors considered ish Time” (FT), PSU, MPBT,

MPL, and MBPJ

V. EXPERIMENTAL RESULTS AND OBSERVATIONS

In this section, we report the experimental results of the
proposed allocation strategies after we implemented them.
This section is of three parts. In the first part, we comp-
aratively evaluate the proposed techniques with the already
available allocation strategies from literature. In this part,
we do our experiments in a loaded system (with mean inter-
arrival time between jobs be 1). In the second part, we present
our observations on the impact of the temporal system load
on the key performance indicators of the proposed and the
present strategies from literature. In the third part, we
present our observations on the impact of the communication
load (i.e., of messages/job) on the key performance
indicators of the proposed and the present strategies from
literature.
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A. Part I: Performance in Loaded System

In this section, we comparatively evaluate the proposed
techniques with the already available allocation strategies
from literature. To this end, we do our experiments in a loaded
system (with mean inter-arrival time between jobs be 1). In all
experiments of this part, the number of messages per parallel
job is fixed at 30 messages.

In the following table, we present some clarifications about the
allocation strategies under study and their abbreviated names
in the figures.

TaBLE III: THE SET OF ALLOCATION STRATEGIES UNDER STUDY
AND THEIR ABBREVIATED NAMES IN DEPICTED GRAPHS

Allocation
Strategy

“BGP(1,0)”
“BGP(2,0)”

Information about the Strategy

The Best-Fit allocation strategy [11]
The Bounded Gradual Partitioning al-
location strategy [6, 20, 22]
MaxBlockCount is fixed at 2

The Bounded Gradual Partitioning al-
location strategy [6, 20, 22]
MaxBlockCount is fixed at 4

The Bounded Gradual Partitioning al-
location strategy [6, 20, 22]
MaxBlockCount is fixed at 8

The Bounded Gradual Partitioning al-
location strategy [6, 20, 22]
MaxBlockCount is fixed at 20

The proposed Bounded Gradual Parti-
tioning allocation strategy MaxBlock-
Count is dynamically decided to make
the temporal Percent-system-utilization
be 60%.

The proposed Bounded Gradual Parti-
tioning allocation strategy MaxBlock-
Count is dynamically decided to make

the temporal Percent-system-utilization
be 80%.

“BGP(4,0)”

“BGP(8,0)"

“BGP(20,0)”

“BGP(60,1)”

“BGP(80,1)”
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Fig. 8: Allocation Strategies versus Mean Dispersal
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Fig. 9: Allocation Strategies versus Mean Finish Time

Fig. 8 depicts allocation strategies versus mean dispersal in a
loaded system. The Bounded Gradual Partitioning allocation
strategy where MaxBlockCount is fixed at 20 has shown the
worst (highest) job dispersal. While the proposed allocation
strategies (where MaxBlockCount is dynamically decided
to make the temporal Percent-system-utilization be 60% and
80%) showed relatively good performance compared to the
best allocation strategy in terms of this performance indicator;
namely, the Best-Fit allocation strategy. Notice that the job
dispersal of the Best-Fit strategy is zero as it assigns one single
block for the parallel job.
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Fig. 9 depicts allocation strategies versus mean simulation finish
time in a loaded system. The Bounded Gradual Partitioning
allocation strategy where MaxBlockCount is fixed at 20 has
shown high mean simulation finish time. The same observation
applies to all BGP allocation strategies. This is expected
because the simulator simulates 1000 parallel jobs per run for
a total of ten runs. Since BGP strategies increases Percent-
system-utilization and since the job scheduler uses the FCFS
scheduling mechanism, the simulator takes long finish time
as relatively large parallel jobs has to remain in the system’s
waiting queue before they can be successfully allocated and
served. This causes the RT and the ST of individual parallel
jobs become relatively high. This is clear from Fig. 10 and 11
(shown next). Fig. 10 and 11 shows MJRT and MJST depicted
against allocation strategies.
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Fig. 12 and 13 depicts the allocation strategies under study
versus MPBT and MPL in a loaded system. For a specific
message, MPBT is computed as the total time the head of the
communication messages (using wormhole routing) is blocked
at each and every station over the source-to-destination path.
Notice that in wormhole routing, each message is subdivided
into a number of packets. MPL for a specific message is
computed as the average of the time that all packets within
a parallel job will be sent between processors (From source
processor to distention processor). The Best Fist allocation

strategy has shown the best (lowest) packet blocking time and
packet latency of all allocation strategies. This is expected as
this allocation strategy does not disperse parallel jobs. The
worst allocation strategies according to these two performance
indicators are the Bounded Gradual Partitioning strategies
where MaxBlockCount is fixed at 8 and 20. The proposed
allocation strategies have showed better performance and in the
case of having the MaxBlockCount be dynamically determined
to maintain 60% Percent-system-utilization has shown
comparable performance to the Best-Fit allocation strategy.
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AS-vs-MPL

Allocation shategiés —

200

Mean Packet Latency
a
E]
T

120 "—‘ ’j

BGP(1,0) BGP(20) BGP4.0) BGP(8.0) BGP(20,0) BGP(60,1) BGP(80,1)

Fig. 13: Allocation Strategies versus Mean Packet Latency

AS-vs-MPPJ
8

Allocation slra|sgfes —

Mean Number of Blocks Per Job

BGP(1,0) BGP(20) BGP(4,0) BGP(80) BGP(200) BGP(60,1) BGP(30,1)
Allocation Algorithms

Fig. 14: Allocation Strategies versus MBPJ



Processor Allocation Two-Dimensional Mesh-Based Multi-Computer Systems: Protecting against ... 45

Fig. 14 depicts allocation strategies versus MBPJ. MBPJ is
computed as the number of disjoint sub-frames assigned to
the parallel jobs that were served since the system is put into
service. As discussed earlier, the Best-Fit allocation strategy do
not disperse allocated parallel jobs, each job is assigned one
single block. However, the worst allocation strategies according
to this factor are the Bounded Gradual Partitioning strategies
where MaxBlockCount is fixed at 8 and 20. The proposed
allocation strategies, on the other hand, it has shown better
performance and in the case of having the MaxBlockCount
be dynamically determined to maintain 60% PSU has shown
comparable performance to the Best-Fit allocation strategy.
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Fig. 15: Allocation Strategies versus
Percent-System-Utilization

B. Part II: Performance over System Load

Fig. 16 depicts the system load versus mean number of blocs per
job. Notice that as the system gets more loaded, the number of
blocks assigned to served parallel jobs increases as the temporal
system utilization of the multi-computer system increases. This
makes it difficult to successfully allocate parallel jobs without
dispersing them. This is clear in Fig. 17 that depicts System
load versus mean dispersal. This, in turns, causes the ST of the
job to increase. This observation can be noticed in Fig. 18 that
depicts system load versus MJST.
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C. Part Ill: Performance over Communication Load

In this section, we study the communication load impact on
the proposed and examined allocation strategies in this study.
In all experiments in this section, we use the well-known all-
to-all communication pattern. This communication pattern
is used as it produces high message contention. In all-to-all
communication or broadcasting, each processing element
serves as a source as well as a destination. A parallel process
sends the same m-word-size message to every other process
allocated to that particular parallel job.
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Fig. 19: Communication Load versus MBPJ
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Fig. 19 depicts the communication load (represented by the
number of messages per parallel job) versus MBPJ. And Fig. 20
depicts the communication load versus mean dispersal level of
parallel jobs. We observe that the proposed allocation strategies
have shown relatively good and comparable performance
compared to the Bounded Gradual Partitioning strategies where
MaxBlockCount is fixed at 8 and 20.
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Fig. 19 depicts the communication load versus MPBT. Again,
we notice that the proposed allocation strategies have shown
relatively good and comparable performance compared to the
Bounded Gradual Partitioning strategies where MaxBlockCount
is fixed at 8 and 20. Those later strategies disperse parallel jobs
and, thus, increase the packet latency and the packet blocking
times due to message contention. This can also be observed in
Fig. 20 that depicts communication load versus MPL.
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V1. ConcLUSION

In this paper, we proposed a framework for using fuzzy logic
to control specific key performance levels in two-dimensional
mesh-based multi-computer systems. We demonstrated that it
is possible to implement a fuzzy-based feedback control system
to control a number of performance indicators in the parallel
system. We showed that those indicators can be controlled
through increasing and decreasing the MaxBlockCount
parameter in the newly proposed Bounded GRP-BF processor
allocation strategy. In this context, the MaxBlockCount
parameter automatically determined and calculated at run time
through a fuzzy-based feedback control system.

The proposed allocation scheme prevents over-splitting of
parallel jobs by preventing jobs get over-splitted by controlling
the partitioning-bound. Fuzzy-based allocation provides a
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mechanism to dynamically control the partitioning-bound.
Instead of pre-setting and having a fixed partitioning-bound
level, we provide a way to set this value at run time taking into
consideration the current status to multi-computer system.

As a future work, we will be working on adding a tuning
parameter(s) to the proposed approach that grants the operating
system (and the user) to control how different performance
indicators contribute to the decision of the partitioning-bound
value. To this end, a number of tuning methods of controller can
be utilized. Thus, we can comparatively evaluate them.
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