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Abstract: Hadoop has enormous data storing and large
processing capabilities which makes it an efficient platform
as compare to other platforms. In Hadoop much stress is
given to deal with failures and coordination for complex
distributed system. Early Hadoop Projects did not stance
strong security measures. While new security challenges
raised due to multi-occupant virtual environment of cloud
computing. There is a phenomenal growth in cloud enabled
services which also needs adoption of innovative security
and privacy exploration. Due to flexible nature of Hadoop a
strong mechanism is required to remove the vulnerabilities
which can leads to security attacks. In this paper we discuss
some vulnerabilities and effect of these vulnerabilities on
the performance of Hadoop and which should be handled
properly. Using vulnerability assessment and mitigation
techniques, we have provided a security strategy for Hadoop
in this study. This method is used because it can also reveal
vulnerabilities which are unknown and helps in detecting
the future threats while at the same time mitigating the
present security threats.
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1. INTRODUCTION

Information security model known for confidentiality, integrity
and availability. While comparing to other platforms Hadoop
is known for storing and processing enormous data efficiently.
The early project of Hadoop stresses more on enhancing the
technical aspects like developing the logic on how to deal
with failures and coordination of such a large distributed
system. It is considered that the distributed system’s complete
machine cluster is connected to a secure network, but it is not
the reality. So Early Hadoop Project did not stand with strong
security measures. Newer versions of Hadoop still evolving
in terms of strong security measures and more stress is on
protecting the tremendous data through encrypting the data
and other data protection mechanism. Earlier it was assumed
that Hadoop runs on trusted network and only authorized users
were on the network but now encryption technique added for
data transmission between the nodes. Hadoop is a distributed

computing and parallel processing platform created by the
Apache Software Foundation for batch processes. HDFS for
huge storage, MapReduce for data processing, and YARN for
cluster resource management are all parts of Hadoop. Big Data
is handled by Hadoop, which makes use of various sorts of data
that come from various sources. The Hadoop ecosystem is built
on the Hadoop Distributed File System. Mass storage ability
with the growing storage capacity is provided by the HDEFS.
Since HDFS filesystem logically spans in many servers so it is
very important to understand the security perspective in HDFS
or in all servers of the Hadoop cluster.

Transferring from the map phase to the reduced storage jobs is
facilitated by aggregating the data volume as little as possible.
MapReduce can be applied to transform data into executing
business analytics. Lack of authentication and insecure
communication between Hadoop daemons are two of the
primary security issues with MapReduce. In Fig. 1, the main
parts of Hadoop are shown. The component Job Tracker directs
the MapReduce task to the nodes which having the data within
the cluster. Task tracker accepts the task from MapReduce from
the job tracker. Data node used to store the data in HDFS. Name
node is used to make HDFS aware about each file location in
the HDFS.

II. RELATED WORK

Threats and risk are related to vulnerabilities. In a distributed
system, vulnerabilities might take on a variety of different
shapes [1]. Vulnerabilities are frequently found in the software
itself. Every piece of software has weaknesses. Although it may
seem harsh to say this, no piece of software is ever completely
secure. An example of software vulnerability might be simply
put; it is a piece of code that is vulnerable to a failure scenario
or error that is not gracefully handled. Take the straightforward
case of a piece of software that has a password screen that
enables users to modify their passwords (we will assume that
the intended logic for the software is to allow passwords up to
16 characters in length). What happens if the new password
input form accidentally has a maximum length of 8 characters,
truncating the selected password? Users could end up creating
passwords that are shorter than they initially thought and, worse,
less secure passwords that are easier for an attacker to guess.
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Fig. 1: Hadoop Architecture

Hadoop shares the inherent vulnerability [2] that any software
possesses. Giving users access to master nodes may open the
door for them to accidentally or intentionally use an unpatched
Hadoop vulnerability. The more effective method of limiting
access to the master nodes. Attackers may use software, a
network, or a web interface to access all Hadoop components,
like Sentry, Storm, and flink. Vulnerabilities are grouped into
many categories because Hadoop is a combination of distributed
computing software, hardware, application programme, and
management rules. These categories could represent software
flaws that allow hackers to target the Hadoop framework due to
the language that it is written in [3] [4].

The “ping of doom” was the name of this assault. Although it
has been mitigated, the fact remains that, prior to being fixed
by network hardware vendors, this vulnerability had nothing to
do with the software stack of the machines on the network, but
an attacker could still use it to stop a specific machine on the
network from performing its normal functions.

Every administrator’s standard operating procedures should
include regular schedules for installing patches to a distributed
system’s software stack since software patches are frequently
issued to remedy vulnerabilities as they are found. The scope
of patches should also cover the firmware for switches, routers,
other networking hardware, disc controllers, and the server
BIOS, as demonstrated by the ping-of-death example [4].

The security of big data can be seen from two aspects i.e., first
while handling and storing information and the factors which
affect the security of data and databases. Second aspect is while
managing and maintaining the resources and dealing with
operational safety issues with big data platform [5] [6].

It is very important to analyze the challenges while working
with large data and management system when the Hadoop
itself lacks the strong internal security management. In HDFS,
cluster of servers may use different operating system platform
and may leads to difficulty in level of patching [7] [8].

[1I. PrRoroSED VAM FRAMEWORK FOR HADOOP

While developing Vulnerability Assessment and Mitigation
Framework for Hadoop, one of the most challenging tasks
is to identify known and unknown vulnerabilities. Known
vulnerabilities may come from Vulnerability database. After
identification of these Vulnerabilities, evaluation should be
done. While assessing or evaluating these vulnerabilities
some deep learning methods or Artificial Intelligence may be
useful. While evaluating a security or Vulnerability mitigation
technique against a vulnerability some quantitative methods
through deep learning can be utilized to present a relationship
between individual vulnerability and its counter mitigation
technique by a numeric value. This numeric value may be
the outcome of these quantitative techniques of evaluator.
The numeric value indicates whether a security technique can
mitigate a vulnerability or may cause a vulnerability to incur.
On the basis of these numeric values the relevance of the
security technique whether it is primary or secondary against
the vulnerability can be decided.

Detailed information of all the wvulnerability mitigation
techniques is analyzed and the study of appropriateness of
a security technique among the available options must be
presented in the comparative study. After organizing the risk
mitigation techniques under primary or secondary importance
a set of suggestions must be generated. The evaluation of risk
mitigation techniques obtained through VAM methodology
helps in refining the selection process of an effective risk
mitigation model. After refinement of effective risk mitigation
model one of the most effective vulnerability mitigation
technique is selected according to priority.

In the proposed framework wvulnerability assessment and
mitigation for Hadoop can be distributed in various stages.
Several challenging tasks need to be done to accomplish this
task. These tasks can be performed in a phased manner.

e While adopting VAM framework for Hadoop, the most
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challenging task is to identify known vulnerabilities.
These known vulnerabilities may come from vulnerabili-
ties database.

e [f the threat is not recognized from the vulnerability
database, it should be recognized as new novel threat.

e After identification of these Vulnerabilities, evaluation
should be done. While assessing or evaluating these
vulnerabilities some deep learning methods or Artificial
Intelligence may be useful.

e For determining vulnerability and implementing
countermeasures, we make use of recent developments in
deep learning, which enable the development of systems

that can learn from previous system events and predict a
specific dangerous event that is likely to occur next. On
the basis of the anticipated information, this system should
recommend genuinely preemptive countermeasures.

e After assessing the specific vulnerability a matrix is
prepared to show the relevance of specific security
technique for each vulnerability.

e A comparative study of different vulnerability assessment
and the counteraction is prepared.

e Finally the prioritization of vulnerability mitigation
technique is decided.
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Fig. 2: Proposed Vulnerability Assessment and Mitigation Framework of Hadoop

Proposed Framework can be written in various steps:
Step 1: Identifying Vulnerability in Hadoop

While identifying vulnerabilities in Hadoop there are 3 types
of vulnerabilities should be considered. First may be the
technology related vulnerability i.e. the software platform in
which Hadoop is developed and its possibilities to exploit by
the cybercriminals. Secondly the configuration vulnerabilities
for example there are many default settings need to be assigned
to such a big platform. So these settings may be one of the
targets by the attackers. The network security flaws, which
reveal security breaches at both the service level and the data
level, can also be taken into consideration.

Numerous vulnerability databases list numerous vulnerabilities,
including a vulnerability management repository called the
National Vulnerability Database (NVD) contains information
on software problems that affect security. Another database
that offers details on software vulnerabilities is the Computer
Emergency Readiness Team (CERT). The Microsoft Security
Response Center (MSRC) publishes Microsoft Security
Bulletins, which are also connected to security flaws found in
Microsoft products. Another database list of vulnerabilities with
a unique ID is called Common Vulnerabilities and Exposures
(CVE). The Open Source Vulnerability Database (OSVDB)
offers truthful, unbiased data about security flaws. Numerous

flaws in cyber-security software and hardware are listed in the
CVE database.

Known vulnerabilities are those which can be handled by
typical defense mechanism like DOS, script virus or worms’
etc. unknown vulnerabilities may be an insider attack,
network threat for which some special mechanism needed.
Patch management is the process of retrieving the known and
unknown vulnerabilities. Through vulnerability scanning the
new vulnerabilities are discovered and resolved accordingly.

Step 2: Identifying Threats

Novel threats basically unknown threats which may be initiated
by the insider or may be the network threats. These are harmful
since threat protection mechanism is not well known.

For finding wvulnerability or to identify insider threats
conventional security approach are not sufficient. It is a
challenging task due to user’s behaviors. It can be done in
various steps:

e To identify vulnerability or insider threat, log data is
analyzed to detect threats.

e User behavior within the cluster is on surveillance to
identify security incidents, monitoring violations and
preparing baselines.
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e Data mining methods are used to detect the abnormal
behavior of the user and helps to undergone huge data to
filtering out the true threats from the false positives.

e Vulnerabilities identified are shown through a basic
metrics. Some systems may have dense vulnerabilities
which may tend to gather in specific areas.

e Then the vulnerabilities shown with their counter action
to fix and to repair. In this metric a clear picture will be
depicted to how many vulnerabilities have been repaired.

Step 3: Vulnerability Assessment and Mitigation in Hadoop

The goal of vulnerability analysis is to identify as many security
flaws as possible (a “breadth over depth” approach). It should
be used frequently to keep a network safe, especially when there
are network changes (e.g., new equipment installed, services
added, ports opened). Additionally, it will work for firms that
want to know about all potential security flaws but are not yet
security mature.

After identifying vulnerabilities which is most challenging task
we need to assess the vulnerability and to establish an effective
vulnerability mitigation model.

e While assessing the vulnerability, its severity should be
known. It can be assessed using threat likelihood which
me be judged by exploitability, discoverability and
reproducing capability.

e Vulnerability needs to
confidentiality and integrity.

analyze the impact on

e FEach vulnerability should be ranked from critical to low
relied on its severity and possible effect on Hadoop to
create a vulnerability score system.

e Estimation of number of vulnerability which can be
repaired should be done.

Refer Table II for the evaluation.

After identifying vulnerabilities which is most challenging task

we need to assess the vulnerability and to establish an effective
vulnerability mitigation model.

While assessing the vulnerability, its severity should be known.
It can be assessed using threat likelihood which may be judged
by exploitability, discoverability and reproducing capability.
e Vulnerability needs to
confidentiality and integrity.

analyze the impact on

e FEach vulnerability should be ranked from critical to low
relied on its severity and possible effect on Hadoop to
create a vulnerability score system.

e Estimation of number of vulnerability which can be
repaired should be done.

e Appropriate mitigation technique is adopted.

e Risk mitigation techniques for Hadoop must consider the
following approaches to secure the system:

e Ensure security of tools and techniques.

e User account management and authentication.

e Access control.

e Securing transaction logs and large data sets.

e Protection for software and hardware configuration.

e To protect Hadoop system from multiple novel attacks of
hackers data analytics and Al techniques are used which
can detect unknown vulnerabilities. Extended threat
detection and false positive rate can helps analysts to
detect unknown security breaches immediately.

e A comparative study of risk mitigation models can help in
selection and prioritization of appropriate model.

Step 4: Identifying Mitigation Related to Vulnerability

For identifying mitigation techniques for specific vulnerability
first we need to discover the vulnerability and then it can be
exploited to find appropriate mitigation technique. Detailed
process of mitigating vulnerabilities is discussed in Table I.

TABLE I: VULNERABILITY ASSESSMENT AND MITIGATION IN HADOOP WITH PRIORITIZATION OF MITIGATION TECHNIQUE

Attack (Vulnerability) Evaluation/Assessment of

Effective Vulnerability

Priority of Vulnerability Mitigation

authorization to logical access
of information and system
resources.

Name Vulnerability Mitigation Technique Technique
Protect Session e [t is vulnerable to attack | SSL (Secure Socket e Transport Layer Security (TLS) is
Privacy session privacy. Layer)/TLS (Transport the first choice.

e Session privacy is susceptible Layer Security) e Transport encryption can protects
to hacking, whether it is used all communication from access or
for communication between modification by attackers.
clients and data nodes or e But the TLS is difficult to
among nodes. implement and get certificate

management right.
Data Usage e Systemenforcestounapproved | Identity and authoriza- e Priority is given to Secure Shell

tion/ Masking/Appli-
cation encryption

(SSH) authentication within the
Hadoop cluster.
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Attack (Vulnerability) Evaluation/Assessment of Effective Vulnerability Priority of Vulnerability Mitigation
Name Vulnerability Mitigation Technique Technique
e Identity and authentication can be
used as a central security effort
and considered as a second priority
technique.
Data at Rest (External e Vulnerable to attack on HDFS | Application/Object e In Hadoop, the file system contains
Threat) file system where data is | (HDFS) encryption embedded  encryption. This
stored. indicates that data is encrypted
transparently when it is placed into
the file system, without modifying
the programme running in the
cluster.
Data at Rest (Creden- e Vulnerable to tenant data | Application encryp- e The system can be linked with key
tialed Users) privacy  in  multi-tenant | tion/External key management services from third
clusters. management parties or used with Hadoop’s
Key Management Service (KMS).
Access Control Entries (ACE) or
Access Control Lists (ACL), which
are essentially file permission
constructs, are utilized by some
versions of Hadoop.
Node Authentication e In Hadoop user application | PKI (Private Key In- e HDFS supports a variety of
& Validation runs on a cluster of machine so | frastructure)/Kerberos authentication schemes including
vulnerable to attack any of the PKI-based and Kerberos.
specific machine. e Although Kerberos credentials are
e A node’s identity can be accepted, those credentials are not
forged. passed along to the workers.
e Therefore, jobs that need Kerberos
keys to access resources.

Step 5: Vulnerability Mitigation through VAM Methodology

Security of Hadoop ecosystem based on proper functioning of
three parts which are identity, authorization and authentication
are discussed in detail in Table II. Due to distributed nature of

from authoritative identity sources. To ensure the security of
data of all nodes various security protocols may be imposed.

Hadoop system nodes within the cluster are loosely coupled

Below table shows the Vulnerability Assessment and Mitigation
for Hadoop through VAM methodology.

TABLE II: VULNERABILITY ASSESSMENT AND MITIGATION FOR HADOOP THROUGH VAM METHODOLOGY

Vulnerability Causes

Effect of Vulnerability

Mitigation Technique

Identity/Data
Breaches

Files stored in HDFS may be

unsecure.

Data in files can be maliciously
accesses.

File transfer may be unsecure within
and outside the cluster.

Files within HDFS system can be encrypted.
SSL needs to be applied for MapReduce and web

consoles.

Encryption should be adopted during HDFS file

transfer.

Malicious Attack

Lack of authentication between client
and services.

Lack of authentication between Data
node, Name node, Task tracker and
Job tracker.

With the use of single sign on Hadoop public key
cryptography and other authentication mechanism

can be applied.

Authentication of all the clients for all services can

be performed through single server.




6 International Journal of Knowledge Based Computer Systems

Volume 11 Issue 1 2023

Vulnerability Causes Effect of Vulnerability

Mitigation Technique

e Unauthenticated delegation of tasks. °

For storing the encryption keys of authenticated
users an effective credential management
framework can be used.

Unauthorized Access °

Privileges system may be assigned.

e Access privilege list
controlled maliciously.

e Organization job queues

sequence.

Wrong file permission within HDFS °

may be °

may| e
be distorted in terms of priority

Authorized HDFS file permission should be
granted.

Access control list and job queues of various user
groups should be verified before execution.

Fine grained and role based authorization should
be imposed.

IV. REsuLt AND DiScUSSIONS

Hadoop environment must be protected from a network security
perspective. The vulnerability due to distributed nature of
Hadoop can be addressed through various security mechanism
viz. imposing firewalls, IDS and protecting the communication
between the nodes. The VAM methodology helps in gaining
the insights to employ specific security technique for handling
vulnerability. This methodology also review the existing
vulnerabilities and generate the security options to help in
prioritization among these options. VAM methodology also
identifies the future vulnerabilities and the level of mitigation
techniques which may handle these unexplored vulnerabilities.
The main focus of VAM methodology is to protect the
information system but if we see in broader aspect it presents
a detailed review of vulnerability and attacks which could
be useful in understanding the nature of vulnerability and its
mitigation technique. It also presents a comprehensive study
to adopt any defending action during and after an attack. This
methodology is very useful when the system is complex like
Hadoop as well as when a new component is to be added
to project, as it can look for new threats which may cause
system failures or may be exploited by the malicious users.
Since Hadoop is operated on cloud environment also so new
components may be frequently added due to various reason viz.
scalability, and efficiency etc. traditional security assessment
system only look towards exploited vulnerabilities which is not
the case in VAM methodology.

V. CONCLUSION

As Hadoop is used to store and process enormous data, big
enterprises prone to use it. While using Hadoop for organization
security administrators face the challenge to mitigate all kinds
of threats and vulnerabilities to protect organizations data. It is
also true that there is no single threat for such a big distributed
system rather new threats may arise frequently. To protect the
system from these threats mitigation techniques and many
security control strategies must be adopted. More than one
security control is applied to achieve a comfortable table off
security. The idea of implementing multiple security control is
called defense in depth.

In this paper we have discussed Hadoop framework, vulnerabil-
ity, patch management, and security issues in big data/HDFS.
We have also proposed vulnerability assessment and mitigation
framework for Hadoop. This framework stresses on identify-
ing vulnerability and to control these vulnerability through the
counterpart mitigation techniques. In our framework we have
used deep learning and Al methods to analyze the threats and
effective mitigation techniques. The review of the vulnerability
and their possible mitigation techniques helps in comparison
and analysis of the effective models. VAM methodology helps
in decision making for selection of appropriate vulnerability
mitigation techniques against the threat likely to occur. VAM
methodology helps in development of guidelines for security
measures with recommended priority of mitigation techniques.
It is also beneficial for risk analysis and cost effective options
for mitigation of exploited vulnerability as well as future threats.
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Abstract: Housing Management System is a web based
project through which a user can easily access all the
rental houses around his workplace in just a few clicks.
Customarily, people have to contact the brokers for finding
the rental homes and also have to visit several places. This
is a tedious process and can take a lot of time but our web
page will create a direct link between a user and the owner
with transparency. As the user opens the web page there will
be two options to register and login. When the user clicks
the register option a new tab will open with two options.
Register as tenant or register as owner. User has to select
his category and fill in a few details along with his mobile
number and email ID. Then the OTP will be generated and
the user has to enter that OTP and create a password to
register. For log-in, the user has to use his mobile number
or email ID along with the password. After Log-In users
will have complete details along with the images of all the
available rental flats and houses around the location which
he has chosen. We will also provide the categories which
will further help the user to find the place to live as per his
convenience. Once the user finds the place which fulfills his
needs, he can directly contact the owner. There will be one
more available option for the owner who can also add new
rental homes as per availability. So our webpage will act as a
broker between the owner and the tenant with no extra cost
and transparency. Both the parties will be in direct contact
and this will help in saving time and money for the users.
Our webpage will use technologies such as HTML, CSS,
and JavaScript. We will add new and powerful features to
our web page which will provide easy user friendly access
and an attractive interface.

Keywords: CSS, HTML, Java Script, UL, Web application.

[. INTRODUCTION

A. Rental Housing Management System

Housing management comprises two separate words one is
housing and the other is management, as we can see in simpler
terms managing houses is what should be called as housing
management but it has a broader perspective. Traditionally,
housing management was all about rent collecting, allocation
and maintenance but if we talk about modern day scenarios
many small tasks are also added in it like interactive sites,
community involvement etc. So to tackle all these things we
came up with an online Housing Management System in which
the user will be free to explore various properties, rental houses
etc at their convenience which is an astonishing thing. The
client can book their favorite property online with just a few
clicks and they can also directly talk to the owner with details
provided at their end [7].

The above image shows us beautifully how we have taken a
leap from normal housing management to an online housing
management system. The house is connected to the laptop with
a cable and the image of the house is shown in the laptop screen
which shows that the house is up for rent or sale via online
housing management system (as per Fig. 1).

B. Global Records and Statistics on RHMS

In the earlier times all the records were maintained in registers
and booklets which was a very hideous task. But after the
introduction of the online system the work has become easier
and better. Earlier, people must be present physically at places
if they want to ensure the status and quality of the property
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they are going to rent or buy but after the introduction of the
online system all these things can be checked through online
mode. Due to this much convenience many countries are using
this online housing management system. If we see the records
then an approximate of 30% people live on rent in India, 36%
in the United States, 11% in Russia and many more countries.
All these countries use online housing or property management
systems for making their work easier [7].

SourceURL:

https://s3.amazonaws.com/assets.blog.rentpost.com/wp-content/
uploads/2015/06/05003530/online-property-management.jpg

Fig. 1: Online Housing Management System
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SourceURL:

https://cdn.statcdn.com/Infographic/images/normal/13034.jpeg

Fig. 2: Countries with Most Renters

The above image shows us the statistics of how much renters
are there in many different countries from the lowest to highest.
The global analysis has shown that the U.S. and U.K. has shown
amajor growth in the number of households renting their homes
which in turn results in the downturn of the country’s economy
(as per Fig. 2).

C. Need of Rental Housing Management in 21°" Century
Society

If we look at the present scenario, due to the decrease in the
availability of land, there is a hike in the price of properties as

well as rental homes especially in smart cities like Mumbeai,
Delhi, Bangalore and others. People from all over the country
visit these places for jobs or for educational purposes and the
wages of the people is less as compared to rent and also due
to the less availability of the land the people also don’t know
about the unknown places and places with less rent [4].

¥

SourceURL:

https://www.baymgmtgroup.com/wp-content/uploads/2021/04/
shutterstock 9228+5236-min-400x400.jpg

Fig. 3: Finding the Perfect House for Yourself

The above image shows us how we can easily find the perfect
house according to our needs using the online rental house
management system. The online rental house management
system helps its user with various types of features which
enhances the user experience and eases the task of finding the
perfect house (as per Fig. 3).

D. Automation and its Need of HRMS in 21* Century
Smart Society

Rental Housing Management System Automation is needed
in the 21% century for saving time, reducing human errors,
and doing your work efficiently. Nowadays automation is in
our daily lifestyle which we also see in our daily work like
using applications and phones. The need for Rental Housing
Management System to save or record data carefully and it’s a
type of data collection where there is no chance of duplication
where every data is stored on an online server where users
are able to see it at any time. A Rental Housing Management
System is also needed because of the daily increase of hostels
that take charge of insignificant students which also resolved
their problem and in our RMS you can easily open it with one
web browser. It also shows you the nearby location according
to your need and provides you various services like GPS, Retail
food delivery, etc. In the 21** Century, it saves a lot of money
and time [2].
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SourceURL:

https://brazenrealestate.com/wp-content/uploads/2019/10/rent-
your-property-checklist.jpg

Fig. 4: Checklist of House Necessity

The above image demonstrates that with the help of an
automated rental house management system one can make a
checklist of his/her demands and will sort out the best match
from the online application which will save their time and
money (as per Fig. 4).

E. The Impact of Housing Management System in
Country s Development

Our webpage will provide a user friendly system that will be
useful to all the classes of the society. So, it will help provide
shelter to all the category of users. Hence it will be helpful to
improve the quality of life of people and will also lead to the
economic and social development of the nation. Our online
rental housing management system will be very helpful for
the citizens of the country in accommodating the house and
property they want with proper chat and concern of the owner
which will lead to minimum disputes between the citizens [4]

[8].

-
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SourceURL.:

https://encrypted-tbn0.gstatic.com/images?q=tbn:ANd9GcSD8ef
qtUfDZKEHirSVESH5x0ZyXhn3yN264w&usqp=CAU

Fig. 5: Satisfied User Shaking Hands with the Property Owner

There is transparency between the owner and the tenant as
both are in direct contact. This leads to mutual trust and
understanding between the tenant and the owner (as per Fig. 5).

II. LITERATURE REVIEW

Rathore ez al. (2021) and his team demonstrated a Rental House
Management System. They designed an online house renting
system for the ease of the citizens. They found that nowadays
finding an affordable renting house is a major issue and the
leading websites in these sectors such as 99 acres, Magicbricks
are not well managed, So they came up with a new system
which can simplify the work for its users and all their work such
as rental house search and property dealings can be effective.

The system is operated on the Django framework with a user-
friendly interface. When a user opens the application, the user
must sign-up and log-in. If he/she wants to talk to the house
owner and if someone wants to post their property online
then they have to log-in as an owner on the application. The
application is developed using the following:

e Django

e HTML CSS

e Java Scripting
e Python

e MySQL

The outcome of the project was that they developed an
application that has improved the lifestyle of the people as they
can easily find rental property. The owners on the other side can
find tenants for their rental property. This application works as
a matchmaker for both the tenants and the owners. The Web
based Rental Housing Management System is an advantage for
both tenants and landlords [6].

Misyam et al. (2021) and his team demonstrated that a house is a
place where people gather; they can improve their lifestyle, and
can grow economically as well as socially. Their team depicted
that initially buying a house is a big task for an individual
because it needs a very high capital amount, so a person has to
first rent a house and then save a handsome amount for buying
the house.

Their team researched and saw that there are some loopholes
in the current management system such as the customers are
unknown of the rental houses available in their area, they don’t
know how to contact the owner of the property as a result a
rental house management system was created to render out such
shortcomings. The user interface is very easy to understand and
very convenient for the customer, they simply have to login into
the software and have to find out the correct house that matches
all their needs.

The methodology that was used in creating their rental housing
system was prototyping and the programming languages used
were Hypertext Markup Language (HTML), CSS, JS, Hypertext
Preprocessor (PHP) and MySQL database.
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The conclusion of their research was that they were successful in
creating a web based application which will help the customers
in making their lifestyle more convenient and their system is
developed in the sight of all the requirements that were needed
for the betterment of their online rental house management
system [5].

Kirmani et al. (2017) and his team demonstrated that there is a
need for an affordable housing system which will provide shelter
to all the classes of the society and will increase the quality of
life of people which will add to the country’s prosperity and
development. This software is based on spatial data and user
specification based searching which will provide a user friendly
interface.

The software is also provided with a cart system through which
the user can select the properties which he likes to view for
later. Space Spatial database is used for providing geographical
information of the rental houses. This is a basic web based
project where the user has to register and login and then he is
eligible to rent, buy or sell the properties. The developers have
also tried to reduce the search time.

This rental housing software is based on the ASP.NET which is
a part of Microsoft .NET with the help of C# and the database
engine used is SQL 2008. It uses a client/server architecture
based on the HTTP protocol.

This project provided customized software which will provide a
database to store information with data security for the landlord.
So it will be beneficial to both the user and the landlord [4].

Ikuomola et al. (2020) and his team demonstrated that there is
a need to build a customized system to manage the property
dealing due to increase in data and lack of data security. In this
work, a secured mobile cloud-based house rental management
system which will help landlord and tenant to overcome the
hassles and manage tasks and issues easily in a more convenient
way is designed.

This is web based software which is used for making the
renting easier for the user. The team has used the cloud service
with components such as app server, payment engine, wallet
engine, chatserver, message engine and authentication server.
Centralized databases using MYSQL and programming
languages are angular JS, PHP and Laravel. A cloud based
mobile application with user friendly interface and secure
environment is established.

Integrated system can be used i.e. if the tenant does not have
a device to contact the owner then him/she can use the smart
door technique.

House rent countdown system can also be added to remind the
tenant of the rent [3].

Gommans et al. (2014) and his team demonstrated that in all
over the country housing plays an important role in revealing
the economic growth in any country, being a shelter among the
keys of development. And the Universal Declaration of Human
Rights gives one of the basic human’s rights as the right of

decent living by the central government which allows us to live
in decent housing (United Nations, The Human Rights-article
25, 1948). The object of this research is to manage the housing
for low income, medium and high incomes households that can
allow a human to live in proper or standard housing which is
affordable to pay the house rent. The advantages of this Rental
Housing Management System is to easily calculate or manage
the all over the data that takes several days to manage a large
number of tenants that paid their rent.

This is a database type system that is able to access all the
information and is to manage and it is especially bilt for rental
home owners.

e HTML

e CSS

e JavaScript
e PHP

This project is database type software that is used to help
landlords to manage the records or pay history of tenants that’s
resolved the problem of storing records and also calculate the
profits [2].

Afzal et al. (2021) and his team demonstrated that if you are
a stranger in some city and wanted to rent a house. Then, it is
very difficult to find a suitable house at a time that meets your
requirements. This is the main motive to build an Online Rental
Management System. So, this website helps users to register
individual homes or apartments to help you in finding the perfect
rental home that is also used for property selling, leasing, and
buying. Which makes it easier for tenants to choose a desired
house or property within budget and Landlords can easily sell
their property by uploading and registering the website.

And the loopholes in the existing system only provide a text-
based interface which is not very as user friendly as a Graphical
user interface. Since the system is implemented manually the
response is very slow. Hence, there is a need for the reformation
of the current system to a new system that has more advantages
and flexibility. The main objective of the system is to eliminate
the limitation of the existing system.

e To remove the paper-based work.

e To save time for both landlords and tenants.

The methodology that they used to create in their Online Rental
Management System is Structured Query Language (SQL),
PHP will be used to collect or store the data in a database. And
for web design they used HTML, CSS, Bootstraps. It consists
of three parts: Client, Web Server, Database Server.

The conclusion is that they were able to successfully developed
and Online Rental Housing Management System that have also
mostly very favorable for hostler and PG person that wanted
to search a suitable house and it also have an GPS map system
in it which also save a lot of time by searching it automatically
show the direction of it which it is easy to navigate. It is an
Online Website which is easy to use and also has the standards
of current time [1].
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TABLE I: SUMMARY OF REVIEWED PAPERS

Paper Title & Introduction Methodology Data Set & Conclusion Future Scope
Author Algorithm
Rental House Their team builta | When the user MySQL The outcome of the | In the current scenario
Management web based appli- opens the web Database on project was that they | there are a number of
System [3]. cation which will application he phpMyAdmin. | developed a web ap- | people who are living

make the online

must log-in and

Apache server

plication that made

in rental houses and are

renting system sign-up if he on Xampp. the user lifestyle finding rentals to live in
more efficient and | wants to talk to ASPNET us- | casier in finding so this web application
convenient. the owner and ing CH. rental houses and the | will make their task of
They resolved the | the same goes for owners can also find | finding rental property
issue of difficulty the owner side if the tenants of their easier and more conve-
in finding afford- he wants to put liking for the rental nient.
able rental prop- his property on property.
erty. the web applica-
tion.
House Rental Their team built up | Their software The languages | Their team con- Buying a house is not an
Management a web based appli- | works onavery | usedtobuild | cluded that they easy task for an individ-
System [5]. cation which will simple method, their applica- | have finally built a ual hence one has to first
help the customers | the user has to tion were software that meets | rent a house and then
to find the nearby login and have to | HTML, CSS, | all the requirements | save up for buying a
rental properties find the proper JS, PHP and according to the house. So, their web app
and they also made | rental house the database demands and it will | will help such people
sure that there isa | which meets their | used was surely help in en- who are in need of a
proper gateway of | demands and can | MySQL data- | hancing the lifestyle | convenient rental house.
conversation be- contact the owner | base. of the people. They will also add up
tween the parties. of the property new features for enhanc-
for further de- ing the user experience.
tails.
Rental Housing | This is a software This software ASPNET This online software | This software uses 2010
Management based on ASP.NET. | has user speci- using C#. Da- | provides exact infor- | .NET version which is
System [4]. The base idea of fied searching tabase used is | mation and can be now upgraded to .NET
this research is to and direct contact SQP 2008. accessed easily from | 2015 version.
provide “afford- between buyer TIS and the anywhere. Dropdown searching
able” shelter to all | and seller. Cart NET frame- Cart system and mail | and satellite/map based
the classes whether | system is also .work based information searching can also be
lower upper or provided. Easy increases its demand | added in this software.
middle class. addition, deletion in the market.
and searching of
houses with user
-friendly inter-
face.
Cloud Based This is web based | The team has Centralized A cloud based Integrated system can
Rental Housing | software which is used the cloud databases us- | mobile application be used i.e. if the tenant
Management used for making service with ing MYSQL with user friendly does not have a device to
System [3]. the renting easier components such | and program- | interface and secure | contact the owner then

for the user.

as app server,
payment engine,
wallet engine,
chatserver, mes-
sage engine and
authentication
server.

ming languag-
es are angular
JS, PHP and
Laravel.

environment is
established.

he/she can use the smart
door technique.

House rent countdown
system can also be added
to remind the tenant of
the rent.
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paper and main-
taining records is

option that is vis-
ible on the web-

server address,
etc.

that enables the man-
agers to make only

Paper Title & Introduction Methodology Data Set & Conclusion Future Scope
Author Algorithm
Rental Housing | Most of the work Firstly, you have | Database This software is used | This system software
Management done by the hous- | to log in then you | system design, | as an inventory to has to also give a pay
System [2]. ing managers is on | have to selectan | framework, provide a framework | slip and data that are

directly connected to the
Microsoft Access that

site. It will show
how the data is
collected from
the user through
the system that

really difficult. So
their webpage will
basically help the
user to maintain
data in an orga-

nized way and will | has been kept
also prove a user in the system
friendly interface database.

for both the owners
and the tenants.

reasonable transac-
tions made within a
limited time of the
framework.

automatically sends the
slip of recorded payment
to the tenants.

in a database.
And they used
HTML, CSS,

of eliminate paper
based word, save
time and give an
desirable result ac- | Bootstraps. That
cording to the user | contains three
need parts: client, web
server, database
server that help
to build an online
website.

Online Rental Their team make a | Firstly, they used | Structured This website is This is a modern Online
Housing website of Online web servers like | Query Lan- used for tenants, Rental Housing Manage-
Management Rental Hous- SQL and PHP guage (SQL), | landlords, hostel, ment System of Web
System [1]. ing Management that enable the PHP, HTML PG, etc. It is more application that is built
System which is website to store CSS, Boot- flexible than the by PHP and SQL. And it
built on the basis or collect data straps. existing system. It also has a client/server

HTTPS protocol. For the
future scope this system
has a GPS server which
helps to give the location
of a house. It is a user-
friendly system which
makes it easy for a ten-
ant to search a desired
house and for landlords
mendation of that which just have to input
similar output shows | the details of their prop-
on the web page. It erties.

is very beneficial for
students.

has more accuracy
and compatibility in
terms of saving time
and working output.
It is an online web-
site where a user has
to firstly register and
fill out the details
then the recom-

III. METHODOLOGY AND SETUP OF EXPERIMENT

For the proper working of our web application we collected
data from many resources. We talked to people (customers)
so that we can understand the problems they are facing in
the renting system. We also collected views of people on the
current online websites which provide an online renting system
and noted down the problems faced by them or anything that
caused any kind of inconvenience, so that we can enhance the
quality of our work.

A. Setup

Steps

1. Initially we started with the identification of the problem
statement and analyzing the major faults and issues.

2. Our team asked the opinion of various people on the

current management system and asked if there was any
kind of issue.

We collected data from the current working websites on
renting management systems and seek for any type of
issue caused.

We talked to various owners and their requirements like
what they need for a better experience on the website.

After collecting all the required data all the team members
analyzed it, and started its interpretation.

Then we start to learn HTML and CSS for making the
front end of our web based application.

After that we learned the languages required for making
the back-end of our rental house management software.

After gaining all the knowledge required the team divided
the work and started to make the web application.
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B. Use Case Diagram
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Control .
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Fig. 6: Basic Use Case Diagram Showing How the Rental House Management System Works

e This diagram explains how our website orientation will e The tenant and the owner can collaborate if the needs of
be like. both are matched.
e The Admin or developer has the control access to the e They both will also have the user access to the system (as
System and database and can modify the system. per Fig. 6).
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Fig. 7: Total Use Case Diagram of the Rental House Management System

e All the functionalities are written in the oval shaped box page and also shows who has the access to which function
and the access is shown by pointed arrows. of the website (as per Fig. 7).

e This diagram describes the total functionality of the web-
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C. E.R. Diagram

1 BHK

2BHK

3BHK

Rent House

Details

Rent house
status

Square Area

Location

Mobile No.

Fig. 8: An E.R. Diagram Showing the Working of Rental House Management System

The above shown diagram is the E.R. (Entity Relationship)
diagram of the Rental Housing Management System. It shows
us the information that has to be given by the user end and also
by the owner end for the proper working of the system. The

D. Data Flow Diagram

user as well as owner has to give their basic details, the user
must give the proper details of the house he/she wants and the
owner should do the same for the property they want to rent out
(as per Fig. 8).

Housing Property
Management

Approval
Management B

Owners

Management

Rental Housing
Management

Registration
Management

Property tvpe
Management

Tenants
Management

Fig. 9: A DFD Diagram Showing the Basic Working of Rental House Management System

The above shown diagram is a data flow diagram of Rental
Housing Management System. It analyzes how the data flows
in the rental housing management, the contents written in the
rectangular boxes shows the input that is given to the software
and the arrow depicts how the data flows (as per Fig. 9).

The above shown diagram is the detailed flowchart of the Rental
House Management System. It shows how the user will enter
into our web application where he will sign up and proceed as
shown in the below diagram (as per Fig. 10).
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E. Flowchart
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Fig. 10: Flowchart Showing the Workflow of Rental House Management System

I'V. REsuLT AND DiScuUsSION

P2R Rentals

m

Fig. 11: Selection between Owner and Tenant

P2R Rentals About  Contact  Feedback

NewGen Renting System

N

Fig. 12: Login and Sign-up Page

Here a user can choose whether he/she comes for our website
as a tenant or owner. It makes easy to categories between the
tenants and the owners. We make it easy so anyone can use it
(as per Fig. 11).

In this page an individual person can access or create a user id
by this following option Login and Sign-up which is directly
linked to a page where he/she can make a user id, login the
website (as per Fig. 12).

Fig. 13: Login Page of the Tenants or the Owner

It is used after a person has created his user id so that he or she
can access their data which is saved in our website. And it is
highly secured which is also a user friendly and easy setup (as
per Fig. 13).
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Sign-up

P2R Rentals

Fig. 14: Sign-up Page for the Tenant or the Owner

This is the page where a person can create a user id for himself
that is unique and secured his data. Sign-up is used to make a
login id for a user that he/she can access from any browser just
by searching our website and filling the log-in page (as per Fig.
14).

L 8 8 8 & ¢

1 just love it

Fig. 15: User Rating Page for the Users

It is the review page where a user can rate our website and how
it feels after using our Rental management website and what
we have to improve in it more. It is a page where a user can
clarify its satisfaction and problems that occur in run time (as
per Fig. 15).

About Us

Our Team

Prabhinav Mishra Prateek

Rayush Jain

pravhinavmishra@gmal. com pratecksingh6125@gmal.com rayushjain3099@gmail com

Fig. 16: An About Us Page for Knowing Us and Our Website

In this page we have given the information about ourself and
mail so if any problem occurs in run time then a user can contact
us for the main motive, what is the use of our website and what
it used for (as per Fig. 16).

It is a payment gateway page where a user has to pay the price
of the buying home/flat according to their preference. That’s

why we added a number of category modes in payment which
make users comfortable to pay or buy a flat/home (as per Fig.
17).

Payment

Choose payment method below

Billing Info Credit Card Info

Fig. 17: Payment Gateway Page for the Convenience of Users

P2R RENTALS

Fig. 18: User Interface for the Tenant to Explore

This is the front page view of our website which shows how the
user will be interacting with us.

This is simple and an explorer option where a user clicks and it
shows the number of details and flats on a different page. And in
our front page view we also added property, service. About us,
contact us because it is a necessary requirement of any website
(as per Fig. 18).
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Fig. 19: List of Various Popular Rentals on Our Website

This is the page on our website where users can see the price
and category the location and type of their flat by the following
filter option in it which makes it easier for users to choose a
good flat/home. And there is also a bargaining function in it
where a buyer can bargain the price of a flat/home by the owner
(as per Fig. 19).

This is the page of our website which shows how the owner
will fill the details of their home/flats. In this the owner has to
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fill the following categories where he/she can also add photo
of their flats. It is easy for a renter to know if the flat is in good
condition or not (as per Fig. 20).

P2R RENTALS

Add Home

Fig. 20: Add a Homepage for the Owner to Upload Info about
Their Property

Technical Conclusions after Results

ating Graph
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Fig. 21: User Rating Pie-Chart
This pie-chart shows the feedback of people and their experience
while using the website.

During our analysis we found out that the users were satisfied
with our website as more than 75% of the rating was above 4
stars.

Total Responses: 182

5 Star: 60 4 Star: 74

3 Star: 36 2 Star: 9 1 Star: 3

Average Rating: 4.0 (as per Fig. 21)
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Fig. 22: User Rating Bar Graph

The above graph represents the user rating in the bar graph (as
per Fig. 22).
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Fig. 23: User Rating Line Graph
This graph shows the analysis of the feedback of the tenants and
the owner separately.

Our webpage has two different portals of tenant and owner and
we have analyzed the feedback of both separately and found out
that the average ratings of both are almost the same.

Average rating of tenants: 3.95

Average rating of owner: 4.05 (as per Fig. 23)
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Fig. 24: Bar Graph Showing Age Group using Rental Website
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This graph represents the different sections of age group using
our website. On analysis we found out that the most number
of users using our website lies between 18-32 which contains
mostly bachelors and tenants. We found that the age group of
33-50 were families and the age group above 50 were joint
families (as per Fig. 24).

V. NOVELTIES

e OQOur Rental House Management System will have a
better user experience than many other current working
websites.

e We will provide proper details of the owner as well as of
the tenants for the proper assurance of background of the
person.

e We will add a special bargain feature in our software so
that if the customer wants to bargain on the price he can
do it with assurances of the owner.

e OQur rental house management software will also contain
small scale properties such as PGs for the benefit of
students coming to an unknown place.

V1. RECOMMENDATION

Our webpage will provide a user-friendly interface and both the
tenants and the owner can be benefited by the website. Users
are provided with easy registration and login with OTP and
password for security purposes. Separate portals are provided
for both the buyers and the sellers. The search bar is provided
with the filter search technique which recommends the user
with the houses as per his/her requirements and budget. Our
webpage will provide the recent images of the house and
contact details of the owner for transparency.

VII. FUTURE RESEARCH DIRECTION AND LIMITATIONS

A. Limitations

e A user can only access this web application not above
than 2 or more portal access of the same user at a time.

e Our web application doesn’t have dynamic visuals on it
for now.

e [t doesn’t show the landlord’s property which doesn’t
have a register on our web page.

e Our web application system database has a web storage
which allow user to store or publicly upload their photos
and video of property but the limit of the size of photos
are 10MB and for video — 50MB.

B. Future Directions

e To provide service to a user like personal transportation
support which are directly connected to Ola Cabs, Uber
where a user can book a cab for its destination with 2-4%

discount.

e To make our online web application also for Android and
IOS app systems.

e To add dynamic features and also create an Al ChatBot
which helps you to solve your biggest problem regarding
transaction, using this online web application.

e To make our application system on voice command also
with different languages.

VIII. CoNCLUSION

This Rental Housing Management System is a web application
that is made by using HTML, CSS, JS, MySQL. All of this was
developed in visual studio code by Microsoft. Our rental house
software is a very convenient and user friendly software and it
provides its users with various new features for enhancing their
experience. The user will enter into our website and first he has
to log-in or sign-up with their credentials and then they will
be directed to our webpage where they will have to select the
region in which they want to rent a house and then after that they
will be shown all the available properties in that specific area,
from there they can select the house that meet their demands.
This rental software will enhance the renter owner relationship
and will aim at making customers’ life easier.
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ANNEXURE

Key Terms and Definitions

HTML - HTML is a Hyper Text Markup Language which
is used to structure your web page and its content. It helps
to create your own website.

CSS - Cascading Style Sheet is used to style and web
pages. For e.g. - colors, font, or adding animation and
other decorative features.

JavaScript - JavaScript is often abbreviated as JS, it is
a programming language that is one of the main core
technologies of the World Wide Web, alongside HTML,
CSS. It enables dynamic updating content, animated
images and pretty much everything.

UI - Tt stands for user interface, is anything a user interacts
with on a website or any digital devices. It encompassed
both the appearance and interactivity of an app or website.

Web Application - It is a software that runs in a web
browser. It is an application program that is stored on
remote servers and delivered over the Internet through a
web interface.
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Abstract: This paper introduces a decentralized non-
fungible token (NFT) marketplace website developed as a
major project for college. The platform aims to demonstrate
the intersection of NFTs and blockchain technology and
how it is changing the digital world also to increase the
adoption of NFTs by providing a user-friendly and intuitive
experience for buying, selling, and trading digital assets.
NFTs, being unique and verifiable digital assets, have
the potential to revolutionize the way we own, trade, and
manage digital items. The use of blockchain technology in
NFTs ensures their security, ownership, and authenticity,
making them suitable for use in various industries such
as gaming, art, and collectibles. The marketplace website
built for this project showcases the importance of NFTs
and how they can be made accessible to a wider audience
through a user-friendly platform. The platform provides a
seamless experience for buying, selling, and trading NFTs,
making it easy for users to participate in the NFT economy.
Additionally, the platform features tools for creating custom
NFTs, opening up new opportunities for artists and creators
to monetize their digital creations. This project highlights
the significance of NFTs in the digital world and how they
are changing the way we view and manage digital assets.
The decentralized and secure nature of NFTs, combined
with their uniqueness and verifiability, makes them ideal
for various use cases, and the creation of user-friendly
platforms like the one presented in this project will play a
crucial role in promoting the wider adoption of NFTs.

Keywords: Authenticity, Blockchain technology, Creators,
Decentralized, Digital assets, NFTs, Security, Trading.

1. INTRODUCTION

In recent years, the intersection of non-fungible tokens (NFTs)
and blockchain technology has created a new landscape in the
digital world, providing a new way to own, trade, and manage
digital assets. NFTs are unique, verifiable digital assets that
offer new opportunities for various industries such as gaming,
art, and collectibles. This paper introduces a decentralized
NFT marketplace website, which has been developed as a
major project for college, with the aim of demonstrating the
capabilities of NFTs and blockchain technology and increasing
their adoption. The platform provides a user-friendly and
intuitive experience for buying, selling, and trading NFTs,
making it easy for users to participate in the NFT economy.
Furthermore, the platform offers tools for creating custom
NFTs, opening up new opportunities for artists and creators
to monetize their digital creations. This project highlights the
significance of NFTs in the digital world and the potential for
user-friendly platforms to play a crucial role in promoting their
wider adoption.

I1. PROBLEM FOUNDATION

A. Problem Statement

The blockchain and NFT technology has the potential to
revolutionize the way we own, trade, and manage digital assets,
but the current NFT marketplaces are limited by their lack of
accessibility. The complexity of existing NFT marketplaces and
the technical knowledge required to use them effectively limit
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their reach and hinder the wider adoption of NFTs. The aim of
this project is to address these issues by creating a decentralized
NFT marketplace that is user-friendly and accessible, making it
easier for people to participate in the NFT economy and unlock
the full potential of NFT technology.

While the NFT market continues to grow, existing marketplaces
often provide a complex and technical user experience, making
it difficult for many individuals to participate in the NFT
economy. This project aims to address these challenges by
creating a streamlined and user-friendly NFT marketplace that
offers essential features for buying, selling, and trading NFTs.
This project will demonstrate the potential of accessible and
intuitive NFT marketplaces to increase the adoption of NFTs
and change the way we own, trade, and manage digital assets.

B. Scope

The scope of this project is to develop a decentralized NFT
marketplace website that serves as a proof of concept for a
user-friendly and accessible platform for buying, selling, and
trading NFTs. The platform will provide essential features for
users to participate in the NFT economy, including a seamless
experience for buying, selling, and trading NFTs and tools for
creating custom NFTs. The project will focus on demonstrating
the intersection of NFTs and blockchain technology, and
how the creation of user-friendly platforms can increase the
adoption of NFTs. The platform will be built using Next.js for
the frontend and Solidity for the backend and will be evaluated
based on its user experience and functionalities. The project will
not provide all the features and functionalities of existing NFT
marketplaces, but it will serve as a starting point for further
research and development in this field.

III. LITERATURE REVIEW

The development of decentralized non-fungible tokens (NFTs)
and the integration of blockchain technology has given rise to
a new and innovative way of owning, trading, and managing
digital assets. NFTs are unique and verifiable digital assets
that offer the potential to revolutionize the digital world. This
technology is being adopted in various industries such as
gaming, art, and collectibles due to its secure, authentic, and
ownership-ensuring features.

Previous research in the field of NFTs has focused on
the technical aspects of NFTs, including the creation and
management of NFTs, their security, and their suitability for
various use cases. However, there is a lack of research on the
development of user-friendly platforms for buying, selling,
and trading NFTs. This research gap presents an opportunity to
explore the potential of NFTs and the development of platforms
that promote the wider adoption of NFTs.

Areview of existing NFT marketplaces reveals that they provide
a variety of features, including buying and selling of NFTs,
trading of NFTs, and creation of custom NFTs. These platforms

have made significant contributions to the development of NFTs
and have helped to increase the adoption of NFTs. However,
they have some limitations such as the lack of a user-friendly
interface and the complexity of using the platform. This has
resulted in a low level of user adoption and has limited the
growth of the NFT market.

This literature review highlights the significance of NFTs in the
digital world and the need for user-friendly platforms that can
help to promote their wider adoption. It highlights the features
of existing NFT marketplaces and the limitations that hinder
the growth of the NFT market. This literature review provides
a foundation for the development of a new NFT marketplace
that addresses the limitations of existing NFT marketplaces
and provides a user-friendly and intuitive experience for
buying, selling, and trading NFTs. The goal of this research is
to develop a platform that will help to increase the adoption
of NFTs and promote the growth of the NFT market.

Blockchain technology has been a game-changer in creating a
marketplace for Non-Fungible Tokens (NFTs). The essence of
blockchain lies in its ability to provide a universal ledger that
can store information across a network. Due to its decentralized
nature, all network participants can participate in transactional
processes, and the transparency of the system ensures that every
individual in the network can view transactions. Additionally,
blockchain technology is verifiable, which prevents counterfeit
transactions (Tasatanattakool and Techapanupreeda, 2018
[1]). Blockchains come in various forms, with Bitcoin being
the first one introduced by Satoshi Nakamoto, who realized
the importance of a decentralized infrastructure in the current
sociological order (Nakamoto, 2009 [2]). The concept of a
decentralized ledger, where the distributed, transparent, and
immutable consensus nature of the algorithm of blockchain was
put in place, brought a new societal structure of digital money
without a central authority, redistributing power amongst the
masses (Boucher et al., 2017 [3]).

The possibilities for blockchain technology are endless, and it
can be used for peer-to-peer banking services, music royalties,
and digital art. Especially in the NFT sphere, blockchain
technology has become viral on the internet, with popular
examples being Crypto Kitties, Crypto Punks, and Bored Ape
Yacht Club, where massive amounts of money have already
been invested. The technology is being hailed as one that
could revolutionize society by using a consensus mechanism
as a central component. Blockchain is viewed as a universal
ledger or bookkeeping instrument where transactions are
broadcasted onto the ledger and independently verified by
peers in the network. Transactions are interlocked as chains and
stacked on top of each other in a chronological sequence using
a cryptographic hashing mechanism that prevents fabrication
(Aste et al., 2017 [4]). Initially, blockchain technology can
be viewed as an ICT (Information and Communications
Technology) innovation that can be used as an organizational
technology to decentralize governance constructs and used for
coordination of people and economic decision-making.
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The use cases for blockchain technology are not limited to the
financial instrument. In the NFT space, blockchain technology
is used to tokenize works of art or intellectual property, paving
the way for the decentralized way of creating derivative works
for commercial purposes (Lee, 2021 [5]). The possibilities
for utilizing blockchain technology are growing rapidly, with
further inter-merging into the Metaverse space enabling a
proliferation of a virtual economy where users can reap value
through unique new markets. In summary, the blockchain
technology has enabled the NFT marketplace, creating a
decentralized system that is transparent, secure, and immutable,
with endless possibilities for utilization in various industries.

IV. PrRoOJECT METHODOLOGY

Our NFT marketplace project aims to provide a user-friendly
and transparent platform for buying, selling, and trading non-
fungible tokens (NFTs) on the Ethereum network. The platform
will enable users to create, list, and purchase NFTs, as well as
allowing for the transfer of ownership of NFTs between users.

The project will be implemented using Solidity and will inherit
from the ERC721 standard implemented by OpenZeppelin
to ensure compatibility with existing NFTs on the Ethereum
network. The logic for buying, selling, and transferring NFTs
will also be written in Solidity.

To provide a more efficient and user-friendly experience, we
will be using Ether.js to interact with our smart contracts, and
MetaMask to provide a secure and easy-to-use interface for
users to interact with our platform.

To ensure the transparency and immutability of our NFT
marketplace, we will be using IPFS to store and distribute our
NFT metadata.

Our project aims to create a more accessible and trustworthy
NFT marketplace that enables users to easily buy, sell, and trade
NFTs, while providing a transparent and decentralized platform
that can be trusted by all users.

Project Stack
Web Application Framework - Next.js

Backend-Solidity - In this we are inheriting from the ERC721
standard implemented by OpenZepplin

Solidity Development Environment - Hardhat
File Storage - IPFS

Ethereum Web Client Library - Ethers.js
Blockchain Wallet - MetaMask

Next.js - In the implementation of our NFT marketplace
website, we used Next.js as the frontend framework. Next.js
is a React-based framework that provides a set of tools and
features to build fast and scalable web applications.

One of the key reasons we chose to use Next.js is its ability
to server-render pages, which greatly improves the loading

speed of the website. This is particularly important for our NFT
marketplace, as fast loading times are crucial for providing
a seamless user experience. Additionally, Next.js provides
automatic code splitting, which means that users only need
to download the code required for the current page they are
visiting, reducing the overall size of the website and making it
faster to load.

Another reason we used Next.js is its support for static file
generation. This allows us to generate and pre-render pages
during build time, which can be served to users directly from a
CDN. This reduces the server load and makes the website even
faster.

Finally, Next.js provides a powerful set of features for building
and maintaining complex applications, making it an ideal
choice for our NFT marketplace. It provides a set of APIs for
fetching data, optimizing images, and handling routing, among
other things, all of which helped us to implement our NFT
marketplace in a more efficient and streamlined manner.

In conclusion, we used Next.js for the implementation of our
NFT marketplace website because of its server-rendering
capabilities, static file generation support, and powerful set
of features for building complex applications. These features
allowed us to provide a fast, seamless, and user-friendly
experience for buying, selling, and trading NFTs.

Solidity - In our project implementation, we are using Solidity,
a programming language designed specifically for writing
smart contracts on the Ethereum blockchain. Solidity allows
us to write code that is executed on the blockchain, enabling
us to create decentralized applications and execute transactions
without the need for intermediaries. Additionally, Solidity is
the most popular and widely used programming language for
writing smart contracts on Ethereum, making it a natural choice
for our project.

We are also inheriting from the ERC721 standard implemented
by OpenZeppelin, a widely used and well-established standard
for creating non-fungible tokens (NFTs) on the Ethereum
network. By inheriting from the ERC721 standard, we are
ensuring that our NFTs will be interoperable with other NFTs
on the Ethereum network and that they will be compatible with
existing NFT marketplaces and tools.

Furthermore, the logic for buying, selling, and transferring
NFTs is written in Solidity. This allows for the automation of
these processes and ensures that they are executed in a trustless
and transparent manner without the need for intermediaries.
The use of Solidity also enables us to create smart contracts
that are self-executing and cannot be altered once they have
been deployed to the blockchain, providing increased security
and transparency for our users. Overall, the use of Solidity and
the ERC721 standard implemented by OpenZeppelin provides
a secure and efficient foundation for our NFT marketplace
project.

We are using Hardhat as our development environment.
Hardhat is a popular and reliable development environment
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that is designed specifically for Ethereum smart contract
development. It provides us with a range of tools and features
that make it easy to test, debug, and deploy our smart contracts
on the Ethereum network.

One of the main reasons we are using Hardhat is its flexibility
and ease of use. Hardhat is highly modular and allows us to
customize our development environment to fit our specific
needs. It also provides a range of plugins that enable us to easily
integrate with other tools and services that we may need for our
project.

Another key feature of Hardhat is its testing framework.
Hardhat allows us to write automated tests for our smart
contracts, ensuring that they behave as expected and are free
from bugs and vulnerabilities. This is crucial for creating secure
and reliable smart contracts that can be trusted by our users.

Additionally, Hardhat provides us with a built-in local
blockchain network that allows us to quickly test and deploy
our smart contracts in a simulated environment. This enables us
to iterate and make changes to our code without incurring the
cost and time associated with deploying to the live Ethereum
network.

Overall, the use of Hardhat provides us with a reliable and
flexible development environment that enables us to build
secure and efficient smart contracts for our NFT marketplace
project.

we are using the InterPlanetary File System (IPFS) to store and
distribute our NFT metadata. IPFS is a decentralized peer-to-
peer file sharing protocol that enables us to store and distribute
files in a secure, efficient, and decentralized manner.

One of the main advantages of using IPFS is its decentralized
nature. Unlike traditional file storage systems, which rely
on centralized servers, IPFS distributes files across a global
network of nodes. This makes it more resilient to censorship
and single points of failure, as well as providing faster and more
efficient access to data.

Another key advantage of using IPFS is its content-addressable
system. This means that files are identified by their content,
rather than their location. As a result, once a file has been
uploaded to IPFS, it can be accessed from anywhere in the
world simply by using its content address. This makes it easier
for us to distribute and share our NFT metadata, without having
to worry about the location of the files.

Additionally, using IPFS for our NFT metadata enables us to
create a more transparent and decentralized NFT marketplace.
By storing the metadata on IPFS, we can ensure that the data
associated with our NFTs is immutable, transparent, and
publicly accessible. This helps to build trust and confidence in
our platform, as users can be assured that the data associated
with their NFTs is secure and cannot be altered or tampered
with.

Ether.js provides us with a range of powerful and easy-to-use
tools for interacting with smart contracts and the Ethereum

network, enabling us to create a more efficient and user-friendly
NFT marketplace.

MetaMask is also used. It is a browser extension that allows
users to securely manage their Ethereum accounts and inter-
act with decentralized applications, including our NFT market-
place. By integrating with MetaMask, we are able to provide
our users with a seamless and secure way to buy, sell, and trans-
fer NFTs on our platform.

V. ResuLt DiscussioNs

The results of our NFT marketplace project demonstrate the
successful implementation of a user-friendly and transparent
platform for buying, selling, and trading non-fungible tokens
on the Ethereum network. The platform enables users to create,
list, and purchase NFTs, as well as allowing for the transfer of
ownership of NFTs between users.

By using Solidity and inheriting from the ERC721 standard
implemented by OpenZeppelin, we ensured the compatibility
of our NFTs with existing NFTs on the Ethereum network.
The logic for buying, selling, and transferring NFTs was also
written in Solidity, enabling secure and efficient execution of
these transactions.

We used Ether.js to interact with our smart contracts, and
MetaMask to provide a secure and user-friendly interface for
users to interact with our platform. The use of IPFS to store
and distribute NFT metadata ensured the transparency and
immutability of our NFT marketplace.

Overall, the results of our NFT marketplace project demonstrate
the successful implementation of a platform that provides a
more accessible and trustworthy way to buy, sell, and trade
NFTs, while also promoting transparency and decentralization.
Future work may include enhancements to the user interface,
further optimization of the platform’s performance, and the
addition of new features to support a wider range of NFTs and
use cases.

V1. CoNCLUSION

In conclusion, our NFT marketplace project successfully
implemented a transparent and user-friendly platform for
buying, selling, and trading non-fungible tokens on the
Ethereum network. By using Solidity, Ether.js, MetaMask,
and IPFS, we created a decentralized and secure platform that
enables users to easily create, list, purchase, and transfer NFTs.
The project showcases the potential of NFTs and the Ethereum
network in enabling new forms of digital ownership and value
exchange. The success of this project highlights the potential
for further innovation and development in the NFT space, as
well as the broader potential of blockchain technology for
transforming various industries.
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Abstract: In former years, the internet was used for various
societal benefits. This article discusses how to use an Android
application and the web to help patients. The major goal
is to give the patient a hassle-free atmosphere and comfort
when visiting the doctor. When patients have to wait a long
time for appointments, even if they receive one, the doctor
may not visit the hospital, and the patient may leave without
visiting, resulting in the appointment being canceled. The
issue will be resolved and patients will be kept up-to-date
via technology such as Android and web-based applications.
Patients may arrange appointments from anywhere at any
time, saving their valuable time.

Keywords: Appointment, Hospital, Patient.

[. INTRODUCTION

A. Background and Context of the Problem

In the current scenario of digitalization, where almost every
aspect of life has gone digital, the medical field still has some
systems that are managed manually through registers and files.
This result in inefficiencies, delays, and inconvenience for both
patients and doctors.

The current digital era has brought major advancements to
many aspects of life, however, the medical field still faces
challenges in modernizing its systems. The reliance on
manual processes such as paper-based records and files leads
to inefficiencies, delays, and a less convenient experience for
both patients and healthcare providers. This highlights the
need for a more digitized approach in the medical field to

improve efficiency, reduce errors, and provide a better overall
experience. The medical field still relies on manual systems,
causing inefficiencies, delays, and inconvenience for patients
and doctors in the digital age [1].

Implementing a digitized system in the medical field would
bring numerous benefits. The availability of electronic medical
records would allow for easier access to patient information,
reducing the time taken for diagnosis and treatment. This would
also improve the accuracy of medical records and minimize
the risk of errors due to manual documentation. Moreover,
the digitization of medical systems would also improve
communication between healthcare providers, enabling quicker
and more effective collaboration for better patient outcomes.
Additionally, it would allow for more efficient appointment
scheduling and reduce wait times for patients. In conclusion,
the digitization of the medical field would bring numerous
benefits and help improve the overall experience for patients
and healthcare providers alike.

B. Purpose and Objectives of the Project

The purpose of this project is to develop a digital solution called
Nirogyam to address these challenges in the medical field. The
specific objectives of the project are to:

e C(Create a digitalized and efficient application for
appointment booking for patients.

e Ensure that patients can purchase medicines online easily.

e Automate the delivery of medicines and minimize

difficulties faced by people when they are unable to visit
a doctor’s clinic.
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e Integrate the application’s chatbot, video call, and other
features.
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Fig. 1: System Architecture [2]

C. Overview of the Proposed Solution (Nirogyam)

Nirogyam is a digital platform for the medical field that aims
to provide a one-stop solution for all medical needs. Patients
can book appointments with doctors for a particular problem,
purchase medicine, and book diagnostic tests, all from the
comfort of their home. Doctors also benefit from this system as
it provides a digital workspace for them.

Nirogyam is a comprehensive digital solution for the
medical field that seeks to revolutionize the way healthcare
is delivered and managed. The platform provides a seamless
and convenient experience for patients, allowing them to easily
book appointments, purchase medicine, and book diagnostic
tests from their home. This eliminates the need for them to visit
multiple clinics and pharmacies, saving time and effort.

For healthcare providers, Nirogyam offers a digital workspace
where they can manage their appointments, patient records,
and diagnostic reports efficiently. It also enables easy
communication between healthcare providers, improving
collaboration and enabling better patient outcomes.

Overall, Nirogyam is designed to make the healthcare experience
more convenient, efficient, and effective for both patients and
healthcare providers. By providing a one-stop solution for all
medical needs, it has the potential to revolutionize the way
healthcare is delivered and received in the digital age.

II. LiTERATURE REVIEW

A. Overview of Current Systems in the Medical Field

The current systems in the medical field are largely manual,
with appointment booking, prescriptions, billing, and medicines

managed through registers and files. Some digital solutions
exist, but they are often limited in scope and functionality.

The current systems in the medical field are primarily based
on manual processes, which can result in inefficiencies, errors,
and inconvenience for patients and healthcare providers. The
process of booking appointments, obtaining prescriptions,
managing billing, and purchasing medicine still relies on
traditional methods such as paper records and files. While some
digital solutions exist, they are often limited in their scope
and functionality, providing only basic features and lacking
comprehensive solutions for the medical field.

This manual approach to healthcare management leads to a
number of problems, such as longer wait times for patients,
difficulties in accessing medical records and diagnostic reports,
and the potential for errors due to manual documentation. It
also makes it difficult for healthcare providers to collaborate
and communicate effectively, resulting in a less effective and
less efficient healthcare system [3].

In conclusion, the current systems in the medical field are in
need of modernization and digitization to improve the efficiency
and effectiveness of healthcare delivery and management. The
implementation of comprehensive digital solutions, such as
Nirogyam, has the potential to revolutionize the way healthcare
is provided and received in the modern age.

B. Comparison of Manual and Digital Systems in Terms
of Efficiency and Effectiveness

Manual systems are often prone to errors and delays, resulting in
inefficiencies and inconvenience for both patients and doctors.
On the other hand, digital systems provide a more efficient and
effective way of managing medical data. They are quicker,
less prone to errors, and allow for easy access and retrieval of
information.

The comparison between manual and digital systems in the
medical field highlights the stark differences in terms of
efficiency and effectiveness. Manual systems, while still widely
used, suffer from a number of problems such as errors due to
manual documentation, longer wait times for patients, and
difficulties in accessing medical records. These inefficiencies
result in a less convenient and less effective healthcare
experience for patients and healthcare providers alike.

On the other hand, digital systems offer a more efficient and
effective way of managing medical data. The use of electronic
medical records allows for quick and easy access to patient
information, reducing the time taken for diagnosis and
treatment. The digitization of medical systems also minimizes
the risk of errors and improves the accuracy of medical records.

Furthermore, digital systems provide a platform for effective
communication and collaboration between healthcare providers,
enabling them to work together to provide the best possible
outcomes for patients. They also provide patients with a more
convenient experience, allowing them to book appointments,
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purchase medicine, and book diagnostic tests from the comfort
of their home.

In conclusion, the use of digital systems in the medical field has
the potential to bring numerous benefits in terms of efficiency,
effectiveness, and patient experience. The implementation of
comprehensive digital solutions, such as Nirogyam, has the
potential to revolutionize the way healthcare is delivered and
managed.

C. Advantages and Disadvantages of Existing Digital
Solutions

Existing digital solutions in the medical field have many
advantages, such as improved efficiency and effectiveness.
However, they often lack integration with other systems and
are limited in scope.

Existing digital solutions in the medical field offer numerous
advantages over manual systems, such as improved efficiency,
accuracy, and effectiveness. The use of electronic medical
records and digital communication platforms enables healthcare
providers to access and manage patient information quickly and
easily, reducing the time taken for diagnosis and treatment.

However, despite these benefits, existing digital solutions
in the medical field also have their limitations. One major
disadvantage is a lack of integration with other systems,
resulting in fragmented and disconnected processes. For
example, a patient’s medical records may not be accessible by
other healthcare providers, leading to duplication of tests and a
lack of continuity of care.

Another disadvantage of existing digital solutions is that they
are often limited in scope, providing only basic features and
lacking comprehensive solutions for the medical field. This
result in a fragmented and disjointed experience for patients,
who may need to use multiple systems to manage their health.

In conclusion, while existing digital solutions in the medical
field offer numerous advantages over manual systems, they
also have their limitations in terms of integration and scope.
The implementation of comprehensive digital solutions, such
as Nirogyam, has the potential to address these limitations and
revolutionize the way healthcare is delivered and managed.

[II. METHODOLOGY

A. Requirements Gathering and Analysis

The first step in the development of Nirogyam was to gather
requirements and analyze the needs of patients and doctors.
This involved conducting surveys and interviews to understand
their specific needs and pain points.

B. System Design and Architecture

Based on the requirements analysis, the system design and
architecture were developed. This involved creating a detailed
plan for the system’s functionalities and features.

C. Implementation and Testing

The next step was to implement the system and test it thoroughly
to ensure it met the requirements and objectives.

D. Evaluation and Assessment of the System

Finally, the system was evaluated and assessed to determine its
effectiveness and to identify areas for improvement.

I'V. RESULTS AND ANALYSIS

A. Overview of the Developed System (Nirogyam)

Nirogyam is a digital platform that provides a one-stop solution
for all medical needs. It allows patients to book appointments
with doctors, purchase medicine, and book diagnostic tests, all
from the comfort of their home. Doctors also benefit from this
system as it provides a digital workspace for them.

B. Comparison of the System with Existing Solutions

Nirogyam is more comprehensive and integrated compared to
existing solutions in the medical field. It provides a one-stop
solution for all medical needs, whereas existing solutions are
often limited in scope and functionality.

C. Evaluation of the System Based on Specific Objectives

The system has met all of its specific objectives, as follows:

e The digitalized and efficient application for appointment
booking has been successfully developed and
implemented.

e Patients can now easily purchase medicines online.

e The delivery of medicines has been automated, reducing
the difficulties faced by people when they are unable to
visit a doctor’s clinic.

e The application’s chatbot, video call, and other features
have been integrated into the system.

D. Areas for Improvement

Although the system has met its objectives, there are still areas
for improvement. For example, the system could be further
developed to include more advanced features, such as predictive
analysis and personalization. Additionally, the system could be
expanded to include more diagnostic tests and services.

V. CONCLUSION

In conclusion, Nirogyam is a digital platform for the medical
field that provides a one-stop solution for all medical needs. The
system has met its specific objectives and has provided a more
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efficient and effective way of managing medical data compared
to manual systems. The system still has areas for improvement,
but it is a step in the right direction towards a more digitized
and efficient medical field.

The project has significant implications for the medical industry,
as it provides patients with a convenient and accessible way to
manage their medical needs. The system’s digitalized approach
also offers benefits for doctors, as it provides them with a more
efficient and streamlined way of managing their patients and
data.

The system’s success highlights the potential of technology to
improve and revolutionize the medical industry. It is important
for the medical field to continue to embrace technology and
digitalization, as it can lead to more efficient and effective
healthcare services.

In conclusion, Nirogyam is a valuable addition to the medical
industry and provides a promising future for the digitization of
medical services.

Whether the Implementation and deployment of the project
idea (YES/NO).

e Have Social benefits. [YES]

e Have Environmental benefits. [NO]

e Considers health, safety, legal and cultural issues. [YES]

e Considers  sustainable  development  (economic
development that is conducted without depletion of
natural resources). [YES]

e Applies ethical principles while selecting the project
(not to steal other’s project ideas, code, boldface, and
documents). [YES]

e Commits to professional ethics and responsibilities and
norms of the engineering practice. [YES]

e C(Create, select, and apply appropriate techniques,
resources, and modern engineering and IT tools. [YES]

e Identify, formulate, review research literature, and
analyze engineering problems reaching substantiated
conclusions. [YES]

The technological know-how what is required for the proposed
project idea:

Tools:-
e (Coding - VS-Code

e Project Manager - Trello

Software Requirements:-

e Front-End Requirements:-
e Dart

e Back-End Requirements:-
e NodelS

e Frameworks Requirements:-
e Flutter

e Server Requirements:-
o AWS

e Database Requirements:-
e MongoDB

Hardware Requirements:-
e Computer/Laptop with <4 GB RAM or more >

<2 GHz or more > < 64 bit dual core processor >
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Abstract: In Enterprises, knowledge is used in the execution
of workflow tasks by users. This knowledge is held by
employees involved in the workflow. With the instability
of employees, quality of service is not always guaranteed.
However, due to competitiveness, enterprises are forced to
improve their quality of service to satisfy their customers.
The method generally used consists to build a knowledge
base that identifies the knowledge to optimize employee’s
performance to ensure optimal quality of service. But the
existence of a knowledge base does not always guarantee
the achievement of quality of services requested by
customers. This raises the problem of extraction
of knowledge in the execution of business process to achieve
a quality of service requested by a customer. In this paper, we
present a method based on Galois Theory, to extract, from
the knowledge base, relevant knowledge needed for the
execution of business process to achieve a given quality of
service.

Keywords: Business process and workflow modeling,
Customer satisfaction, Galois theory, Knowledge base,
Knowledge management, Process abstraction, Quality of
service.

[. INTRODUCTION

The enterprise places great importance on the diffusion and use
of information and knowledge as well as its creation. The de-
terminants of success of enterprises, and of national economies
as a whole, is ever more reliant upon their effectiveness in gath-
ering and utilizing knowledge [4, 8, 19]. The preservation of
knowledge is an important building block within the concept of
knowledge management [12, 19]. This is why efforts are being
made today in the development of knowledge base in enterprise
[12, 10, 14]. We can describe knowledge base as a system of
knowledge and capabilities that preserves and stores percep-
tions, actions and experiences over time and secures the pos-
sibility of recall for the future.

During the knowledge base development processing, there
is a first knowledge extraction which is done in order to
select useful knowledge to be included in the knowledge base

[13]. The second type of extraction is involved by employees
to have any knowledge in the knowledge base previously built
[17]. Several algorithms have been defined for these two types
of extractions [1, 15, 4, 20]. Furthermore, various models exist
in the literature on business process and workflow modeling,
which integrate the knowledge aspects in different levels of
abstraction. However, these models and algorithms do not take
into consideration the knowledge selection that may occur
during the execution of business process, aiming for a given
quality of service, to select relevant knowledge to be used to
achieve this quality of service [1, 4, 7, 8].

In this paper, we present a method based on Galois Theory, to
extract from the knowledge base, knowledge needed for the
execution of business process to achieve quality of service pre-
viously requested by a customer. This issue is particularly rel-
evant to the extent that enterprises have focused their efforts
on meeting the expectations of their customers in recent years
[9, 11, 12]. Expectations expressed behind a set of qualities fac-
tor for the services expected. This makes it important to use
these knowledge bases in the sense of knowledge to be select-
ed for a given quality of service.

The rest of paper is organized as follows: Section II provides
a summary of the theory of business processes and workflows
modeling; Section III presents a summary of Galois Theory;
Section IV deals with the Galois Theory and QoS driven
knowledge extraction approach; and Section V concludes the
work and highlighting some perspectives as future works.

II. BusiNESss PROCESS AND WORKFLOW THEORY

In this section we present, in an incremental manner, concepts
that are borrowed for the theory proposed by Atsa et al. [1, 2, 3,
4] for the modeling of business process and workflows within
an organization in order to manage the satisfaction of different
stakeholders. We then move from basic to complex concepts.
Those concepts are suitable to tackle the knowledge extraction.

A. Knowledge Model

In [16], a knowledge or knowledge bit is defined as a tuple
<k,Ag,Ex,yw,l,d,v> where: k is the name of the knowledge;
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Ag is the name of the agent who expressed the knowledge;
Ex is the experience level of 4Ag; y the context in which the
goal is defined; w is the goal; / the business rule; d execution
constraints; v the level of importance of the goal.

Let Kb,= (k;, Ag;, ¥;, @A, 0, ;) and Kb, = (k,, Ag,, ¥,, w,,
Ay 0,5, 7,) two Knowledge. Kb, and Kb, are compatible denote
by Kb,AKb,, if and only if ¥,=¥, and 4,=4,. When Kb, and
Kb, are compatible, Kb, is better than Kb, denote Kb; & Kb,,
ifand only if y; --y,. (€2, & ) is used to denote the partial ordered
set of compatible knowledge.

B. QoS Model

The quality of service denoted by QoS represents the
performances of the service which determine the level of
satisfaction projected for the recipients of the services [1, 4].
The level of satisfaction is defined as a set of properties, criteria,
characteristics and performances of the services delivered to the
customers.

Let Cr be a set of criteria considered in the evaluation of the
quality of service, Val the set of values that can be assigned to
these criteria, and f'a map defined by f: C—Val , the QoS is
defined by (C.val, f) [4].

Given two QoS ¢/ and ¢2 such that g¢l=(Crl, Vall, f1) and
q2:(Cr2, Val2, f 2),ql and ¢2 are compatible and denote by
qlA g2 if and only if Cl=C2 and Vall=Val2. When ¢/ and
g2 are compatible, ¢/ is better than g2 and denote glcq2 if
and only if VceCl,f1(c) < f2(c). (d,c) is used to denote the partial
ordered set of compatible qualities of services [4].

C. Task Model

A task is an atomic activity that cannot be split into smaller
activities [1, 2, 3, 4]. The performance or execution of a task
transforms the state of the environment into another state. A
task is therefore an action within a state of an environment.
Before a task can be executed, the state of the environment
should satisfy a specific condition called pre condition, and
when this execution is completed another condition, called
post condition is satisfied. For a task to be executed within an
organization which will be defined later, the knowledge required
for its performance is captured. This knowledge depends on the
context within which the execution can take place. For each
of the associated contexts, is defined a set of knowledge bits
and quality of service to obtain after the execution of a task. In
[4], a task is formally defined by a tuple <nt,PP, fy,,g,,Cx,KBx,0x>
where nt denotes the name of the task, PP = PrexPost where Pre
denotes the non empty set of preconditions within which its
execution can be carried out, and Ppos: the set of post conditions
that are obtained after the execution, cxa non empty set of
contexts within which the task can be executed, xBxa non
empty set of knowledge bits used for the better understanding
and performance of the task, oris a quality of service to be
reach after the execution of ». fm, and g» are maps defined
respectively by:

T : Cx—> PP
g Cx—>KBx

If ¢ denotes a context of cx, then ¢ is a restriction of the
environment®, that is ¢ < ©. The action of a task within an
environment is to transform its current state into a new one.
When <nt,PP, fin,gm,Cx,KBx> is a task, s a given state where
the precondition pre(PP) is satisfied i.e s(pre(PP))ztrue, the
action of ¢ in the state s is the new state #(s) which satisfies
the post condition post(PP)i.e t(s)( post(PP)):true e. In general,
the action of a task ¢ within the state s is characterized by the
observers of s whose value has been modified [2, 4].

Definition 2.1 (Task Action)

Let Ez(@,S ,val) be an environment, s a given state and ¢ a task
whose pre condition is satisfied in s, then the action of 7 in s
denoted by s and is specified by t5={0:0,5(0)#(s)(0)} [4].

When there will be no ambiguity, a task will be represented by
its name ¢ and pre(r) respectively post(r) will denote respectively
its pre and post condition. Based on the post condition of a
task 7, and the state s where s( post([)):l‘me , we conjecture that

tg :+post(t)u—post(t) [1].

Definition 2.2 (Chain)

A chain is an execution path of tasks, according to their
actions in states and their triggering conditions is denoted by
P=[17; Sht; , and is specified as a finite sequence of shifts where
n represents the length of the sequence [4].

Let P beapathoflength >t ,and shy=(sk.stk) , shgp1=(sk+1.5%k+1)
notes respectively the shift in the range # and k+1 , the state
S+, 1s the resulting state after the execution of the set of tasks
st ie S, =48 ,jsk ) When there will be no ambiguity, the
shift of the range  of the path p will be denoted by P(k) .

Let Shty=(Sg,SoTy) and Shtg+1=(Sk+1,5°Tk+1) be two shifts where
Shiy=SeTy (s ) , the difference between the states s, and sg 41 is
denoted by s +s¢+1 and is defined as follows: sy +sj41=SoTy (sf )-

Definition 2.3 (Ordering of Tasks)

Let T be a set of tasks, and ¢, and ¢, be two tasks of 7, we write
tl<t2 if and only if for all chain c# such thatif 7241 and 7,
denote respectively the maximum range of #/ and ¢2 in c# , then
m1=n2 . This relation has the following properties:

e Reflexivity: t=t this simply means that the task ¢
belongs to the chain cn ;

e Antisymetric: if tI>t2 and eotin the chain D then
1= tp . By convention, there will always exist a path
from each task to itself;

e Transitivity: obviously if in the chaincx , t1>t2 and
t2>t3 then t1>t3 |
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Palette

Let E be an environment, and S be a set of different states that
E may reach according to the actions of tasks 7, then a palette P
is a couple <E,S—>8> [4].

Given a palette P, according to the environment changes within
organizations and the different executions of tasks that can take
place, different ways in which tasks can be executed have to be
captured. SPp is use to specify the set of execution paths that
can be obtained from a palette P.

D. Business Process Model

A business process is a collection of activities or tasks designed
to produce a specific output for customers [1, 2]. It implies a
strong emphasis on how work is done within an organization in
order to deliver a particular service. A process is thus a specific
order of work activities across time and space, with a beginning,
an end, and clearly defined inputs and outputs. The output is the
reason the organization does this work and is defined in terms
of the benefits this process has for the organization as a whole.

The model of a business process is defined as a couple <P,G>
where P is a palette and G the service to be achieved [1, 3, 4].

E. Workflow Model

A workflow is defined by (s, Es,Ps,h, fen,, Q)+ where Ts is the
set of none conflicting tasks, Esthe set of employees dealing
with the processing of 75 within the time intervals ps to obtain
the quality of service ¢, 4 is the map Ts—Ps which defines for
each task ¢, its time interval /%(z) within which it is processed,
and f'a map that gives for each task ¢ the employee fem () who
is charge of its processing. The two maps /4 and f are required
to be two isomorphism as each task is required to be associated
to a time interval within which its execution will take place,
and should also be assigned to a specific employee for this
performance [1, 2, 16]. The quality of service ¢ is such that:
n
O= 'Zl 4i where ¢; is the quality of service obtain after the

i=

execution of task #;€Ts and n the number of task in 7’s .

Based on the fact that the satisfaction of customers is one of
the challenges that enterprises are required to guarantee, in the
modeling of the workflow, it is required that employees who
are involved in the processing of tasks have the necessary
knowledge to carry out these tasks. Therefore, if # is a task to be
carried out by the employee fem (¢) , and kb (1, fom(t)) his
knowledge associated for the processing of ¢, there will exist
at least a context ¢ within which ¢ can be processed such that
the knowledge bk(7,c) required for its processing verifies the
following constraint bk(t,c)Skbem (¢, fom (1)) -

F. Task Processing

Based on the assignment of tasks done by the resource manager
within an organization for the achievement a given customer

goal, employees process these assigned tasks based on their
own experience and the knowledge associated to these tasks [1,
2, 4]. According to the context within which the performance
of the tasks is taking place, the processing can be done
straightforward if the knowledge related to the task is adequate
for its processing within this context. The processing sometime
will not be done straightforward as the knowledge related to
the performance of the task is not enough. When it is the case,
the employee will use his tacit knowledge, on the one received
from more experimented employees, in order to process the
task. In order to keep track of this new way of carrying out
this task, the defined information should be stored for further
use. For this end, the knowledge of the so called task should be
updated. In order to take this into consideration, the modeling
of workflow must take into account the processing of tasks by
employees. Let Kk be a task that is processed by an employee
using the knowledge & in the context cx, the task # change the
state after its performance based on the fact that, the knowledge
associated to this context is updated by the knowledge used for
its processing i.c. gm(cx,tk)=gm(cx,tk’)Ukb where  gm(cx,tk)
denotes the set of knowledge required for the processing of the
task tk [4].

II1. GaLois THEORY

In this section, we define parts of Galois Theory that are
suitable in handling our proposed approach. Most importantly,
the properties of Galois connections are presented in terms
of relation between adjoints, fixed points and closures, and
order-isomorphic.

A. Galois Connections

In mathematics, especially in order theory, a Galois connec-
tion is a particular correspondence between two partially or-
dered sets (posets) [6, 13, 18].

Let E and F be two Hilbert spaces and T € L(E, F). The unique
linear application T* € L(F, E) such that forany x € E,y €
F we have: <T(x), y> = <x, T*(y)> is called the adjoin of T
[21].

Let 7 =(P,<) and Z = (0.C) be partial order set; and suppose
f.:P>0Qand f :0Q— Pare a pair of functions such that
for all pepPand allgeQ, (G) f*(p)gq iff p < f*(q),
then the pair < s f*> form a Galois connection between
F and 7 .

If { f,.r")is such a connection, S« is said to be the left
adjoint of the corresponding f *, and f " is the right adjoint of

S

f. appears to the left of its order sign in (G), and f * to the right
of its order sign. Alternatively, the terminology "lower adjoint’
vs ‘upper adjoint’is used (i.e. /. appears on the lower side of
its ordering sign, and * on the upper side).
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Theorem 3.1.1: Let7” =(P,<), Z =(0,C), and & =(R.E)be
posets. Let suppose (7., /-*>is a Galois connections between

# and .Z , and < 21s a Galois connections between .Z
and A . Then g*°f*, f g ) is a Galois connection between
# and £ [18].

Theorem 3.1.2: Suppose 7 = (P.<)and Z =(0,C) are posets,
and f,:P—>Q and f :0Q — P are a pair of functions between
their carrier sets. Then < A > is a Galois connection if and
only if:

&
(i) f+>J are both monotone, and

(ii) forall peP, g€, pjf*(f* (p)) and f, (f*(q)) Cq.
B. The Relation between Adjoints

The next theorem tells that the relation between the adjoint
members of a Galois connection is rigid in the sense that if
3 . . * .
< furf > is to be a connection, then f, fixes what /* uniquely

has to be, and conversely ,* fixes what s, has to be.

Theorem 3 2.1 1f < f..s )and (r. | £2)are Galois connections
between { , )and(Q C ), then /1 = r2. Likewise, if

2 and f ,#") are Galois connections between the
me posets, then f , [6].

Theorem 3.2.2: If < fusf > is a Galois connection between
<P,j> and <Q,E> , then

(1) f*(q)= the maximum of {peP

(i) £, (»)= the minimum of {q S Q‘P if*(Q)}

C. Fixed Points and Closures

Recall again that we use f(P)for the image of the set P
under £, i.e. f(P):{f(p)|peP .And p is a fixed point of a
function f if f ( p) = p . Then we have the following:

Theorem 3.3.1: 1If
(P.<) and(Q,C), then
A

() fuef ofu=Siand ST o f o f" = f"
(i) pef (Q)ifand only if p is a fixed point of /*,°f, ;
and g e f, (P) if and only if ¢ is a fixed point of f, °f .

* * *
(i) /7(0) = £7(£.(P))and £.(P) = 1, (f (Q))-
Definition 3.3.1: Given a Galois connection between & = (P,<)
andI:(Q,;) Jet #Tbe  “ssub- -poset <f 7.(P)), > where

< hereis 7 ‘s ordgf relation restricted to ' /*( f, (P )) Similarly,
put Ly for the corresponding sub-poset < . (f ( P)j,7>.

Sort > is a Galois connection between

Then the last theorem can be used to prove a more consequential
one [6].

Theorem  3.3.2: If <a/,> is a Galois conne-
ction between 7 =(P,<) and 7L (o), then 71 and Zy are
order-isomorphic.

Definition 3.3.2: Suppose 7 =(P,<)is a poset; then a closure

function for & is a function c such that, for all p,p>e P,

D = c(p);

(i) if p <p’, then ¢(p) < c(p’) ,1.e. ¢ is monotone;

(i) e((p)) <
Theorem 3.3.3: If <f*, f*> is a Galois connection between
7 =(P,<)and some poset,’'then f ™ o f, is a closure function

for 7 [6].

c¢(p)ie. c is ‘idempotent’.

Definition 3.3.3: Suppose y , & are sets, and let R be any relation
between their elements. Define a function fj from subsets of
y to subsets of & as follows: if aey , then fz(a) is the
set of things which are R -related to everything in « . In other
words, fz(a)= {b|Va cea— aRb} . And define a corresponding
function fR back from subsets of § to subsets of y like this:

ifif B8 then fR (ﬂ):{a|Vb(b ef—> aRb)} .

Then fR’fR is a Galois connection between the inclusion
posets <p(7),g> and<p(§),;> [13].

IV. THE GaLois THEORY AND QOS DRIVEN
KNOWLEDGE EXTRACTION APPROACH

In this section, we present our approach based on Galois
connections to extract the knowledge required for the
satisfaction of a quality of service previously requested by a
client. This approach is summarized by the following model:

KB b Qos
w’ -
p p o
o
o ’ [0} B s
KBset QoOSset T
\—f/ B

The interpretation of this model is based on a number of steps:
Step 1: Request for a QoS by a Service

This step starts the extraction process. For this, the request is
made by the client by presenting a quality of service in relation
to a product or service in a company. This assume that the
request meets the QoS model presented above i.e. the client
submits a set of criteria or quality factors in relation to a service.

Step 2: The Deduction of Business Processes

Because the client specifies the requested service, it is obvious
from the definition and business process model to find the BP to
implement in order to achieve this QoS.
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Step 3: Obtaining the Execution Path of BP

A BPis a tuple (P, S), that is a set of tasks required to provide a
service, we deduce from the definition of a BP the set of tasks
and therefore, the execution path required to provide the service
requested. Conversely, from an execution path, we get the BP
in question.

Step 4: Selection Knowledge Required to Achieve the Defined
QoS

The previous steps enable the determination of the execution
path of BP required to achieve the service for which a certain
quality was requested by a customer. We know that service
quality is defined by the QoS standard. This is an aggregation of
QoS is obtained after partial execution of tasks. From a partial
QoS is associated, according to the theory of BP, the knowledge
kb required to achieve it after the execution of a task t. But
the quality of service standard may be different from the QoS
requested by a client and therefore, standard knowledge shall
not achieve this quality of service. This is why a new selection
of knowledge must be made to obtain the requested QoS. This
assumes that each task of a BP, one must associate a pair (q;, k;)

£ 0Qo0S —> QoS _,
¢':QoS,,, —> KB,
L' 00oS,.,., —> 71

;s p': KB —> KB

to satisfy the customer. The determination of these couple will
be done by applying the properties of Galois connections to the
extraction context that we shall first define.

Step 5: Definition of the Context of Extraction

Within this work, we shall define a context called K extraction
context, as a tuple ((7, QoS), KB, W) where T is the set of tasks
of a BP, the set partial QoS, KB the set of knowledge to be
required to achieve the partial QoS and W a binary relation W
< (BP, QoS,,)xKB,,,

Step 6: Determination of the Couple Quality of Service-
Knowledge Associated with Each Task in BP Execution Path

From the BP theorie, (KB,.,<); (QoS.,.<);(T,&);(BP,.C
) et (R, &) are posets

Uql . BP = Ut Ukb

The functions ¢, p, p',¢",0¢", B, B',a, &', u, pt' are defined
as follows:

Qos,,,

P :O0S —> KB

ser

5 ¢":KBSet _>Q0Ssez ;/B:T_)QOS,\-@: ’
xR —>7 ; a':T — R ;

s BP —> R ; 44': R—> BP

In addition:

- \7/61 EQOSset, \77( EKBset 5 ¢' (q)gk ll(‘f qg¢ " ﬂC)

- Vtel, Vge QoSser, f)c q iff t < F(q)

- VreR VteT, or)ctiff rca’(q)

- VbpeBP, Vre R, ubp)criff bpc p'(r)

From above, we deduce that: <¢ ¢"> <,B /3> <a a>

(p, ") are the Galois connections between QoS,,, and KB,,,,
T'and QoS,,, R and T, BP and R respectively. From the definition

of a Galois connection, we deduce that:

@'is the left adjoznt of the corresponding ¢", and g is the
right adjoint of ¢

b is the left adjoint of the corresponding b’, and b’ is the right
adjoint of b

a is the left adjoint of the corresponding a’, and a’ is the right
adjoint of a

m 1is the left adjoint of the corresponding m’, and m’ is the right
adjoint of m

Since <¢ @ "> is a Galois connection between KB, and QoS

a Galois connection between QoS,,, and 7, then

and <ﬁ, ﬁ '> ) ) set
(Bog', B'og") aGalois connection between KB, and T.

set

In a similar manner, < Hoa, 1o '> is a Galois connection
between 7" and BP.

From the Theorem 3.1.2, we deduce that:

(1)

- ¢ ',¢ " are both monotone; - b,b’ are both monotone;
are both monotone;

B
-a,a

- m,m’ are both monotone, and
(i)

for all g€ QoS ke KBy, q ¢"(¢' ) and ¢(¢“(k)) k;
forall teT, qe QoS t< B'(B(t)) and ,B( ( I’
forall reR, teT, rca( r)) and t
forall bpe BP, reR, bpc,u'( (bp)) and ,u( '(r ))gr

Then we conclude that from a given QoS, we obtain the set of
tasks required to achieve it and therefore, all the partial QoS
related to the performance of each task. In addition, from this
set of partial QoS, we obtain the set of knowledge required to
achieve these partial QoS and therefore the set of tuple (qi, ki)
used to achieve the requested QoS.
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V. CONCLUSION

The main technical content of this paper is to present a method,
based on Galois Theory, which extract from the knowledge
base, relevant knowledge needed for the execution of business
process to achieve a given quality of service. This amounts
to determine, for a given quality of service, the set of tuples
quality of service, knowledge and task that form the execution
path of the business process to achieve this quality of service.
For this end, we have shown that these tuples can be obtained
by applying Galois Connection Properties from our defined
extraction context. We believe that the application of the
resulting method in daily work will improve quality of service
in enterprises in order to deal with the competitive pressure
of the network economy. However, the next step in this work,
which is in progress, addresses the incompleteness problem
of knowledge and natural language processing method for the
extraction of part of a text or document.
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Abstract: This prospective study utilized multi-
detector computed tomography (MDCT) to
examine the morphological characteristics and
sex-related variations of the sternum in 150 adult
patients (92 males and 58 females) aged 20-80
years. The sternum, a skeletal component is a
strong bone that doesn’t deform easily therefore,
it can be used for age and sex prediction by
researchers for sex determination. Sternum
images were reconstructed using the Volume
Rendering (VR) technique, and measurements
of different sternal parts were obtained from
sagittal and coronal images. Statistical analyses,
including independent sample t-tests and
discriminant  analysis, revealed significant
differences in sternum measurements between
male and female groups (p<0.001), with body
length and manubrium width emerging as the
most crucial parameters. The study demonstrated
the reliability and utility of sternal morphometric
analysis for accurate sex estimation. Machine
learning-based feature selection algorithms were
utilized for comparative analysis of selected
features. The findings emphasize the importance of
employing scientifically validated methodologies,
highlighting manubrium length/width and body

length as key parameters for accurate gender
determination using sternum measurements.

Keywords: Forensic, Manubrium, Mesoster-
num, Nearest neighbour classifier, ROC curve,
Sternal area, Sternal cleft, Sternal foramen,
Sternal index.

[. INTRODUCTION

Computed Tomography (CT) revolutionized
medical imaging upon its invention in 1972 by Sir
Godfrey Hounsfield and Allan Cormack, earning
them the Nobel Prize for their contributions. This
technology, characterized by its rapid advancements,
has significantly enhanced imaging speed, patient
comfort, and resolution [1]. CT operates on the
principle of computerized X-ray imaging, wherein
an X-ray beam rotates around the body, producing
cross-sectional images or “slices” processed by the
machine’s computer. Helical or spiral CT, facilitated
by slip ring technology, allows continuous rotation of
the X-ray tube around the patient, improving imaging
efficiency. Multidetector CT (MDCT) systems, a later
development, collect multiple slices of data rapidly
and reconstruct images within seconds, providing
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enhanced visualization of tissues, particularly bone
tissue [2].

The present study focuses on the application of
sternum measurements for sex determination,
especially beneficial in challenging identification
scenarios. Forensic examiners analyse bone metrics
to generate a biological profile encompassing age,
sex, stature, and lineage [3].

Skeletal remains such as the pelvis, long bones,
and skull traditionally aid sex determination, but in
cases of trauma or degradation, the sternum emerges
as a reliable alternative due to its resilience and
accessibility. Various methods, including osteometry,
odontometric data analysis, and DNA analysis, are
employed for sex determination, with osteometry
favoured for its simplicity and accuracy [4]. Previous
research highlights sexual dimorphism in sternum
measurements, enabling forensic professionals to
predict sex accurately. Understanding sternal sexual
dimorphism enhances identification processes in
forensic settings. “Hyrtl’s law,” indicating differences
in sternum length between males and females, serves
as a foundation for sex determination as it states
that the manubrium of the female sternum extends
beyond half the length of the body, whereas the body
length in the male sternum is approximately double
that of the manubrium [5]. Imaging techniques such
as Multiplanar reformation (MPR) aid in measuring
sternum parameters accurately and with the help
of a measurement tool all the measurements were
calculated for an individual like manubrium length,
Mesosternum length, sternum width, sternal index
and whole sternum length of an individual patient

[6].
A. Anatomy of Sternum

The sternum is a central component of the thoracic
cage and is located in the front wall. It is divided into
three sections: the manubrium, the body (corpus),
and the xiphoid process. Because of its simplicity
of use, it can be employed in the field of forensic
medicine for assessing age as well as gender using
imaging techniques.

Secondary cartilaginous joints connect these
components, with  hyaline cartilage and
fibrocartilaginous discs acting as intermediaries.
The manubrium is a flat, quadrilateral structure that
widens superiorly. The body is a rectangular, flat
bone with facets or grooves along its lateral edge
that allow the ribs to be attached. It measures around
20 cm long, 3-4 cm wide, and 1 cm thick. Finally,
the xiphoid process is a thin, inferiorly protruding
structure.
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Fig. 1: Sternum Anatomy (Anterior & Lateral View)

B. Hypothesis

The measures obtained from a Multi-Detector
Computed Tomography (MDCT) scan of the sternum
can assist distinguish males and females. Various
sternum dimensions, such as length, width, and total
sternal length, as well as other characteristics, may be
accurate markers for determining an individual’s sex.
It is predicted that by analysing these measurements
and their statistical significance, a clear separation
between male and female sternums can be made.
If the measurements regularly show statistically
significant variations between the sexes, it would
imply that sternum measurements can be used to
determine an individual’s sex.
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II. Atm AND OBJECTIVES

A. Aim

The study aims to estimate the sex of an individual
from sternum bone measurement by using
Multidetector computed tomography.

B. Objective

e To investigate sternum ossification and
anatomical changes based on age and gender.

e To ascertain the role of computed tomography
scans in sex estimation.

e To comprehend the significance of 3D
reconstruction and the measurement technique
utilised to calculate sternum measurements.

e To assess the accuracy of gender determination
using sternum measurement in a multi-detector
computed tomography scan.

e To determine the measurement discrepancy
according to the system software.

III. MATERIAL AND METHODS

A. Source of Data

Hospital based cross-sectional study that was carried
out in Department of Radio-Diagnosis at Shree Guru
Gobind Tricentenary (SGT) Hospital and Research
Institute for CT chest examination.

B. Study Duration

This study was carried out over a period of 2 year.
The data was collected from August 2022 to June
2023 in the department of Radio-Diagnosis of SGT
Medical College and Hospital and Research Institute,
Gurugram.

C. Study Type and Design

This study was designed to be a prospective,
quantitative and comparative study about the
determination of sex from various measurements
of the sternum bone by using an MDCT scan in

adult patients of 20-80 years of age. A patient who
underwent CT chest scan, a sternum reconstructed
image 1s created and different measurement is
taken according to efficacy and study demand. No
participant was made to undergo a CT scan for the
sole purpose of this study.

D. Study Area

CT area of Department of Radio-Diagnosis of SGT
Medical College and Hospital and Research Institute,
Gurugram.

E. Inclusion Criteria

e Patients who have ages from 20 yrs to 80 yrs.
e Both sexes were included in this study.

e Only CECT examination of selected patient
will be included in this study.

FE Exclusion Criteria

e If a patient doesn’t have a fused sternum.

e Any patient who has a history of trauma and
deformity related to the sternum.

G. Sample Size

A convenient sample of 150 patients of all age group
were taken who underwent CECT & HRCT Thorax
on 16 slices SOMATON SIEMENS. This study
sample was included from a section of the population
that is effortlessly accessible or readily available.

I'V. METHODOLOGY OF DATA COLLECTION

With the support of SGT University’s Radio-
Technologist, CT sternum images were taken, and
overall data was collected. The information was
gathered in the form of daily benefits. For the CT
chest Imaging of the adult patients, our hospital
uses routine sequences of thorax CECT and HRCT.
After collecting data, for taking a measurement of
the sternum Radian 3.0 software was used and
measurement are done on sagittal and coronal images
3D reconstructed image of sternum. Data is filled
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and expressed in excel sheet. A master chart is made
which is attached with this study.

Fig. 2: MDCT Reformatted Image Shows MW
(Manubrium Width), Sternebra 1 Width (S1W)
and Sternebra 3 Width (S3W). Manubrium Length.
(ML) and Mesosternum Length (MSL)

V. RESULTS

Estimation of gender by using sternum measurement
was well entrenched in this study. In current study, a
total number of 150 patient’s samples (92 males and
58 females) were included. The descriptive analysis
and independent t-test was utilized to show the mean,
standard deviation and significance of the sample.
Each extracted feature is analysed statistically and
for the comparison purpose a machine learning
based feature selection algorithm is applied where
AUC value of each feature subset is calculated. After
t-value calculation the parameter with least t-value is
more relevant and the same verification of extracted
feature is done using wrapper-based feature selection
[10]. Each feature vector has an AUC value, among
the highest AUC value we select a feature vector
again to calculate AUC values if new AUC is less
than previous highest value than the previous feature
vector is best vector otherwise calculate another
AUC value for new feature vector. Total 6 feature
vector outcome as final feature subset. The AUC
curve is generated using the NN classifier for the

simplicity and normalization of each feature is done
before value generation. Order of features according
to AUC:(3)> (7)> (6)> (1)> (9)> (5)> (8)> (2)> (4)
Base feature vector: top AUC rankers taken as base
set 5 features are selected, F,,.., = [F3, F7, F6, F1,
F9], Subset Fy .., = [F3, F7, F6, F1, F9, F5] is the
final subset because AUC value of subset 3 reduced
as shown in Fig. 3 and we add feature in the previous
until new value of AUC is not less than the last one

[9].

TaBEL I: TABLE FOR SELECTED FEATURES USING Two
ALGORITHMS

AUC Based Feature
Selection

Unreduced or Raw Data

Feature subset 2
[3,7,6,1,9,5]

9 Extracted features
[1,2,3,4,5,6,7,8,9]

Area under ROC curve

Fig. 3: Comparison of AUC Values of Each
Extracted Features
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Fig. 4: AUC Value for Different Feature Subsets
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TaBEL II: TABLE FOR SELECTED FEATURES (T-VALUE)

Measurements | Extracted Features | Calculated
(t-Value)
1 Manubrium Length 6.25
2 TSL 10.86
3 Age 0.582
4 Manubrium Width 8.02
5 Sternal Area 10.76
6 SW1 2.88
7 Sternal Index 1.51
8 Mesosternum Length 8.73
9 SW2 3.14

After applying statistical t-test and machine learning
AUC value, we can conclude that both algorithms
showing the same features approximately. The order
of selected features according to AUC value is Age
> Sternal Index > SW1 > Manubrium length > SW2
> Sternal area.

VI. DiscussioN

Among all the radiological modality, CT is the
pioneer choice for the evaluation of sex. Identification
of skeletal remains is crucial because the estimation
can be compared with antemortem data and other
information that aids in the identification process.
Moreover, sex assessment serves as a foundation for
developing other aspects of a biological profile [7].
The current study affirms that sex differences in the
sternum can be witnessed, however, these changes
are peculiar to specific populations. Data from the
study were compared to prior studies that covered
varied populations from throughout the world,
including Europe, India, Turkey, Jordan, and others.
It is vital to notice that these differences change not
just physically but also temporally. The study found
that in the presence of an intact anterior thoracic cage,
the sterna of the sample demonstrated significant
sexual dimorphism to allow for a high degree of
sex identification. Women’s sternums were usually
smaller than men’s, which supports earlier findings
in diverse populations. (Changani et al, 2014):
Indians (Singh and Pathak 2013), South Africans
(Macaluso, 2010), Spaniards (Macaluso and lucena,
2014): West Australian (Franklin et al., 2012) and

Americans (Bongiovanni and Spradley, 2012). The
initial evidence of sexual dimorphism in the sternum
dates back to the late 18" century, when Wenzel
conducted investigations comparing the lengths of the
manubrium and corpus sterni in males and females.
Building upon Wenzel’s work, Dwight and Hyrtl
conducted similar studies and arrived at a concept
known as ‘Hyrtl’s law’. According to this law, there
were observable differences in body shape between
sexes, with men exhibiting a larger anterior thoracic
cage and women displaying a longer manubrium to
sternal body ratio. Even, researcher concluded that
sternal index would be 50 in females. However, it
has been noticed that the sternal index, which was
previously utilised as a sexing criterion, is unreliable
due to considerable sex overlap and accompanying
sex bias. In different populations, different rules
have been developed for sexing the sternum. Ashley,
for example, devised the “149 rule” for sexing
Europeans, which specifies that male sternal length
is 149 mm and female sternal length is less than 149
mm [5]. Various criteria have been devised for various
populations, such as the “136 rule” for East Africans,
the “129 rule” for India’s Marathwada region, the
“131 rule” for West Indians, and the “142 rule” for
Anatolians. In our investigation, we observed that the
“144 rule” applied to the sample population, with a
total sternum length greater than 144 mm indicating
a male and a length less than 144 mm indicating a
female. Notably, our data demonstrated that the total
length of the sternum was more reliable as a measure
for diagnosing sternum sex than the other factors
studied.

VII. CoNCLUSION

CT is a pioneer choice for sex evaluation among
radiological modalities. The sternum exhibits
sexual dimorphism specific to populations, and
its assessment aids in identification processes.
Various rules and indices have been formulated
to determine sex based on sternal measurements,
although some parameters may show overlap
between sexes. Additionally, the sternum can
exhibit anatomical variations and anomalies, and
awareness of these variations is crucial for accurate
diagnosis. Multiplanar and volume-rendering
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reconstructed images are excellent tools for
visualizing sternal anatomy and properly describing
sternal variations and anomalies. These cutting-
edge imaging techniques are extremely successful
at revealing the delicate details of the sternum from
various angles. Medical practitioners can observe
the sternal structure in sagittal, coronal, and axial
planes using multiplanar reconstruction, allowing
for a more comprehensive assessment. Furthermore,
volume-rendering  reconstruction  approaches
allow for the fabrication of three-dimensional
representations, which improves comprehension
of sternal complexity. With these invaluable
instruments, healthcare practitioners can acquire
vital insights into the sternum’s particular traits
and anomalies, allowing for precise diagnosis and
educated treatment recommendations. CT imaging
plays a significant role in revealing the anatomy
and variations of the sternum, enabling reliable
assessments and avoiding diagnostic uncertainties.

Estimating gender is essential for identifying victims
of terrorist acts, catastrophe victims, and legal cases
involving medicine. In this present study, Males had
greater mean and standard deviation values than
females. The gender of an individual subject may
be established with 91.4% accuracy using sternum
measurement. The current study concluded that
measuring manubrium width or length and body
length can be used to accurately estimate gender in
this sample. However, sternal area is not that reliable
parameter for differentiation.
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Abstract: This paper explores the profound
impact of Artificial Intelligence (AI) and Machine
Learning (ML) applications in the healthcare
sector, focusing on their revolutionary role in
diagnostics and treatment methodologies. In
an era of rapid technological advancement, Al
and ML have emerged as potent tools poised
to revolutionize healthcare delivery, enhanced
precision and ultimately, improved patient
outcomes. Addressing prevalent challenges
in healthcare diagnostics, particularly the
imperative for faster and more accurate disease
identification, the paper highlights how Al and
ML algorithms, empowered by extensive datasets,
can swiftly and accurately analyze intricate
medical information. It emphasizes the potential
of these technologies to support healthcare
professionals in early disease detection, risk
assessment, and the personalization of treatment
plans. Furthermore, the paper delves into real-
world applications of AI and ML in treatment
strategies, encompassing areas such as drug
discovery, treatment regimen optimization, and
the customization of therapeutic interventions.
Ethical considerations surrounding Al and ML
implementation in healthcare, including data
privacy, transparency, and bias mitigation, are
also examined. Emphasizing the necessity of a
collaborative approach involving technologists,
healthcare professionals, and policymakers, the
paper advocates for responsible and equitable
integration of these technologies. Drawing on case
studies and empirical evidence, this paper offers
insights into both the successes and challenges

encountered in the incorporation of AI and ML
in diagnostics and treatment. By fostering a
deeper understanding of the potential benefits
and ethical considerations, it aims to contribute
to the ongoing discourse on leveraging artificial
intelligence for the advancement of healthcare
and sustainable progress in medical science.

Keywords: Artificial intelligence, Diagnostics,
Ethical considerations, Healthcare, Machine
learning, Personalized medicine, Treatment.

1. INTRODUCTION

In recent years, the integration of Artificial
Intelligence (Al) and Machine Learning (ML) have
catalyzed a transformative wave across various
industries, with healthcare being at the forefront
of this revolution. AI and ML technologies are
increasingly being harnessed to address some of the
most pressing challenges in healthcare, particularly
in the domains of diagnostics and treatment.

A. Overview of the Integration of AI and ML

This introduction provides an overview of how Al
and ML are reshaping healthcare and underscores
their significance in revolutionizing diagnostics and
treatment methodologies.

The healthcare sector generates a vast amount of
data from various sources, including electronic
health records (EHRs), medical imaging, genomic
sequencing, and wearable devices. Traditionally,
the analysis of such data has been a labor-intensive
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and time-consuming process, often fraught with
errors and inconsistencies. However, AI and ML
offer a compelling solution by leveraging algorithms
that can learn from data, recognize patterns, and
make predictions with unprecedented accuracy and
efficiency.

Al and ML algorithms are particularly well-suited
for tasks such as medical image analysis, where they
can detect subtle abnormalities and assist clinicians
in making more accurate diagnoses. For example,
convolutional neural networks (CNNs), a type of
deep learning algorithm (Fig. 1), have demonstrated
remarkable performance in interpreting medical
images, such as X-rays, MRIs, and CT scans, often
outperforming human experts in certain tasks (Fig.

2) [11[2] [3].

Furthermore, Al and ML enable the development
of predictive models that can forecast disease
progression, identify high-risk patient populations,
and optimize treatment strategies. By analyzing
large datasets encompassing clinical, genomic, and
demographic information, these models can identify
complex relationships and patterns that may not
be apparent to human observers. This predictive
analytics capability holds immense potential for
personalized medicine, where treatments can be
tailored to individual patients based on their unique
characteristics and genetic makeup [4].

input layer

hidden layer 1

hidden layer 2 output layer

Fig. 1: Deep Learning

A simple, multilayer deep neural network takes two
classes of data. Example large-scale network that
accepts as input a variety of data types (images, time-
series, etc.), and for each data type learns a useful

featurization in its lower level towers. The data from
each tower is then merged and flows through higher
levels, allowing the DNN to perform inference across
data types-a capability that is increasingly important
in healthcare.

B. Importance of AI and ML in
Revolutionizing Diagnostics and
Treatment Methodologies

The integration of Al and ML in healthcare is not only
revolutionizing diagnostics but also transforming
treatment methodologies. Al-powered decision
support systems can assist clinicians in selecting
the most effective treatment options by analyzing
patient data and considering factors such as
treatment response history, comorbidities, and drug
interactions. Moreover, Al-driven approaches enable
the discovery of novel biomarkers and therapeutic
targets, accelerating the development of new drugs
and therapies.

The integration of AI and ML in healthcare
represents a seismic shift in how we approach
diagnostics and treatment. These technologies hold
the promise of improving patient outcomes, reducing
healthcare costs, and enhancing the overall quality
of care. However, realizing this potential requires
addressing various challenges, including data
privacy and security, algorithm bias, and regulatory
considerations. By overcoming these hurdles and
embracing the transformative power of Al and ML,
we can usher in a new era of precision medicine and
personalized healthcare [5].

II. ENHANCED DIAGNOSTICS

Artificial Intelligence (AI) and Machine Learning
(ML) have revolutionized the field of medical
imaging diagnostics, offering unprecedented
accuracy, speed, and efficiency compared to
traditional methods. This section explores the
pivotal role of Al and ML in analyzing medical
images such as X-rays, MRIs, and CT scans,
highlighting their superiority over conventional
diagnostic approaches and providing case studies
and examples of successful implementation.
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A. Role of Al and ML in Analyzing Medical
Images (X-rays, MRIs, CT Scans)

Al and ML algorithms are adept at analyzing
complex medical images and detecting subtle
abnormalities that may escape the human eye.
Convolutional Neural Networks (CNNs), a type
of deep learning algorithm, have emerged as
particularly effective tools for image recognition
and classification tasks in healthcare. These
algorithms can learn from vast datasets of labeled
medical images, enabling them to identify patterns
and features indicative of various diseases and
conditions.

For instance, in radiology, Al-powered systems
can assist radiologists in interpreting X-rays by
automatically detecting abnormalities such as
fractures, tumors, or pneumonia infiltrates. Similarly,
in MRI and CT imaging, Al algorithms can segment
organs and tissues, quantify volumes, and identify
lesions or anomalies with high accuracy (Fig. 2).
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Fig. 2: Medical Imaging

CNNs can be trained on a variety of medical imagery,
including radiology, pathology, dermatology, and
ophthalmology.

Information flows left to right. CNNs take input
images and sequentially transform them, using
simple operations such as convolutional, pooling,
and fully connected layers, into flattened vectors.
The elements of the output vector (softmax layer)
represent the probabilities of the presence of disease.
Typically, lower layers (left) learn simple image
features-edges and basic shapes-which influence
the high-level representations (right). Prediction

tasks include both classification of the images (i.e.,
cancerous versus benign) as well as localization of
medical features such as tumors.

B. Accuracy and Speed Improvements
Compared to Traditional Diagnostic
Methods

One of the primary advantages of Al and ML in
medical imaging diagnostics is their ability to
significantly improve both accuracy and speed
compared to traditional methods. While human
interpretation of medical images can be subjective
and prone to variability, Al algorithms offer
consistent and objective analyses, leading to more
reliable diagnoses.

Moreover, Al-driven diagnostic tools can process
large volumes of imaging data in a fraction of the
time required by human radiologists, accelerating
the diagnostic process and enabling faster treatment
decisions. Studies have shown that Al algorithms
can achieve diagnostic performance comparable to
or even surpassing that of experienced radiologists
in certain tasks, such as detecting pulmonary nodules
on chest CT scans or identifying diabetic computer
vision retinopathy from fundus photographs [1].

C. Case Studies and Examples Showcasing
Successful Implementation

Numerous case studies and examples illustrate the
successful implementation of AI and ML in medical
imaging diagnostics across various specialties.
For instance, researchers at Stanford University
developed an Al algorithm capable of detecting
skin cancer from dermoscopic images with a level
of accuracy comparable to expert dermatologists
[6]. Similarly, Google Health’s DeepMind team
demonstrated the effectiveness of Al in analyzing
retinal images for diabetic retinopathy screening,
achieving performance on par with board-certified
ophthalmologists [7].

Furthermore, Al-powered diagnostic solutions have
been integrated into clinical practice worldwide,
improving patient care and outcomes. For example,
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Aidoc, an Al radiology company, offers a suite of
algorithms for detecting critical findings in head CT
scans, such as intracranial hemorrhages and fractures,
assisting radiologists in prioritizing urgent cases and
reducing turnaround times [8].

Al and ML have transformed medical imaging
diagnostics by providing accurate, efficient, and
scalable solutions for analyzing complex medical
images. The integration of Al-driven diagnostic
tools into clinical workflows holds immense promise
for improving patient care, enhancing diagnostic
accuracy, and optimizing healthcare delivery.

III. PERSONALIZED TREATMENT

In the realm of healthcare, the concept of personalized
treatment has gained prominence as healthcare
providers seek to tailor interventions to individual
patient characteristics and needs.

Artificial Intelligence (Al) algorithms play a crucial
role in this endeavor by analyzing vast amounts of
patient data to develop personalized treatment plans.
This section explores how Al facilitates personalized
treatment through the utilization of patient data,
consideration of various factors, and its application
in oncology for targeted therapies [4].

A. Utilization of Al Algorithms to Analyze

Patient Data for Personalized Treatment
Plans

Al algorithms excel in analyzing diverse patient
data, including electronic health records (EHRs),
genomic information, lifestyle factors, and treatment
history, to develop personalized treatment plans.
By leveraging machine learning techniques,
these algorithms can uncover hidden patterns and
correlations within the data, enabling healthcare
providers to make informed decisions about the most
effective treatment strategies for individual patients

[9].

B. Consideration of Genetic Makeup,
Lifestyle Factors, and Medical History

Personalized treatment approaches take into account

a wide range of patient-specific factors, including
genetic makeup, lifestyle choices, and medical
history. Al algorithms integrate this multifaceted
information to identify optimal treatment options
tailored to each patient’s unique characteristics and
circumstances. For example, in cancer treatment,
Al algorithms can analyze genomic data to identify
specific mutations driving tumor growth and
recommend targeted therapies that are most likely to
be effective [9].

C. Application of Al in Oncology for
Targeted Therapies and Adaptive
Treatment Recommendations

Oncology represents a prime example of how
Al is transforming personalized treatment. Al-
driven platforms analyze genomic profiles, tumor
characteristics, and treatment responses to identify
the most suitable targeted therapies for cancer
patients. These targeted treatments are designed to
specifically inhibit the growth of cancer cells while
minimizing damage to healthy tissues, thereby
improving treatment efficacy and reducing adverse
effects.

Furthermore, Al enables the development of adaptive
treatment recommendations that evolve over time
based on patient outcomes. By continuously learning
from real-world data, Al systems can refine treatment
strategies and adapt to changes in disease dynamics,
ensuring that patients receive the most effective and
personalized care throughout their treatment journey.

D. Continuous Learning and Adaptation of
Al Systems Based on Patient Outcomes

A key advantage of Al-driven personalized treatment
approaches is their ability to continuously learn
and adapt based on patient outcomes. By analyzing
treatment responses and clinical outcomes, Al
algorithms can refine their predictive models
and treatment recommendations, improving their
accuracy and efficacy over time. This iterative
learning process enables healthcare providers to
optimize patient care and achieve better outcomes.

Al is revolutionizing personalized treatment by
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harnessing the power of data analytics to develop
tailored interventions that consider individual patient
characteristics, genetic makeup, and treatment
responses. By leveraging Al algorithms, healthcare
providers can optimize treatment strategies, improve
patient outcomes, and deliver more effective and
personalized care [11].

I'V. REMOTE MONITORING AND PREDICTIVE
ANALYTICS

In the rapidly evolving landscape of healthcare,
Remote Monitoring and Predictive Analytics have
emerged as powerful tools empowered by Artificial
Intelligence (Al) and advanced data analytics. This
section delves into how wearable devices and sensors
are utilized for continuous data collection, the real-
time insights they provide into patients’ health status,
and the application of Al-driven predictive analytics
for forecasting disease progression and identifying
high-risk populations.

A. AIl-Driven Predictive Analytics for
Forecasting Disease Progression and
Identifying High-Risk Populations

Predictive analytics powered by Al play a crucial role
in forecasting disease progression and identifying
high-risk populations who may benefit from early
intervention or targeted preventive measures. By
analyzing large datasets encompassing clinical,
genetic, environmental, and behavioral factors, Al
algorithms can identify patterns and trends that may
precede the onset or exacerbation of certain diseases.

For example, Al-driven predictive models can
forecast the progression of chronic diseases such
as diabetes, hypertension, or heart failure based on
longitudinal patient data. By identifying individuals
at higher risk of complications or hospitalization,
healthcare providers can implement proactive
interventions, such as lifestyle modifications,
medication adjustments, or care management
programs, to mitigate risks and improve outcomes.

(4)

B. Implementation of Preventive Measures
and Targeted Interventions Based on
Predictive Insights

One of the most significant benefits of Al-driven
predictive analytics is the ability to inform the
implementation of preventive measures and targeted
interventions tailored to individual patient needs. By
identifying modifiable risk factors and predicting
adverse health outcomes, Al algorithms empower
healthcare providers to develop personalized
care plans aimed at reducing disease burden and
improving population health.

For instance, Al-driven risk stratification models can
identify individuals at elevated risk of developing
cardiovascular disease and recommend targeted
interventions, such as smoking cessation programs,
dietary modifications, or exercise regimens, to
mitigate risks and prevent future cardiovascular
events. Similarly, predictive analytics can guide the
allocation of healthcare resources and interventions
to populations most in need, optimizing the efficiency
and effectiveness of healthcare delivery.

Remote Monitoring and Predictive Analytics powered
by Al and wearable technology hold tremendous
promise for transforming healthcare delivery by
providing real-time insights into patients’ health
status, forecasting disease progression, and enabling
targeted preventive interventions. By leveraging
these innovative tools, healthcare providers can
improve patient outcomes, enhance the quality of
care, and promote population health [4].

C. Use of Wearable Devices and Sensors for
Continuous Data Collection

Wearable devices and sensors have revolutionized the
way healthcare is delivered by enabling continuous
monitoring of patients’ vital signs, activities, and other
health-related metrics in real-time. These devices,
ranging from smart watches and fitness trackers to
biosensors and implantable devices, collect a wealth
of data, including heart rate, blood pressure, glucose
levels, sleep patterns, and physical activity.
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The integration of Al algorithms with wearable
devices and sensors enables the processing and
analysis of this streaming data, providing valuable
insights into patients’ health status and behavior
patterns. For example, Al-powered algorithms can
detect anomalies in heart rate variability that may
indicate the onset of cardiac arrhythmias or identify
changes in sleep patterns suggestive of underlying
sleep disorders [11] [12].

D. Real-Time Insights into Patients’ Health
Status

The continuous monitoring capabilities of wearable
devices and sensors, coupled with Al-driven
analytics, offer healthcare providers real-time
insights into patients’ health status, allowing for
timely interventions and proactive management
of chronic conditions. By tracking fluctuations in
physiological parameters and identifying deviations
from baseline patterns, healthcare professionals can
detect potential health issues early and intervene
before they escalate into serious complications.

For instance, Al algorithms can analyze data from
wearable ECG monitors to detect irregular heart
rhythms, such as atrial fibrillation, and alert patients
and healthcare providers to seek further evaluation.
Similarly, continuous glucose monitoring systems
combined with Al analytics can provide real-time
feedback on blood sugar levels, helping individuals
with diabetes manage their condition more effectively
[12].

V. CHALLENGES AND CONSIDERATIONS

As the healthcare industry continues to embrace
Artificial Intelligence (Al) and Machine Learning
(ML) technologies for diagnostics, treatment, and
patient care, several challenges and considerations
arise that must be addressed to ensure the responsible
and ethical use of these powerful tools. This section
examines key challenges, including privacy and
security concerns, algorithm bias, the need for
collaboration between stakeholders, and ensuring

validation processes, algorithmic fairness, and
patient safety standards [8].

A. Privacy and Security Concerns Regarding
Patient Data

One of the primary concerns associated with the
adoption of Al and ML in healthcare is the protection
of patient privacy and security of sensitive medical
data. Healthcare organizations must adhere to strict
regulations such as the Health Insurance Portability
and Accountability Act (HIPAA) in the United
States and the General Data Protection Regulation
(GDPR) in the European Union to safeguard patient
confidentiality and ensure the secure handling of
personal health information.

However, the integration of Al and ML often
involves the collection, storage, and analysis of vast
amounts of patient data, raising concerns about data
breaches, unauthorized access, and potential misuse
of sensitive information. Robust security measures,
encryption techniques, and access controls must
be implemented to mitigate these risks and uphold
patient privacy rights [10] [11].

B. Algorithm Bias and the Need for
Transparent and Interpretable AI Models

Algorithm bias is another significant challenge in the
deployment of Al and ML in healthcare, as biased
algorithms may lead to inaccurate diagnoses, unequal
treatment, and disparities in patient outcomes. Al
models trained on biased or incomplete datasets may
perpetuate existing biases and disparities present in
healthcare data, potentially exacerbating inequalities
in access to care and treatment outcomes.

To address algorithm bias, there is a growing need
for transparent and interpretable AI models that can
be audited, validated, and understood by clinicians
and patients. Explainable AI techniques, such as
model interpretability frameworks and algorithm
transparency tools, can help healthcare providers
identify and mitigate bias in Al-driven decision-
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making processes, ensuring fairness and equity in
healthcare delivery [11].

C. Collaboration between Healthcare
Providers, Data Scientists, and
Regulatory Bodies

Effective  collaboration between healthcare
providers, data scientists, and regulatory bodies
is essential for the successful integration of Al
and ML in healthcare. Healthcare providers bring
domain expertise, clinical insights, and real-world
experience to Al projects, while data scientists
contribute technical expertise in Al algorithms, data
analytics, and machine learning techniques.

Regulatory bodies play a crucial role in establishing
guidelines, standards, and regulations governing
the development, deployment, and use of Al in
healthcare. Collaboration between stakeholders
is essential to ensure compliance with regulatory
requirements, address ethical and legal concerns, and
foster innovation while safeguarding patient safety
and well-being [10] [11].

D. Validation Processes, Algorithmic
Fairness, and Patient Safety Standards

Ensuring the reliability, accuracy, and safety of Al-
driven diagnostic and treatment systems requires
robust validation processes, algorithmic fairness
assessments, and adherence to patient safety
standards. Al algorithms must undergo rigorous
testing, validation, and clinical evaluation to
demonstrate their effectiveness, reliability, and safety
before being deployed in clinical practice.

Moreover, algorithmic fairness considerations are
critical to prevent biases and disparities in healthcare
outcomes. Fairness metrics, bias detection algorithms,
and fairness-aware training techniques can help
identify and mitigate algorithmic biases, ensuring
equitable treatment for all patient populations.

Additionally, adherence to patient safety standards
and regulatory requirements is paramount to
minimize risks and ensure the ethical and responsible
use of Al in healthcare. Continuous monitoring,
feedback mechanisms, and post-market surveillance

are essential to identify and address any adverse
events or unintended consequences associated with
Al-driven healthcare technologies.

Addressing the challenges and considerations
associated with the integration of Al and ML
in  healthcare requires a  multidisciplinary
approach, collaboration between stakeholders,
and a commitment to upholding patient privacy,
transparency, fairness, and safety standards. By
addressing these challenges, healthcare organizations
can harness the transformative potential of Al and ML
to improve patient care, enhance clinical outcomes,
and advance the delivery of healthcare services [11].

VI. CoNCLUSION

The integration of Artificial Intelligence (Al)
and Machine Learning (ML) in healthcare holds
tremendous promise for revolutionizing patient
care, diagnostics, and treatment methodologies.
Throughout this article, we have explored the
transformative potential of AI and ML in
healthcare, highlighting their role in enhancing
diagnostics, enabling personalized treatment,
and facilitating remote monitoring and predictive
analytics. However, as we embrace these innovative
technologies, it is essential to address various
technical, ethical, and regulatory challenges to
ensure their responsible and ethical use.

® Recap of the Transformative Potential of Al
and ML in Healthcare: Al and ML technologies
have demonstrated remarkable capabilities in
analyzing medical data, identifying patterns,
and making predictions with unprecedented
accuracy and efficiency. From analyzing
medical images and developing personalized
treatment plans to enabling remote monitoring
and predictive analytics, Al and ML are
reshaping the landscape of healthcare delivery.
These technologies have the potential to
improve patient outcomes, enhance clinical
workflows, and optimize healthcare resources,
leading to more efficient and effective
healthcare systems.

® Emphasis on Addressing Technical, Ethical,
and Regulatory Challenges: As we harness
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the transformative power of Al and ML in
healthcare, it is crucial to address various
technical, ethical, and regulatory challenges
to ensure their responsible and ethical use.
Privacy and security concerns regarding
patient data, algorithm bias, transparency, and
interpretability of Al models, collaboration
between stakeholders, and adherence to
regulatory requirements are among the key
challenges that must be addressed. By fostering
collaboration between healthcare providers,
data scientists, and regulatory bodies, and
implementing robust validation processes and
patient safety standards, we can mitigate risks
and maximize the benefits of Al and ML in
healthcare.

e Call for Patient-Centric Care and Equitable
Access to Innovative Technologies: At the heart
of the integration of Al and ML in healthcare
is the goal of delivering patient-centric care
and ensuring equitable access to innovative
technologies. As we embrace Al-driven
healthcare solutions, it is essential to prioritize
patient needs, preferences, and well-being, and
empower individuals to actively participate in
their care journey. Moreover, efforts should be
made to ensure equitable access to innovative
technologies, particularly among underserved
populations and marginalized communities. By
promoting patient-centric care and equitable
access to healthcare innovations, we can harness
the full potential of Al and ML to improve
health outcomes and advance the delivery of
healthcare services for all.

In conclusion, the integration of Al and ML in
healthcare represents a transformative shift in how
we approach diagnostics, treatment, and patient care.
By addressing technical, ethical, and regulatory
challenges and prioritizing patient-centric care and
equitable access to innovative technologies, we can
unlock the full potential of Al and ML to revolutionize
healthcare delivery and improve the lives of patients
worldwide.
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Abstract: The eye disease diabetic retinopathy
(DR) can cause blindness if not treated.
Worldwide, 2.6 million persons lost their sight or
had severe vision impairments in 2015 as a result
of diabetic retinopathy. By 2020, experts predict
that number will have jumped to 3.2 million. In
high-income nations, diabetic retinopathy should
be less common, but in low- and middle-income
countries, finding and treating the condition
early should be a top concern. Thanks to recent
developments in deep learning, researchers
have demonstrated that automated diabetic
retinopathy screening and grading is a practical
method to reduce manpower requirements. The
Kaggle dataset was used to find the winners of
the diabetic retinopathy detection contest. In the
suggested DL-DRDC methodology, the feature
vectors from the previously processed retinal
fundus images were retrieved using the modified
Efficient Net method. The DL-DRDC Mechanism
extracts characteristics from previously studied
retinal fundus pictures using a modified version of
Efficient Net. The proposed GA evolution selects
the best-fitting model from a model population

pool in order to optimise deep CNN models. The
research and the experimental findings show
that the recommended approach operates more
efficiently than the other basic models. This
research offered a novel and better approach
for the diagnosis and severity rating of diabetic
retinopathy.

Keywords: Convolutional Neural Network
(CNN), Deep learning, Diabetic retinopathy,
Model, Patient.

1. INTRODUCTION

According to the National Diabetic Registry (NDR),
over 2.6% of Malaysians over the age of 18 had
diabetes in 2012. Life expectancy may be reduced
if problems occur, and the disease needs continual
monitoring. At this time, diabetes also has no known
cure. Having a basic understanding of the ailment,
its effects on the body, and successful management
strategies is, therefore, crucial. The title claims that
a deep learning neural network and fundus images
were used to identify diabetes. The fundus picture was
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obtained using the Topcon TRC NW6 non-mydriatic
retinography, which features a color video 3CCD
camera and a 45-degree field of view. In a nutshell,
a fundus picture shows what’s within a human eye.
So, this study demonstrates how to identify diabetic
eye illness using fundus photos. Variations in visual
clarity, blurred or distorted vision, eye discomfort,
cataracts, delayed recovery from eye injuries, and
eventually blindness are among complications that
diabetics may face. Furthermore, blindness is one of
the most terrifying consequences of diabetes for the
eyes. The most fundamental definition of diabetic
retinopathy is damage to the retina, an eye ailment.
The retina, situated in the back of the eye, is the main
culprit when it comes to light sensitivity. Because of
this, damage to it could cause blindness. Type 2 and
type 1 of the illness were both discovered. However,
the most common form of diabetes is type 2, which
affects an estimated 90% to 95% of people.

In 2010, diabetic retinopathy (DR) caused the
blindness and visual impairment of 3.8 million
people worldwide. Experts project that 191.0
million individuals will develop DR by 2030 due
to the increasing incidence of diabetes. Despite the
fact that the worldwide incidence of any DR was
27.0% from 2015 to 2019, the early phases of DR,
including referable DR, do not exhibit any noticeable
symptoms. By detecting and treating DR early, the
chance of vision loss may be reduced by about 57%.
This is because DR can progress to a quite advanced
stage before it impacts vision. It is extremely
important for individuals with diabetes, especially
those in the middle age and older age groups, to attend
screenings and follow-up sessions regularly. Many
diabetic people don’t have their required yearly eye
exams because they’re too painful, don’t notice any
problems, or can’t get to a retina specialist quickly
enough, according to a number of studies [1].

Byproducts of glucose metabolism, including
abnormally high blood sugar levels, build up in
blood vessels. After a patient has had diabetes for
over a decade, diabetic retinopathy (DR) sets in.
High blood pressure is the root cause of diabetic
retinopathy (DR), which in turn damages the
retina and its vascularization, potentially leading
to blindness or even death. Only via laborious and

costly fundoscopy procedures can ophthalmologists
detect retinal vascular edema. Diabetes is a major
cause of blindness, and there will be an estimated
552 million people living with the disease by 2030

2].

The most effective way to curb vision loss is to
catch it in its early stages and treat it accordingly.
Abnormal development of blood vessels and eventual
blindness may occur in extreme instances when the
vessels enlarge, leak fluid, or obstruct blood arteries.
Retinal DR is characterized by micro aneurysms,
hemorrhages, and exudates. The degree to which a
lesion is noticeable depends on its size, shape, and
general look. A screening tool for DR in the field of
ophthalmology is fundus photography. An automated
evaluation approach may effectively and affordably
prevent diabetes-related blindness.

Ophthalmologists use visual evaluations and
examinations of the eyes to determine the existence
and severity of DR. This is a laborious and costly
procedure for many people throughout the world
who have diabetes. With statistics among qualified
ophthalmologists differing greatly, DR severity
and early disease identification continue to be
challenges. In addition, there is a lack of adequate
ophthalmologists and detection equipment in
undeveloped nations, where 75% of DR patients
reside. There are worldwide screening programmes
in place to combat the increase of avoidable eye
disorders, but the prevalence of DR is too high for
effective individual detection and treatment.

Damage to the retina, known as DR, may happen as a
result of hypertension. It may harm the retina’s blood
vessels, leading to potential blindness or death. Only
via laborious and costly fundoscopy procedures can
ophthalmologists detect retinal vascular edema. It
is necessary to find DR automatically by looking at
retinal fundus pictures. It has been shown that deep
learning models can detect DR more accurately than
ophthalmologists. They become a practical choice
because of this. One of the most used deep learning
models, Convolutional Neural Networks (CNNs)
are utilized often in medical image identification,
prediction, and classification. The objective of this
study is to construct a CNN model with an updated
activation function that can detect DR automatically.
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This new activation function is compared against
earlier activation functions using the open-source
datasets DIARETDBO0O, DRIVE, CHASE, and
Kaggle. By including a novel activation function, the
present CNN version has been enhanced and now
yields remarkable outcomes [3].

II. LITERATURE REVIEW

S. Gothane et al. (2022) When insulin is insufficient,
blood glucose levels rise, a symptom of diabetes.
A diabetic’s eyes, heart, nerves, and kidneys are
all impacted. Among the complications, diabetic
retinopathy stands out. Compared to human analysis,
automated approaches for Diabetic Retinopathy
detection are more competent, cost less, and provide
greater flexibility. Diagnose medical conditions
with the help of computers using the Deep Learning
approach. The goal of this project is to develop an
automated method for detecting diabetic retinopathy
in its early stages. Artificial intelligence and deep
learning could help doctors predict when a patient
will go blind. Using a supervised learning approach,
this project is now classifying fundus photos. Micro
aneurysms, hemorrhages, exudates, and swollen
blood vessels are some of the key indicators of
diabetic retinopathy that may be improved upon
using a variety of image processing techniques and
filters for this purpose. Neural networks are then
employed for classification purposes. Using ResNet
architecture, it successfully categorizes fundus
pictures 82% of the time [4].

K. Oh et al. (2021), Worldwide, an estimated 3.2
million individuals will be blind or severely visually
impaired by 2020 as a result of diabetic retinopathy,
up from 2.6 million in 2015. Low- and middle-
income nations must prioritize early identification
and treatment of diabetic retinopathy, even though
high-income nations should see a decline in its
incidence. Automatic screening and grading of
diabetic retinopathy is efficient, saving workers
and time, according to researchers. This was made
possible by the current breakthroughs in deep
learning technology. Even though ultra-wide-field

fundus photos may capture as much as 82% of the
retinal surface, conventional fundus photos are still
used by the majority of automated systems. Our
method for diabetic retinopathy detection employs
deep learning in conjunction with ultra-wide-field
fundus imaging. Our experimental results show that,
when comparing early treatment diabetic retinopathy
studies, a 7-standard field picture produced by ultra-
wide-field fundus photography is statistically better
than an optic disc and macula centered image [5].

F. Nawaz et al. (2021) One of the retinal diseases
that may lead to permanent blindness is Diabetic
Retinopathy (DR). It is challenging to diagnose DR
in its early stages since there are no symptoms at the
beginning level. When blood sugar levels are too
high, DR sets in. Timely identification and continuous
treatment are necessary to avoid blindness. The
ophthalmologist’s ability to assess their patients’
problems might be substantially enhanced with the
use of Al-powered automated detection. Using DL
and RL with ML, this study seeks to build a system
that can autonomously identify and rank diabetic
retinopathy. A method used in artificial intelligence
known as transfer learning is utilized to train the
Inception-v4 deep neural network. Two distinct
transfer learning configurations—fixed feature
extractor mode and fine-tune mode—are employed
during Inception-v4 training. Although the accuracy
rates achieved by both setup strategies are fair, fine-
tuning outperforms fixed feature extractor. Using
fine-tune configuration mode, the team achieved
97.7 percent accuracy in disease grading and 96.6%
accuracy in early DR detection, surpassing the state-
of-the-art methods in the corresponding literature

[6].

Hasan et al. (2021) A chronic condition, diabetes
mellitus is rapidly becoming a global epidemic.
The condition manifests as problems with the eyes,
kidneys, and heart caused by an elevation in blood
glucose levels. When blood vessels in the retina
burst, a condition called diabetic retinopathy (DR)
develops. This is an eye consequence of diabetes.
Since it does not present any obvious symptoms when
first developing, it is thought to be the main cause
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of blindness. Early identification and classification
of DR patients is crucial for the provision of
needed medical care. Recent advances in machine
learning’s algorithms have made it a powerful tool
for use in computer-assisted diagnosis and other
medical applications. In this article, the team aims
to analyze the performance of DR detection and
classification systems that utilize various machine
learning algorithms. For the purpose of training
and evaluating these algorithms, several publically
available datasets including massive volumes of
retina fundus and thermal photos are utilized. These
algorithms proved they could spot warning signs and
quantify the severity of DR. Looking at the systems
the teamanalyzed, ResNet50, an algorithm for deep
convolutional neural networks, appears to have
achieved the greatest performance. Using a cascade
of feature extraction kernels, the Resnet50 can
process retinal images and derive wealth data. Our
findings suggest that ML algorithms might be useful
in assisting medical professionals in DR patients with
accurate diagnosis and appropriate treatment [7].

D. Das and S. Biswas (2020) One medical
complication of diabetes mellitus is diabetic
retinopathy (DR). Because it mutilates the human
retina, it causes serious blindness. Statistics show
that 80% of the population, disproportionately those
of working age, has been afflicted by this illness.
Therefore, DR has recently emerged as a critical
problem that requires prompt resolution in order
to significantly reduce the prevalence of blindness
among working-age individuals. Due to the time and
inaccuracy associated with human diagnosis, many
sophisticated technologies have been developed to
identify DR early on. Furthermore, ophthalmologists
cannot be made available 24/7 at every location.
Therefore, a computer-assisted intelligent system that
is highly optimized is needed for the early diagnosis
of DR. For decades, scientists all throughout the
world have put forth different models. This paper’s
goal is to provide a more in-depth analysis of
previous efforts and new technologies related to DR
detection. Herein, the team provides the current level
of knowledge about the characteristics, etiology,

symptoms, grades, and models for early detection of
DR [8].

II1. RESEARCH METHODOLOGY

A. Genetic Algorithm for Deep Learning
Model Selection in DR Diagnosis

It takes learning millions of parameters to train the
CNN model from the ground up for a specific issue.
Excessive computing power and resource utilization
are necessary for this. Therefore, less computation
is needed when transfer learning is used. There is a
plethora of CNNs that have already been trained for
the categorization job. Nonetheless, they have been
designed to accommodate a wide range of datasets
and applications. This makes choosing the optimal
model for DR severity categorization a challenging
task. Consequently, the team provides an automated
process to choose the optimal pre-trained model for
DR severity categorization. What sets GA apart from
previous efforts is its application to the problem
of automatically selecting the optimal model from
among many pre-existing CNN models. The team
suggests using GA to automatically choose the
CNN network topology from the pretrained model.
The first set of data points used to train GA are
the pre-trained CNN architectures. A subset of the
population is chosen at random from the population
to make up the GA model’s population. Additional
training for deep feature extraction is applied to the
chosen people. A significant disadvantage of using
GA is the enormous computational expense it entails.
The LSTM classifier is used to categorise the deep
characteristics that have been retrieved in order to
lower it. Ranking the individual models within the
current population is a good indicator of the reliability
of the testing data. The final ultimate model emerges
by several iterations of genetic functions, including
selection, crossover, and mutation. In order to aid
in the early detection of DR, this best-fit model will
include features with deep representations. Fig. 1
depicts the planned work’s structural design. Python
with TensorFlow, a library built on top of Keras, was
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used to create the system that was presented. A server
with a TeslaV100 card ran the algorithm [9].

Genetic Algorithm Evaluation

Best Fit Model

Fig. 1: Selection of Models using GA Evolution

® Random Selection: In order to incorporate
genetic diversity, a small number of models
with poor fitness scores are also included in
the population, even though only the fittest
models are preserved for the next generation.
As a result, the global maxima are more easily
reached by the optimum algorithm. To make
sure of it, models with poor fitness are chosen at
random using a 0.1 threshold. The number [0,1]
is randomly allocated to each new generation of
progeny.

® Mutation: A tiny fraction of each person’s DNA
may be changed at random to increase genetic
variation. This haphazard alteration in a person’s
DNA is called mutation. You may randomly
alter the bit position of a single gene at one of
four locations. A mutation with a chance of 0.3
may only occur in one specific location in an
individual’s genes.

e Crossover: If there is still room for additional
people in the population after retention, the
process of crossover is used to fill it up. In order
for crossover to take place, two separate models
are chosen at random to serve as parents. The
crossover point for the parent models is the
midpoint of their length. Any person may take
part in the crossover; there are no limits.

B. Proposed Methodology

A new “deep learning”-assisted DR detection and
classification model is the Deep Learning Diabetic
Retinopathy Detection and Classification (DL-
DRDC) technique. Using retinal fundus photos,
this DL-DRDC approach identifies and categorizes
the different degrees of DR. The DL-DRDC system
employs the CLAHE approach for its pre-processing
stage. The most up-to-date DL-DRDC technique
for DR detection using retinal fundus images is
provided. You may see the whole DL-DRDC
system’s operation plan in the provided picture. The
DL-DRDC approach is comprised of three separate
steps. First, there is pre-processing. Then, there is
feature extraction. And last, there is classification.
The first step was to enhance the contrast levels of
retinal fundus photographs using the CLAHE model.
In the second stage, features were extracted from the
pre-processed pictures using the modified Efficient
Net approach. In the end, the processed retinal fundus
pictures were appropriately classified using the Deep
Neural Network procedure [10].

Training Phase Testing Phase

Input: MESSIDOR Training Dataset

«[Sensitivity [s.“_».r-cuy ]l_,\f.‘n'-.‘.c‘y J

!{m[s.m T)[Siage2|[Swes3

Fig. 2: A Comprehensive Overview of the Deep
Learning Diabetic Retinopathy Detection and
Classification System (DL-DRDC)

(i) CLAHE Method for Pre-Processing Images

To enhance their quality, the retinal fundus pictures
undergo preprocessing. Reducing noise, shrinking
the picture, and correcting the colors are common
phases in this process. Statistical information about
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the picture is primarily what the histogram is intended
to provide. In order to identify diabetic retinopathy,
CLAHE is an important part of the preprocessing
workflow. Retinal fundus pictures may be fine-tuned
for more precise analysis and diagnosis by increasing
contrast, which makes important characteristics more
visible. In order to identify diabetic retinopathy,
the preprocessing pipeline relies on CLAHE. By
enhancing contrast, it makes key features in retinal
fundus photos more visible, leading to a more precise
evaluation and diagnosis of the disease.

(ii) Extracting Features using the Rationalized
Efficient Net Method

Feature vectors are generated by passing the pre-
processed, contrast-enhanced picture through
the several levels of the Efficient Net model. A
number of computer vision applications rely on
feature extraction, such as segmentation, object
identification, and picture categorization. In order
for deep learning algorithms to make predictions
or complete tasks, it is necessary to transform
raw input data, such images, into a collection
of representative features. One state-of-the-art
framework for computer vision feature extraction is
Efficient Net [11].

1V. DATA ANALYSIS

A. Selection of Neural Networks for Diabetic
Retinopathy Diagnosis Based on Genetic
Data

In Fig. 3, the confusion matrix that algorithm 1
produced on the DR dataset is shown. The confusion
matrix illustrates exactly where the model is losing
its bearings. This aids in the model’s further fine-
tuning. A deep learning system’s TP, TN, FP, and FN
may be discovered by creating an error or confusion
matrix. The deep learning model’s perplexion is well
illustrated by the confusion matrix.

Confusion Matrix
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Fig. 3: A Model Selection Confusion Matrix Based
on GA

Algorithm 1: The Use of Genetic Information to
Select Neural Networks for DR Diagnosis

Input: Labeled fundus image dataset
Output: Optimized Neural Network for DR diagnosis

Initialization: Population, P = {DenseNet, ResNet50,
VGG16, GoogleNet}

With_hold=0.3; Mutate = 0.3; Select Random = 0.1

Steps:
i. Forevery,iePdo
a.Evaluate fitness function, F(i)
b. Grade, G[i] = F(i)
ii. Arrange P with respect to non-increasing order
of G[1i]
iii. For x € (0, with_hold* G.size - 1) do
a. Parent.append(G[x])

iv. For every x in P calculate a random number and
do

a. If random(x)>Select Random then
1) Parent.append(G[x])

v. Forevery x in Parent calculate a random number
and do |

a. If random(x)>Mutate then
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1) Flip x at position, Randint(0, x.size-1)
1) Parent.append(G[x])

vi. size P.size- Parent.size

vii. If offsprings.size<size then

a. Select two parents, Pl and P2 from Parent at
random and do

b. If P1 # P2 then

1) offspring (P1[0, Pl.size/2-1] + P2 [P1.
size/2, Pl.size-1)

i) offsprings.append(offspring)

1i1) goto step vii
viii. Parent.append(offspring)

ix. Return parent

In the confusion matrix, you can find the True Positive
(TP), True Negative (TN), False Positive (FP), and
False Negative (FN) calculations. Table I and Fig. 4,
illustrate how well the Best-Fit model developed by
GA Evolution performed when it came to early DR
diagnosis. The model had an error rate of 11.35% for
the train and 12.83% for the test [12].

TaBLE I: EvaLuatioN oF GA EvoLuTioN’s BEsT-Fir MoDEL

Class Stage | Stage 1| Stage 2| Stage 3| Stage 4
0
Accuracy 0.92 0.90 0.94 0.96 0.97
Precision 0.88 0.7 0.92 0.83 0.84
Recall 0.91 0.78 0.88 0.82 0.87
F1 Score 0.8 0.78 0.90 0.83 0.86
1
0.9 u
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0
Stage 0 Stage1l Stage2 Stage3 Stage4
B Accuracy M Precision ™ Recall F1 Score

Fig. 4: Evaluation of GA Evolution’s Best-Fit Model
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The optimal model is chosen from the pool of
available models using the suggested GA evolution
for optimizing deep CNN models. Based on the
analysis and experimental findings, the proposed
technique is more efficient than the other basic
models [13].

B. Diabetic Retinopathy using Retinal
Fundus Images for Deep Learning-
Enabled Classification and Detection

Kaggle data sets were used for training, whereas
Messidor was used for experimental validation.
One hundred and twenty fundus retinal pictures
are available for DR classification in the Messidor
dataset. It features pictures taken by three different
ophthalmology clinics in France. Pupil dilation was
notused in any of the photos. Following pupil dilation,
800 photos are captured, whereas 400 images are
captured without. There are one hundred and twenty
retinal fundus photos in this collection, arranged in
the correct sequence of healthy, DR stages 0-4, and
so on. A number of functionality measures are used
to compute the results.

Fig. 5: Instance images

Fig. 5 shows the results of running the DL-DRDC
technique on the data resource that was presented, and
the resulting confusion matrices. Several DR phases

monitored in separate runs have been described using
the DL-DRDC approach. In terms of execution, the
DL-DRDC model has classified 543 instances for
the general stage, 150 instances for phase-1, 245
instances for phase-2, and 251 instances for phase-3.
Table II illustrate how DL-DRDC performed in each
of the experimental runs. Results across a number
of parameters have been satisfactory using the DL-
DRDC method. The first execution run of the DL-
DRDC approach in the normal class achieved a 99%
accuracy rate. An average accuracy rate of 99% has
been achieved in explaining the DL-DRDC technique
in the stage-1 class. There is now a 99% accuracy
rate in describing the DL-DRDC technique in the
stage-2 class. There has been a 99% success rate in
explaining the DL-DRDC algorithm in the stage-3
class at the same time [12].

TaBLE II: THE ARCHITECTURE OF EFrFICIENT NET BO

LAYERS

Operator Resolution No. of Channels | No of Layers
Conv 3X3 224X224 32 1
MBConvl, k3X3 112 X112 16 1
MBConv6, k3X3 112X 112 24 2
MBConv6, k5X5 56 X 56 40 2
MBConv6, k3X3 28X 28 80 3
MBConv6, k5X5 14X 14 112 3
MBConv6, kSX5 14X 14 192 4
MBConv6, k3X3 7X7 320 1
Conv1X1 &pooling &FC 7X7 1280 1

Table III and Fig. 6 show the average classification
results from the analysis of the DL-DRDC method’s
executions. The DL-DRDC model generated
effective DR diagnostic findings, as shown by
several runs. In particular, the DLDRDC model has
attained a 99% specificity, 98% rising sensitivity,
98% precision, 99% accuracy, and a 98% F-score
throughout execution. After that, the DLDRDC
method produced an F-score of 99%, sensitivity
that increased by 99%, specificity that increased by
99%, precision that increased by 99%, and accuracy
that increased by 99%. All of the DLDRDC model’s
metrics—F-score, accuracy, precision, specificity,
and rising sensitivity—reached 99% by run-5.
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TaBLE III: CLASSIFICATION RESULTS ANALYSIS USING THE DL-DRDC METHOD

Number of Runs Class Sensitivity Specificity | Precision | Accuracy | F1-Score
Run-1 Normal 99.4 99.4 99.4 99.4 99.4
Stage-1 97 99.7 98.6 99.5 98.3
Stage-2 99.1 99.3 97.5 99.2 98.3
Stage-3 98.7 100 100 99.7 99.3
Average 98.8 99.6 98.8 994 98.8
Run-2 Normal 99.7 99.4 99.4 99.5 99.4
Stage-1 98 100 100 99.8 99
Stage-2 100 99.6 97 99.5 99
Stage-3 98.7 100 100 99.7 99.3
Average 99.0 99.8 99.3 99.7 99.1
Run-3 Normal 99.6 99.7 99.6 99.7 99.5
Stage-1 98.7 99.8 98.7 99.7 98.7
Stage-2 99.2 99.6 98.4 99.5 98.8
Stage-3 99.2 100 100 99.8 99.6
Average 99.1 99.8 99.2 99.7 99.2
Run-4 Normal 99.4 99.7 99.6 99.6 99.5
Stage-1 98.5 99.8 98.7 99.6 98.6
Stage-2 99.5 99.6 98.7 99.6 99.1
Stage-3 99.2 99.8 99.6 99.8 99.3
Average 99.2 99.7 99.2 99.7 99.1
Run-5 Normal 99.8 99.6 99.6 99.8 99.6
Stage-1 99.3 99.8 99.4 99.8 99.3
Stage-2 99.5 99.7 99.2 99.8 99.3
Stage-3 99.1 100 100 99.8 99.5
Average 99.4 99.7 99.5 99.8 99.4

I

=
=
o

I

o

Sensitivity m Specificity m Precision m Accuracy m F1-Score

Fig. 6: The Results from Several Runs of the DL-

DRDC Model

The majority of deep learning models used for DR
detection are convolutional neural networks (CNNs),
which sort out pixels that represent blood vessels
from those that do not. This study presented a state-
of-the-art DL-DRDC method for diabetic retinopathy
(DR) severity rating systems. With the help of
Efficient Net with DNN for picture categorization,
deep learning models were able to provide prompt
and accurate diagnoses. Retinal pictures were made
more contrasty using the CLAHE method. Using the
results of the class probability calculations, DNN
chose the class with the best score. A thorough and
effective method for identifying diabetic retinopathy,
the proposed model included integrated pre-
processing, segmentation, feature extraction, and
classification phases [14].
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V. CONCLUSION

In summary, a person’s eyes are among their most
vital organs. People are more likely to get Diabetes
Mellitus (DM) due to modern lifestyle choices. DR
will occur as a result of the chronic predominance of
DM. While a full solution for DR is still in the works,
it is now manageable with early diagnosis. Therefore,
certain studies are conducted for computer-aided DR
diagnosis in order to detect the disease at an earlier
stage. Diabetic Mellitus (DM) has been on the rise
due to modern lifestyle changes. Diabetes develops
when the body either does not generate enough insulin
or develops resistance to it. When blood glucose
levels rise due to DM, regular blood flow becomes
impossible. The kidneys, nerves, and eyes are among
the most affected organs. As a result of diabetes being
so common over the long term, a condition known as
Diabetic Retinopathy (DR) may develop. Using deep
learning methods, the DR may be detected early on.
Convolutional Neural Network (CNN) design is a
labor-intensive process. To choose the Convolutional
Neural Network model that has already been trained,
an automated Genetic Algorithm (GA) is used. A lot
of deep learning models have been drawn by hand.
They provide a function, to rephrase. The serious
problem of diabetic retinopathy, which can cause
blindness and frequently begins to manifest with
no outward signs of illness, is the subject of this
study. Treatment efficacy and vision preservation
depend on prompt diagnosis and precise severity
categorization. The four main components of
the proposed comprehensive  framework—
preprocessing, optical disc removal, feature
extraction, and classification—utilize the most
recent advancements in deep learning.
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Abstract:  Traffic congestion is a significant
issue in developing countries worldwide, caused
by signal failures, poor law enforcement,
and inadequate traffic management. Since
infrastructure expansion is limited, enhancing
traffic management is the only viable solution.
Methods like video analysis, infrared sensors,
inductive loop detection, and wireless networks
are effective for smart traffic management.
However, their high installation and maintenance
costs, along with lengthy setup times, pose
significant challenges. A new technology, Radio
Frequency Identification (RFID), integrated
with existing signaling systems, offers a real-
time smart traffic management solution. RFID is
quicker and cheaper to install, reduces congestion,
detects bottlenecks early, and saves time and
money. This paper presents a framework to use
RFID effectively to enhance traffic management.
This work investigates the architecture and
components of RFID-based traffic management

systems, including RFID tags, readers, and
data processing units. Additionally, the paper
discusses the challenges and limitations of RFID
implementation, including privacy concerns,
infrastructure costs, and integration with existing
traffic management systems.

Keywords: GSM, Radio Frequency
Identification (RFID), Traffic congestion.

I. INTRODUCTION

Traffic congestion occurs when the volume of
vehicles exceeds road capacity, resulting in slower
speeds, longer trip times, and increased queuing.
This is a significant issue in India’s metropolitan
cities, where congestion arises from demand
outstripping road capacity, a condition known
as saturation. Events such as accidents or jams
can create ripple effects, leading to traffic jams.



28 International Journal of Knowledge Based Computer Systems

Volume 12 Issue 1 2024

Additionally, security issues caused by anti-social
elements can further stagnate traffic. In India, the
annual economic loss due to congestion, including
fuel wastage, is estimated at Rs 60,000 crores.
Congestion also slows down freight vehicles
and increases waiting times at checkpoints and
tolls. This multifaceted problem impacts both the
efficiency of the transportation system and the
economy, highlighting the urgent need for improved
traffic management solutions.

S. Zhang, H. Yang, and X. Li present a system
that utilizes computer vision for real-time traffic
monitoring. The system captures and processes
live traffic video feeds to detect and track vehicles,
providing data on traffic flow, speed, and congestion.
By employing advanced image processing and
pattern recognition techniques, the system offers
accurate and efficient traffic analysis. This approach
aims to improve traffic management and decision-
making processes, enhancing the overall efficiency
of urban transportation networks [1].

K. M. Yousuf, A. K. M. M. Hossain, and M.
A. Hannan present a traffic monitoring system
leveraging OpenCV for real-time analysis. The
system processes live video feeds to detect and
track vehicles, providing insights into traffic flow
and congestion. This approach aims to enhance
traffic management efficiency by utilizing computer
vision technologies for accurate and effective traffic
monitoring [2].

Researchers present a sophisticated traffic monitoring
system that integrates computer vision and machine
learning techniques. The system utilizes video feeds
to detect and analyze traffic patterns, identifying
vehicle types and tracking their movements in real-
time. By applying machine learning algorithms, the
system improves accuracy in traffic flow analysis
and congestion detection. The goal is to enhance
traffic management and provide actionable insights
for urban planning and infrastructure development,
thereby addressing the challenges of traffic congestion
and improving overall transportation efficiency [3].

X. L1, Y. Shi, and Y. Gong introduce a real-time traffic
monitoring system leveraging computer vision.
The system processes live video streams to detect

and track vehicles, analyzing traffic flow patterns
and congestion levels. By employing advanced
image processing techniques, the system achieves
accurate vehicle detection and movement tracking.
The aim is to improve traffic management efficiency
by providing real-time data for decision-making,
enhancing urban transportation infrastructure and
mitigating congestion issues [4].

In the 2016 paper “Design and Implementation of a
Computer Vision-Based Traffic Monitoring System”
by Khan, a system utilizing computer vision for traffic
monitoring is presented. This system processes video
data to detect vehicles, analyze traffic conditions, and
monitor congestion levels in real-time. The approach
aims to enhance traffic management strategies
by providing accurate and timely information for
improving urban transportation efficiency and
reducing congestion [5].

Economic growth in second world countries has
significantly impacted urban traffic, with rising
incomes leading more people to choose cars over
two-wheelers. Consequently, there’s a pressing
need for smarter traffic management solutions,
as traditional methods like signaling systems are
increasingly ineffective in reducing vehicular
congestion. Implementing advanced technologies is
essential to address the challenges posed by growing
urban traffic.

I1. LITERATURE SURVEY

Inductive loop detection operates by placing
insulated wire loops in shallow cutouts on roadways,
connected via lead-in wires to a controller housed
in a roadside pull box. When a vehicle passes over
or stops on the loop, it alters the wire’s induction,
changing its frequency. This frequency change
triggers the electronic unit in the controller to signal
the presence of a vehicle. This technology effectively
monitors vehicle presence, passage, occupancy, and
traffic volume in specific areas [6].

However, the system faces reliability challenges.
Issues such as improper connections in pull boxes
and the application of sealant over road cutouts can
compromise performance. Implementing the system
on poorly paved roads or in areas prone to frequent
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roadwork exacerbates these reliability concerns.
These factors can lead to inaccurate vehicle detection
and data recording, impacting the system’s overall
effectiveness in traffic management and planning [7,
8].

Efforts to address these challenges include
improving installation practices, ensuring proper
maintenance, and exploring alternative technologies
or enhancements to mitigate the impact of environ-
mental factors on system reliability and accuracy.
Such improvements are crucial for optimizing the
functionality of inductive loop detection systems in
various operational environments.

Video analysis employs smart cameras equipped
with sensors, processing units, and communication
capabilities to continuously monitor traffic. Captured
video is compressed to reduce transmission
bandwidth, with analysis extracting scene
descriptions for computing traffic statistics: vehicle
frequency, average speed, and lane occupancy
[9, 10]. Challenges include high system costs,
susceptibility to adverse weather like heavy fog or
rain, and the need for adequate street lighting for
nighttime surveillance. These factors can affect
system performance, necessitating cost-effective
solutions and robust infrastructure for reliable traffic
monitoring and management using video analysis
technology.

In their 2020 paper, J. Zhao, H. Liu, and Y. Zhang
examine the effectiveness of infrared sensors
for traffic monitoring under challenging weather
conditions, particularly fog. The study focuses on the
sensors’ ability to detect vehicles and pedestrians,
as well as their utility in signal control and traffic
information transmission. The authors highlight that
while infrared sensors are generally reliable, their
performance can be significantly degraded by fog.
Additionally, the paper discusses the complexities
involved in the installation and maintenance of
these systems, proposing potential improvements to
enhance their robustness and reliability [11].

III. SMART TRAFFIC MANAGEMENT SYSTEM

The use of a Radio Frequency Identification (RFID)
system in traffic management represents a significant

advancement in urban mobility solutions. RFID
systems involve tagging vehicles with unique
identifiers that can be read by RFID readers
installed at various points in the traffic network.
This technology enables real-time vehicle tracking,
facilitating efficient traffic flow management,
congestion detection, and automated toll collection.
RFID systems can provide critical data for traffic
analysis, improve incident response times, and
enhance overall road safety. By leveraging RFID
technology, cities can achieve smarter, more
responsive traffic management systems, leading
to reduced congestion and improved commuter
experiences.

A Radio Frequency Identification (RFID) system
comprises an RFID controller and RFID tags. The
RFID controller includes an RFID interrogator, which
facilitates communication with the RFID tags. Data
and signals collected by the interrogator are processed
by the RFID controller. Messaging interference
mechanisms are employed to send commands and
data messages between the controller components.
At the heart of the RFID controller is the controller
core, which actively listens to the interrogators.
Based on its configuration, the controller core can
perform read/write operations on the RFID tags
or simultaneously listen and execute operations.
Additionally, the RFID controller can be equipped
with a serial interface, allowing it to connect with
external GSM/GPRS devices, thereby transforming
it into a dual radio device. This capability enhances
the flexibility and functionality of the RFID system,
enabling advanced communication and data
management features essential for efficient traffic
management and other application.

RFID tags are wireless devices that use radio
frequency electromagnetic fields to transfer data
for object identification and tracking. They come
in two types: active and passive. Active RFID tags
have an internal battery, while passive tags rely on
an external power source. Information on these tags
is stored in non-volatile memory. Each tag includes
a radio frequency transmitter and receiver and
can be assigned a unique serial number, enabling
precise identification. These features make RFID
tags versatile tools in various applications, from
inventory management to traffic monitoring,
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enhancing efficiency and accuracy in data collection
and tracking.

Researchers explore the application of RFID
technology to improve urban traffic management.
The authors discuss the integration of RFID systems
into existing traffic infrastructure to enhance real-
time vehicle tracking, traffic flow analysis, and
congestion management. The study highlights how
RFID tags on vehicles and RFID readers at strategic
points provide accurate data on vehicle movements,
enabling more efficient traffic signal control and
incident response. The authors also examine the
economic and environmental benefits, such as
reduced fuel consumption and lower emissions [12].

In research work, the authors describe how RFID
readers installed at intersections communicate with
RFID tags on vehicles to gather real-time traffic
data. This data is used to optimize traffic signal
timings dynamically, reducing delays and improving
traffic flow. The system’s architecture includes a
central controller that processes data from multiple
intersections to coordinate signal timings across the
network. The paper reports significant improvements
in traffic efficiency, with reduced waiting times and
smoother traffic flow. The study also addresses
challenges such as system scalability and reliability,
providing solutions for effective implementation in
large urban areas [13].

A. System Overview

Vehicles can be equipped with RFID tags that store
comprehensive information such as the vehicle
number. These tags enable unique identification of
each vehicle and facilitate the reception of traffic
messages by the driver. By integrating RFID
controllers with existing traffic signaling systems,
traffic management can be significantly improved.
As depicted in Fig. 1, each traffic signal can gather
data on every vehicle that passes through. This
automatic vehicle detection allows the signal to
maintain a real-time count of passing vehicles,
which aids in identifying and managing traffic
congestion. Additionally, each traffic signal can be
programmed with threshold values that determine
when the light should switch to red or green based

on the volume of traffic. This system ensures a more
dynamic and responsive traffic control mechanism,
potentially reducing congestion and improving
traffic flow efficiency. The RFID-based approach
provides precise, real-time data, which is crucial for
effective traffic management and enhancing overall
transportation infrastructure.

Turn the signal _| Initialize the timer to the

Ereen "] maximum set value

Move to the
adjacent signal

Is Timer<Max green
and timer not 0?

Turn signal red

Is act freq count>
Min freq count?

Decrement timer count by 1 }_

Fig. 1: Flow Diagram

The frequency of vehicles passing by a signal
per second can dynamically control the signal’s
timer. Each signal controller is programmed with a
minimum vehicle frequency threshold. When this
threshold is reached, the controller commands the
signal to turn red, thereby allowing dynamic signal
control.

For example, consider a traffic signal where the
maximum red light duration is set to 30 seconds
and the maximum green light duration is set to
20 seconds. The controller is programmed with a
minimum vehicle frequency threshold of 5 vehicles
per second. When the signal turns green, the timer
starts with an initial maximum value of 20 seconds.
Suppose the frequency of vehicles passing through
the signal is initially 10 vehicles per second. After 10
seconds, if this frequency decreases to 5 vehicles per
second, the RFID controller sends a command to the
signal to turn red. Consequently, the signal turns red,
and the adjacent signal at the junction turns green.
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This dynamic control mechanism ensures that traffic
signals respond in real-time to the actual traffic
flow, optimizing the traffic management process.
By adjusting the signal based on vehicle frequency,
congestion can be reduced, and traffic flow can be
improved. The cycle continues with each signal
dynamically responding to the changes in vehicle
frequency, enhancing overall traffic efficiency
and reducing delays. This system leverages RFID
technology to provide precise traffic monitoring and
control, enabling a more responsive and efficient
traffic signaling network.

B. Algorithm

Input:

Max Red denotes the maximum time for which
the signal can be red.

Max_Green denotes the maximum time for which
the signal can be green.

Min Freq Count denotes the minimum frequency
of vehicles passing per second stored statically in
controllers.

Act Freq Count denotes the actual frequency
of the vehicles passing per second = ) vehicles/
second.

Timer denotes the actual timer count.

1. When the signal turn green.
While (Timer<Max_Green and Timer
is not 0) do
If
(Act_Freq Count>Min Freq C
ount)
Keep the signal green.

Decrement timer count
by 1.
Elseif
(Act_Freq Count<=Min_Freq Cou
nt)

Go to 2.
End
2. Make the signal red. Turn the adjacent signal green.
Go tol.

Desired Output: Effective congestion management.

Dynamic signal control helps reduce time wastage
and prevents traffic congestion by prioritizing roads
with higher vehicle traffic. This system can detect
congestion: if the vehicle frequency remains high
even after the maximum timer duration is reached,
congestion is identified at that point. Upon detecting
congestion, the RFID controller sends a message to
the preceding signal’s controller to temporarily halt
traffic on that stretch.

When the preceding signal’s controller receives this
message, it activates the red signal for the congested
route for a predefined period. This intervention helps
manage traffic flow and alleviate congestion. Once
the congestion is cleared, the congested signal’s
controller notifies the preceding controller to resume
normal traffic flow in that direction.

This intelligent system ensures that traffic signals
respond dynamically to real-time conditions,
improving traffic flow and reducing delays. By
leveraging RFID technology for precise traffic
monitoring and control, the system enhances overall
traffic management, providing a more -efficient
and responsive signaling network. Accepting this
message, controller of the preceding signal put the
red light OFF and green signal ON and restart the
signal cycle.

Prototype of the proposed model has been
implemented. Fig. 2(a) and 2(b) illustrates the
working under different situations.

Fig. 2(a): Working Model with Green Light
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Fig. 2(b): Working Model Depicting No. of Vehicles

IV. APPLICATIONS

Traffic congestion detection and management
have diverse applications. A central server can be
maintained to receive crucial data calculated by the
signal controllers. The primary goal is to trace the
travel time of individual cars as they pass roadside
controllers and compute an average trip time using
a rule-based system to determine whether an area
is congested. If congestion is detected, the system
will control traffic signals or generate automatic re-
routing messages for selected approaching vehicles.
Additionally, this technique can calculate the speed
of motorists and detect speed limit violations. If a
motorist exceeds the set speed limit, a warning
message will be sent via an audio and/or video
interface, and the penalty will be calculated by the
server and billed monthly to the vehicle owner.

The same framework can be used for automatic toll
collection and automatic core area charge collections.
Controllers placed at toll booths and along roads in
core areas will detect individual vehicles by capturing
their device IDs and record the time they are within
the controller’s reading zone. This information
will be sent to a main server, which will calculate
the charges and raise bills against the vehicle IDs
accordingly.

This comprehensive system enhances traffic
management, improves compliance with speed
regulations, and streamlines toll and core area charge
collections, making urban traffic more efficient and
reducing congestion.

V. ConcLUSsION AND FUTURE WORK

The proposed work introduces a Smart Traffic
Management System using RFID technology,
addressing the limitations of existing systems, such
as high implementation costs and environmental
dependencies. This system aims to effectively
manage traffic congestion and is more cost-effective
compared to current solutions. The study highlights
the severe problems caused by traffic congestion in
metropolitan areas worldwide, noting that congestion
negatively impacts economies, the environment, and
overall quality of life.

These issues are particularly acute in densely
populated urban centers. By leveraging RFID
for real-time vehicle tracking and traffic flow
management, the proposed system offers a promising
solution to these challenges. Additionally, the
system’s effectiveness can be further enhanced by
integrating more robust communication networks
beyond GSM, ensuring greater reliability and
efficiency in traffic management operations. This
innovative approach not only mitigates congestion
but also contributes to economic stability and
environmental sustainability.
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Abstract: Zero-knowledge proofs (ZKPs) enable
the validation of knowledge without revealing the
underlying information, revolutionizing the way
data is collected, utilized, and shared. In a ZKP
transaction, a “prover” attempts to convince a
“verifier” of the validity of a statement without
disclosing the actual data or the method used. The
prover proves their capability to solve a problem
by presenting the result without exposing the
input or process. This paper explores zero-
knowledge proofs (ZKPs), their various types
and classifications, and their research areas. It
also delves into the challenges and limitations
faced when applying zero-knowledge techniques
for privacy protection and authentication across
different scenarios. Additionally, this paper also
discussed the differences between interactive
zero-knowledge (IZK) and non-interactive zero-
knowledge (NIZK) proofs, highlighting their
respective advantages and applications as well
as the challenges for ZKP, such as computational
complexity and hardware requirements, are
also examined, along with their integration in
secure digital identity management and verifiable
anonymous voting systems.

Keywords: Application, Challenges, IZK,
NIZK, Prover, Verifier, Zero knowledge proof,
ZKP.

I. INTRODUCTION

Zero-knowledge proofs (ZKPs) are a revolutionary
concept in the field of cryptography, first introduced
by researchers Shafi Goldwasser, Silvio Micali,
and Charles Rackoff in the 1980s. It is feasible to
demonstrate a statement’s validity without disclosing
any knowledge about the statement itself, which is

the foundation of this novel concept. ZKPs have
transformed the landscape of complexity theory and
cryptography by allowing for the secure verification
of information without exposing the actual data [1].

The essence of a ZKP lies in its ability to enable
a prover to convincingly assure a verifier of the
truth of a statement, while keeping the underlying
information secret. This cryptographic method uses
an interactive protocol where the prover undertakes a
series of challenges to demonstrate their knowledge
of a secret to the verifier [2]. The ingenuity of ZKPs
ensures that at no point is sensitive information
compromised, making it a powerful tool for
preserving privacy.

This technique has significant applications,
especially in the realm of authentication processes
on public and private networks, including the
internet. Traditional methods of authentication often
involve sharing passwords or other sensitive details
that are vulnerable to security breaches. ZKPs, on the
other hand, allow for robust authentication without
transmitting any such information, closing the gap
that attackers exploit.

In general, zero-knowledge proof protocols have
been incorporated into various authentication
algorithms, providing a secure and efficient
alternative to conventional systems. Using ZKPs for
password authentication and identity verification is
especially significant since it increases electronic
communication safeguarding by one level. The
development of ZKP-based systems represents a leap
forward in the ongoing effort to safeguard digital
identities and personal information in an increasingly
interconnected world.

The article is organized as follows. The Overview
of ZKP, types and classification Zero Knowledge
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Proof are presented in the following section. Also,
present application and challenges for ZKP in the
field of technology. Open research problems are
then analyzed. This article is concluded in the final
section.

II. OvERVIEW OF ZKP

Cryptographic procedures known as zero-knowledge
proofs (ZKPs) enable one party, called the prover,
to demonstrate to another party, called the verifier,
that an accusation is legitimate without withholding
any more details regarding the claim. This segment
will offer a succinct overview of ZKPs, employing
a specific example to illustrate their fundamental
operational concepts.

A. Definition of ZKP

Zero-knowledge proofs (ZKPs) provide a
sophisticated method for a prover (P) to confirm the
accuracy of a statement to a verifier (V), all while
withholding any additional information except for
the correctness of the statement. What distinguishes
ZKPs is their capacity to authenticate possession of
certain information without actually disclosing the
information itself or any related details [3].

A zero-knowledge proof system is a cryptographic
protocol involving two parties: a prover (P) and a
verifier (V), used for asserting the truth of a statement
without revealing any underlying information. For
any statement within a language L, and an associated
auxiliary input ze{0.1}* a zero-knowledge proof
system is defined such that there exists a simulator S,
which can replicate the interaction between P and any
probabilistic polynomial-time verifier V* in a way
that the generated conversation is indistinguishable
from the real interaction to any third party [4].

In mathematical terms, for every element a € L and
string s, the relationship can be represented as:

SimulatedView[P(a)—V (a,5)]~¢ S(a,s)

Here, ~° symbolizes computational indistinguish-
ability, indicating that no probabilistic polynomial-
time algorithm can distinguish between the simulated
view and the real interaction with non-negligible

probability. The utility of zero-knowledge proof as a
method for authentication stems from its distinctive
attributes.

(1) Completeness: for every mutual input a
that belongs to the language L and a given
polynomial p(-).

1
Pr[(P.V)(a) =1l 21— ——

plal)

(2) Soundness: For any mutual input a ¢ L and any
interactive TM P’ with polynomial p(.).

1
PF[{P,tj ':ﬂ:] =1] <1 — m

(3) Zero Knowledge: A corresponding probabilistic
polynomial-time algorithm PM"™ exists for
every element a in the set L, for each verifier
modeled as a probabilistic polynomial-time
Turing machine 7M.

(P.V*Wa) = cPM* (a)

* Avoid disclosing any classified information
throughout the procedure.

* Any discourse created throughout the proof
should be indistinguishable from that
generated by a hypothetical emulator imitating
the prover-verifier interaction.

Zero
Knowledge

Zero

Knowledge
Proof

Proof

* The evidence must provide an adequate
amount of confidence to the verifier that the
prover is the one possessing the secret.

* It must be solid and comprehensive, as
will be addressed eventually.

Fig. 1: Definition of Zero Knowledge Proof

At the heart of a zero-knowledge proof system are its
essential properties: completeness, soundness, and
the zero-knowledge aspect. Completeness ensures
that for all legitimate inputs within the set L, an
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honest prover can invariably convince the verifier
of the proof’s validity. Soundness protects against
deceitful provers by ensuring that no false claims
about inputs not in L can be erroneously verified.
Zero-knowledge guarantees that a verifier learns
nothing beyond the validity of the statement during
the interaction. Moreover, these properties can adapt
to the computational strength of the parties involved,
distinguishing between statistical or perfect zero-
knowledge and computational soundness, leading
to what is known as a zero-knowledge argument
system.

B. Example of ZKP

A particular method allows for the verification of
graph isomorphism in a zero-knowledge proof
manner. In this method, the prover aims to convince
the verifier that they know a permutation p that
maps one graph G to another G, without revealing
any information about 7 itself. The process unfolds
in a series of steps where the prover first selects a
permutation ¢ and a bit b and sends S = a(G,) to
the verifier. The verifier then chooses a random bit b’
and sends it back to the prover. Based on b and %', the
prover sends a permutation 7 to the verifier, who then
checks if S equals 7 (G,) to determine the validity of
the claim.

The procedure of the protocol is detailed below.

g ifb=b
or~t ifb=00 =1
mo if b=156=10

Acceptance by the verifier hinges on the condition
S=17(Gb"). The protocol ensures perfect completeness
if 7 is truly an isomorphism and maintains soundness
with the assumption that the verifier chooses b’
randomly, leading to a half chance for any dishonest
prover to succeed. The zero-knowledge property is
maintained by the ability of a simulator to generate an
indistinguishable view from the verifier’s perspective
by randomly choosing 4’ and o, thus matching the
verifier’s view distribution when G, is isomorphic to
G,.

Another example is Alibaba Cave consider as
explanation for child teaching [4]. In this cave,
there are two characters: Peggy (the prover), who
claims to know a secret passcode, and Victor (the
verifier), who seeks proof of Peggy’s claim without
learning the secret itself. The cave is structured
with a single entrance that leads to a fork with two
indistinguishable paths, labeled C and D. These paths
loop back around to the entrance. The correct path
can only be accessed by using the secret passcode.

To prove she knows the secret despite demonstrating
it, Peggy undergoes a series of tests:

e Peggy begins at the entrance (point A) and
proceeds to either point C or D, out of Victor’s
view.

e Victor then positions himself at the fork (point
B) and calls out to Peggy to return through
either path C or D.

e If Peggy genuinely knows the secret, she can
use it to return through the specified path,
regardless of her initial choice.

This process is repeated multiple times. If Peggy
emerges from the correct path each time, Victor
becomes increasingly, convinced that Peggy knows
the secret. However, if Peggy is bluffing, her odds
of consistently guessing the correct path diminish
exponentially with each round.

Victor

1 INLCTRAIT.- ALABABA'S CAVE
ZERO-KNINDMGE PROOF

Fig. 2: Zero Knowledge Proof Example: Alibaba
Cave

The probability that Peggy can fool Victor without

actually knowing the secret decreases as — where

n is the number of times the test is performed.
Mathematically, this is represented by the equation:
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P(Peggy Fools Victor) = ]‘,Hrpn

The value n is the optimal number of rounds
needed for Victor to trust Peggy’s proof without
any doubt. If Peggy knows the secret, the proof is
considered complete, as she will pass every test. This
demonstrates both the completeness and soundness
of the zero-knowledge proof: completeness through
Peggy’s ability to always pass the test if she knows
the secret, and soundness through the improbability
of her deceiving Victor without this knowledge.

II1. CrLASSIFICATION OF ZKP

A. Interactive Zero Knowledge Proof

A sequence of probabilistic steps intended to
persuade the verifier of the veracity of a given
assertion constitute an interactive zero-knowledge
proof. During this procedure, the prover may show
the verifier the validity of the claim without giving
any additional details about the underlying proofs
or secret inputs. Interactive Zero Knowledge is
a proof system in which a problem P is shown via
an interactive communication between a prover p
with unlimited computing resources and a verifier
v working under polynomial time limitations. This
system adheres to two critical principles:

e Completeness: For any instance x that is a valid
example of P, the verifier v will likely accept the
proof provided by p after their interaction based
on the common input x.

e Soundness. Ifxisnotavalid instance of T1I1, then
regardless of the prover strategy p- employed,
even if it is computationally unbounded, v is
highly likely to reject the proof following their
interaction on the common input x.

The Fiat-Shamir heuristic takes an interactive zero-
knowledge proof protocol, where the prover and
verifier engage in a back-and-forth exchange, and
converts it into a non-interactive zero-knowledge
proof that can be publicly verified [6]. This method
transforms an interactive proof of knowledge into a
non-interactive digital signature. Developed by Amos
Fiat and Adi Shamir in 1986 [7], the heuristic requires
the original interactive proof to have the property of

being a public coin, meaning the verifier’s random
coins are made public throughout the proof protocol.
Initially, the security of the Fiat-Shamir heuristic
lacked a formal proof, but If random oracles exist,
as subsequent research by Point cheval and Stern
showed, it is secure against selected message attacks
in the random oracle paradigm. The significance of
random oracles in cryptography is highlighted by
the Fiat-Shamir heuristic. It can be seen as a way to
convert a public-coin interactive proof of knowledge
into a non-interactive proof of knowledge. If the
original interactive proof is used for identification
purposes, the resulting non-interactive version
can be directly employed as a digital signature by
incorporating the message as part of the input to the
random oracle.

B. Non-Interactive Zero Knowledge Proof

A Non-Interactive Zero Knowledge (NIZK) proof
system is characterized by three core components:
the Setup, Prove, and Verify algorithms:

e Setup Algorithm: This component is tasked
with generating parameters essential for the
operation of the proof system. It takes a security
parameter 4 as input and produces parameters
Parampara’s, which are used throughout the
NIZK system.

e Prove Function: The proof is built using
this function. This method produces a zero-
knowledge proof, which does not involve
communication between the prover and the
verifier, given an instance x from an NP-
language L and a matching witness w.

o Jerify Algorithm: This algorithm evaluates the
proof. It takes the proof as input and outputs a
Boolean value, typically denoted as b. If b is
1 (or true), it indicates that the proof has been
accepted by the verifier, confirming the validity
of the assertion made by the prover without
revealing any additional information about the
witness w.

NIZK proofs are particularly valuable in scenarios
where communication must be minimized, or where
repeated verification of the proof'is expected without
additional interaction. They offer robust security
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features and are widely used in applications ranging
from secure voting systems to confidential financial
transactions, where it’s crucial to verify a statement’s
accuracy without disclosing underlying data.

Non-Interactive Zero-Knowledge Proofs (NIZK)
utilize a three-component framework consisting of
the algorithms M, P, and V for setup, proving, and
verification, respectively. In NIZK, M generates
a common reference string o using a security
parameter 4, and P constructs a proof 7 asserting that
a given statement C with witness w is valid within
a polynomial-time computable binary relation B.
Verification via V determines if C and 7 conform
to o, outputting 1 for acceptance. Crucial attributes
of NIZK include perfect completeness, where valid
proofs are always accepted, statistical soundness
that prevents false proofs from being accepted by
non-uniform polynomial-time adversaries, and
computational zero-knowledge, which ensures
proof simulation without the witness, maintaining
the indistinguishability between real and simulated
proofs under polynomial-time constraints.

The Fiat-Shamir heuristic is a process used to convert
an interactive proof into a non-interactive one within
the random oracle model [8]. The core concept
involves substituting the verifier’s random challenge
with a hash function’s output, which acts as a random
oracle. This hash function processes the prover’s
initial message and the input to generate the challenge.
For instance, in the Schnorr identification protocol
adaptation, the prover generates a commitment u= b"
and then uses the hash of the base b, commitment u,
and public key k to create a challenge c. The response
z is calculated as z = r + cx and the proof 7 consists of
(u, ¢, z). Verification checks if b* equals uh®.

Security Properties:

o Completeness: Maintains the interactive
Schnorr protocol’s property where valid proofs
are always accepted.

e Zero-Knowledge: The simulation mimics the
interactive setting where the challenge isn’t
issued by a verifier but is derived from the hash
function, allowing the simulator to control the
challenge by setting the hash function output.

e Knowledge: This adjusted method ensures that
the prover’s ability to consistently produce valid
proofs implies possession of the secret (discrete
log of #h), akin to the original interactive
protocol’s security proof. If the prover can
generate two valid proofs with different
challenges for the same commitment, it reveals
knowledge of the secret.

a) The Applied Researches of NIZK

Madhav Agal et al. [9], delve into the limitations of
traditional password-based authentication systems,
highlighting their susceptibility to cyber-attacks and
security lapses. The paper explores the application
of Non-Interactive Zero-Knowledge Proofs (NIZK)
as a more secure alternative that eliminates the
need to transmit passwords, thereby enhancing
security. It also addresses vulnerabilities to Replay
attacks within NIZK implementations and proposes
a comprehensive two-pronged strategy to mitigate
these risks. Group signatures, ring signatures, and
electronic voting are areas where non-interactive
zero-knowledge (NIZK) proofs are widely used.
Blum et al. [10] groundbreaking work explores
the possibility of non-interactive zero-knowledge
(NIZK) proofs using a shared random string between
prover and verifier. It proves the existence of NIZK
proofs for number-theoretic languages and shows
that NIZK is possible for NP-complete satisfiability
if quadratic residuosity is hard. This foundational
research established the feasibility of NIZK proofs
without additional assumptions.

K. Yang and X. Wang [11] investigates multi-verifier
zero-knowledge (MVZK) proofs, presenting a
protocol for efficient and scalable MVZK proofs of
circuit satisfiability, where security is maintained even
when a minority of verifiers collude with the prover.
The protocol requires minimal communication
per verifier and memory proportional to the circuit
size, making it practical for real-world applications
requiring verifiable computation.

IV. Types or ZKP

In a zero-knowledge proof system, the prover is
tasked with demonstrating the validity of a claim,
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while the verifier’s role is to assess and confirm
the correctness of the proof. These protocols have
the capability to publicly verify that the hidden
information is valid, without the prover needing to
disclose the underlying details. The prover can be
highly confident that the verifier will be convinced
of the claim’s truthfulness through the execution of
the zero-knowledge proof protocol [12]. The types of
Zero Knowledge Proof’s are following:

A. zk-SNARKs

Zero-knowledge, or zk-SNARKSs, Simplified Non-
interactive Arguments of Knowledge (also known as
cryptographic proofs) enable one person (the prover)
to demonstrate another individual (the verifier) that
they are aware of a specific piece of knowledge
without actually disclosing what information it is.
The key properties of zk-SNARKSs are:

® Zero-Knowledge: The prover does not reveal
any information about the secret input beyond
the fact that they know it.

® Succinctness: The proof is very compact,
typically a few hundred bytes in size, regardless
of the size of the computation.

e Non-Interactivity: The proof can be verified
without any further interaction between the
prover and verifier.

The core of a zk-SNARK is a mathematical problem
called the “RICS” (Rank-1 Constraint System)
problem. In this problem, the prover must convince
the verifier that they know a secret witness ‘w’ that
satisfies a set of quadratic constraints represented by
a matrix ‘A’ and a vector ‘b’. Formally, the R1CS
problem is defined as:

Idwsuch that A=w=25

A is a matrix of dimensions m x n, b is a vector with
size m, and w is a vector with size n.

a) Example: zk-SNARKs can be used for basic
math to prove the square root of a number x without
revelaing the actual value of x, can be used.
e The prover generates a zk-SNARK proof that
they know a value w such that w” = x.

e The verifier can then quickly verify the proof
without learning the value of w (the square root
of x).

b) Application: zk-SNARKs have a wide range
of applications in the field of cryptography and
blockchain technology, including:

® Privacy-Preserving Cryptocurrency Transac-
tions: zk-SNARKs can be used to build
cryptocurrencies like Zcash, where transactions
can be kept private.

® Decentralized Finance (DeFi) Protocols: zk-
SNARKSs can be used to build DeFi applications
that preserve user privacy.

® Scalable Blockchains: zZk-SNARKSs can be used
to build scalable blockchains by allowing for
efficient verification of off-chain computations.

e Secure Multi-Party Computation: zk-SNARKSs
can be used to build secure protocols for multi-
party computation, where parties can collaborate
without revealing their private inputs.

B. zk-STARKs

zk-STARKSs (Zero-Knowledge Scalable Transparent
Arguments of Knowledge) are a type of cryptographic
proof system that, like zk-SNARKSs, allow a prover
to convince a verifier that they possess knowledge of
some information, without revealing that information
[13]. The key properties of zk-STARKS are:

® Zero-Knowledge: The prover does not reveal
any details about the secret input.

o Scalability: zk-STARKs are highly scalable,
able to handle large computations.

e Transparency: The setup process for zk-
STARKs does not require a trusted setup,
making it more transparent than zk-SNARKSs.

The core of a zk-STARK is based on the notion of a
Algebraic Intermediate Representation (AIR). In an
AIR, the prover must convince the verifier that they
know a witness w that satisfies a set of linear and
quadratic constraints represented by a matrix A and a
vector b. Formally:

dwsuch that A=w =25
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Where A is an m X n matrix, b is an m-dimensional
vector, and w is an n-dimensional vector.

a) Example: Suppose A wants to prove to B that it
has computed the 1000th Fibonacci number, without
revealing the actual number. So, it can do this using
zk-STARKSs:

e A generates a zk-STARK proof that it knows a
sequence of numbers that satisfies the Fibonacci
recurrence relation, and the 1000th number in
that sequence.

e B can quickly verify the proof without learning
the Fibonacci number itself.

b) Application: zk-STARKs have a wide range of
applications, including:

® Privacy-Preserving Computations: zk-STARKs
can be used to perform computations on en-
crypted data without revealing the inputs.

® Blockchain Scalability: zk-STARKs can be
used to scale blockchain systems by allowing
efficient verification of off-chain computations.

e Secure Multi-Party Computation: zk-STARKSs
can be used to build protocols where multiple
parties can collaborate without revealing their
private inputs.

® Decentralized Applications: zk-STARKSs can be
used to build privacy-preserving decentralized
applications on top of blockchain networks.

C. Bulletproof

Bulletproofs is a groundbreaking zero-knowledge
proof protocol that provides concise, logarithmic-
sized proofs without requiring a trusted setup [14].
It excels in range proofs for committed values,
confirming n-bit ranges with just 2 log,(n) + 9
elements. Generation and verification are linear
(in n). Bulletproofs enable the aggregation of
multiple range proofs, allowing a party to verify
multiple commitments within a range by adding
only O(log(m)) group elements to a single proof’s
length. Bulletproofs surpass previous methods
used in confidential transactions within Bitcoin
and other cryptocurrencies, which featured range
proofs of linear size. Additionally, Bulletproofs can
be created through multi-party computation (MPC)

protocols without revealing inputs, optimizable
for communication and computational efficiency.
Verification times grow linearly but can be accelerated
through batching, similar to ECDSA signatures.
Bulletproofs can be applied to general arithmetic
circuits under the discrete logarithm assumption,
making them ideal for enhancing security and
efficiency in various blockchain applications.

D. PLONK

PLONK (Permutations over Lagrange-bases
for Oecumenical Noninteractive Arguments of
Knowledge) is a zk-SNARK proof system designed
to address the high computational overhead
associated with the proof construction process in
earlier systems like Sonic. Unlike previous zk-
SNARK constructions, which required a circuit-
specific trusted setup, PLONK introduced a
universal and continuously updatable trusted setup.
This innovative approach allows PLONK to be
used across a wide variety of circuits, providing
both versatility and enhanced security guarantees
[15]. Additionally, PLONK boasts faster proving
times and more succinct verification compared to
prior zk-SNARK protocols, making it a significant
advancement in the field of cryptographic proof
systems. These improvements enable PLONK to be
more efficiently deployed in real-world applications
that require secure and scalable zero-knowledge
proofs.

V. DirerrRENCE BETWEEN [ZK anD NIZK

The two main types of Zero-Knowledge Proofs
(ZKPs) are Interactive Zero-Knowledge Proofs
(IZKPs) and Non-Interactive Zero-Knowledge
Proofs (NIZKPs). Interactive Zero-Knowledge
Proofs require multiple rounds of interaction
between the prover and the verifier. In this setting,
the prover sends proofs to the verifier, who in turn
sends back challenges, thus establishing the validity
of the statement through continuous communication.
This interaction is crucial in ensuring that the
verifier is convinced without learning any additional
information about the statement. IZKPs are typically
used in real-time communication environments
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where the security of the protocol can be maintained
through active participation by both parties [16, 17].
In contrast, Non-Interactive Zero-Knowledge Proofs
eliminate the need for back-and-forth communication.
NIZKPs rely on a shared random string or a pre-
established common reference string that allows the
prover to generate a single proof that can be verified
independently by the verifier without any interaction.
This makes NIZKPs more practical for scenarios
where interaction is costly or impossible, such as in
blockchain protocols and other distributed systems
[18, 19]. The non-interactive nature of NIZKPs
provides efficiency and scalability, as a single proof
can be verified by multiple parties without the need
for repeated communication.

VI. SEcUurITY IMPLEMENTATION USING NIZK
vs [ZKP

The security implications of using Interactive Zero-
Knowledge Proofs (IZKPs) versus Non-Interactive
Zero-Knowledge Proofs (NIZKPs) revolve around
the nature of communication and the associated
vulnerabilities. Interactive Zero-Knowledge Proofs
require multiple rounds of interaction between
the prover and verifier, ensuring that the verifier is
actively involved in the verification process without
learning anything beyond the validity of the statement.
This continuous interaction can enhance security by
allowing dynamic adjustments to potential threats
during the verification process. However, it also
introduces risks related to the integrity and security of
the communication channel itself, as each interaction
could be a point of potential attack [16].

In contrast, Non-Interactive Zero-Knowledge
Proofs eliminate the need for such back-and-
forth communication, relying instead on a shared
random string or a common reference string. This
makes NIZKPs more suitable for environments
where interaction is costly or impractical, such as
in blockchain protocols and distributed systems.
The key security advantage of NIZKPs is that they
reduce the attack surface by limiting the number of
interactions required, thus minimizing the potential
for communication-based vulnerabilities [19].
However, this also means that any compromise of

the common reference string can lead to security
breaches, as the same proof can be used multiple
times without re-validation [20].

Additionally, the use of non-interactive proofs can be
advantageous in scenarios requiring high scalability
and efficiency, as a single proof can be verified by
multiple parties independently. This scalability comes
with the caveat that the security assumptions need to
be robust against potential collusion among verifiers,
especially in multi-verifier settings [21]. Overall,
the choice between [ZKPs and NIZKPs depends on
the specific application requirements, including the
desired balance between security, efficiency, and the
feasibility of interaction.

VII. THE ArPLIED RESEARCHES OF ZKP

Zero-knowledge proofs have been extensively
studied and have generated significant academic
interest. A prominent area within cryptography and
computational complexity theory that has received
widespread attention is the field of zero-knowledge
proof systems, which have been the subject of
numerous hypotheses and research.

X. Yang et al. developed a prototype system called
BZDIMS featuring a challenge-response protocol
that enables users to selectively reveal their attribute
ownership to service providers, thereby safeguarding
user behavior privacy. Our performance and security
assessments indicate that this system provides
enhanced attribute privacy protection and broader
applicability than previous models. Muhammed F.
Esgin et al. [22] introduces innovative techniques for
efficient lattice-based zero-knowledge proofs (ZKPs),
enhancing both computational and communication
efficiencies with one-shot proof techniques for
non-linear polynomial relations. It presents two
new speed-enhancing techniques—CRT-packing
and NTT-friendly tools—and demonstrates their
application in creating effective proof systems for
cryptographic constructs like ring signatures. The
proposed methods not only minimize proof length
and computational time but also eliminate the need
for a trusted setup, making them ideal for applications
in cryptocurrencies and e-voting systems. Manish
S. and Yichen H. proposed a model that aims to
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eliminate the involvement of third-party entities and
the transmission of user passwords over the network,
providing protection against vulnerabilities like
key logging, shoulder surfing, and eavesdropping
inherent in single-factor authentication schemes. This
work explores the application of zero-knowledge
proof protocols as a second-factor authentication
mechanism for online banking systems, addressing
the security limitations of traditional password-based
authentication.

A novel decentralized identity authentication
system proposed by Tianyu B. ef al. [23] called
Health-zZkIDM leveraging zero-knowledge proof
and blockchain technology, designed to address
privacy concerns and interoperability limitations
of centralized IDMs in healthcare. By integrating
zero-knowledge proofs with blockchain, specifically
on the Hyperledger Fabric platform, the system
enhances privacy and security, allowing patients
to securely verify their identities across different
healthcare providers. Performance tests indicate that
Health-zkIDM can handle over 400 transactions per
second, demonstrating its efficiency and scalability.
Houyu Zheng et al. [24] proposed a novel medical
insurance claim scheme that leverages smart
contracts, blockchain, and zero-knowledge proof
techniques. The scheme ensures the legitimacy
and privacy of transactions between patients and
insurance companies through the use of non-
interactive zero-knowledge proofs and homomorphic
encryption, while also preserving the privacy of
patient identities by integrating the Schnorr protocol
and Fiat-Shamir heuristic. The security analysis and
performance evaluation demonstrate the feasibility
and efficiency of the proposed scheme compared to
prior approaches. Oleksandr Kuznetsov et al. [25]
proposed a system designed to reduce the proof
size and computational demands of blockchain data
verification, providing a more efficient and secure
framework. Through comprehensive testing with real
Ethereum data, the proposed solution demonstrates
significant improvements in proof compactness and
processing efficiency, surpassing traditional methods.
The research contributes a scalable and robust
verification mechanism that enhances blockchain
applications across multiple sectors, including
finance and supply chain management.

VIII. CHALLENGES OoF ZKP

Zero-knowledge proofs (ZKPs) hold significant
promise for enhancing privacy and security in digital
applications, yet they face several challenges that
affect their practical deployment:

o Computational Complexity and Hardware
Requirements: ~ ZKPs  require  complex
calculations that necessitate the wuse of
advanced, specialized hardware, making them
expensive and less accessible for widespread
use. These high costs often get passed down
to consumers, reducing affordability and
limiting adoption. Furthermore, the demanding
hardware requirements make it difficult to
implement ZKPs on mobile devices. Companies
like Ingonyama are working on specialized
hardware solutions to mitigate these issues, but
the success of such initiatives is yet to be fully
determined.

e Jerification Expenses: Beyond the costs of
generating proofs, verifying them also involves
intensive computations, adding to the overall
expense of ZKP applications. Even with the most
efficient zk-SNARKS, the verification process is
resource-heavy. For example, verifying a single
zk-SNARK proof on Ethereum can cost about
500,000 gas, impacting the cost-effectiveness
of solutions like zk-rollups.

o Limited Consumer Applications: Despite their
potential, ZKPs have yet to find widespread
application in consumer-facing products. While
they are used in Ethereum scalability solutions
such as ZK-rollups, popular applications like
Tornado Cash have faced legal challenges due
to their association with illicit activities, which
stymies broader consumer adoption.

o Trust and Setup Concerns: zk-SNARKSs require
a “trusted setup,” where participants create
public parameters using secret inputs that
must then be discarded to prevent misuse. This
setup makes it necessary for users to trust these
participants, as there is no way to independently
verify the disposal of the inputs. Efforts are
ongoing to develop zkSNARKSs that do not
require a trusted setup, aiming to enhance
trustlessness.
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® Quantum Vulnerability: zk-SNARKs rely

on elliptic curve cryptography, vulnerable to
potential quantum computing advances. This
presents a security risk, although zk-STARKS,
which use collision-resistant hashing, offer a
quantum-resistant alternative, ensuring more
robust long-term security.

Development Barriers: The ecosystem for
ZKPs lacks comprehensive developer tools and
educational resources, making it challenging for
developers, especially those without a strong
background in mathematics or cryptography, to
create ZKP-based applications. This shortage
of tools and training materials hinders wider
adoption and slows the advancement of ZKP
technologies.

IX. AppLicATION OF ZKP

Blockchain  Technology:  Zero-Knowledge
Proofs (ZKPs) are a powerful cryptographic
tool with significant potential in enhancing
blockchain technology. Blockchain systems
can leverage ZKPs to meet specific needs for
protecting sensitive information or ensuring
data privacy. ZKPs can validate transactions
while keeping details like the sender, recipient,
and other transaction-related data confidential.
Conceptually, the blockchain is seen as a
decentralized network of miners who maintain
a secure consensus protocol known as the
Global State. While the blockchain is trusted
for its accuracy and availability, it is not
inherently private [29]. A notable application
of ZKP in blockchain is ZCash, which was the
first cryptocurrency to implement zk-SNARKS,
demonstrating the technology’s capability to
enhance transaction privacy.

Verifiable Anonymous Voting: A country or
corporate organization must allow voting to
maintain democracy. Voters’ identities may,
however, be compromised throughout the voting
process. Implementing verifiable, anonymous
voting systems is made possible by Zero-
Knowledge Proofs (ZKPs) [16]. By employing
ZKPs, voters can prove their eligibility and

cast votes without revealing their identities.
Additionally, ZKPs enable voters to obtain
proof that their votes have been counted in the
results, ensuring both privacy and verifiability
of the election process.

® Encrypted Remote Biometric Verification:
Utilizing distinct biological characteristics such
as fingerprints, face recognition, or iris patterns,
remote biometric authentication may expose
sensitive information to unapproved parties.
ZKPs may protect this procedure by making sure
that no private biometric information is revealed
during the authentication process. Additionally,
ZKPs give a proof of authentication, proving the
authenticity of the access without compromising
security.

e Secure Exchange of Digital Assets: Digital
assets, defined by unique, valuable binary data,
often require privacy-sensitive exchanges.
Utilizing ZKPs, two parties can swap digital
assets without exposing their identities or the
details of the assets being exchanged. ZKPs also
provide a verifiable record of the transaction
process, enhancing the security of digital asset
exchanges.

e Safe-Trading: The bidding process integrity
is critical in government auctions, as many
vendors secretly submit offers in a competitive
setting. Bids are kept private for the first part
of the normal two-phase procedure and then
made public for assessment. ZKPs may stop the
disclosure of supplier names and unsuccessful
bids, offering verifiable evidence that protects
participant privacy and validates the legitimacy
of the auction results.

X. CONCLUSION

Zero-knowledge proofs (ZKPs) are a groundbreaking
development in cryptography that enable secure
information verification without exposing the actual
data. Since their introduction in the 1980s, ZKPs
have transformed various applications, particularly
in authentication and privacy protection. By allowing
a prover to demonstrate the truth of a statement to a
verifier without revealing any additional information,
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ZKPs maintain the confidentiality of sensitive data.
Various forms of ZKPs, such as interactive and non-
interactive proofs, address different security and
efficiency requirements. Despite their potential,
ZKPs face challenges including high computational
complexity, verification costs, and the need for
advanced hardware. Ongoing research aims to
overcome these hurdles, enhancing the practical
application and scalability of ZKPs in securing
digital communications and protecting privacy in an
increasingly interconnected world.
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Abstract: This paper investigates the application
of Convolutional Neural Networks (CNNs) for
automated pneumonia detection in chest X-ray
images, a critical tool for improving diagnostic
accuracy and efficiency in clinical settings. We
explore the suitability of CNN architectures,
particularly ResNet and VGGI16, for extracting
informative features from chest X-rays. The
methodology section details the utilization of
transfer learning with pre-trained models on
large datasets such as ImageNet to expedite
model development and enhance performance.
We discuss the comprehensive training process,
incorporating data augmentation techniques to
increase the diversity of the training data and
improve model generalizability. The results section
presents the performance of the CNN model,
evaluated using a range of metrics including
accuracy, precision, recall, and F1-score. The
discussion analyzes these findings in the context
of existing CNN-based pneumonia detection
models, highlighting both strengths and potential
limitations. We also explore future research
directions, emphasizing the importance of model
interpretability for effective clinical integration

and the potential for further advancements in
automated diagnostic systems.

Keywords: Accuracy, Chest X-ray analysis,
Convolutional  Neural Networks (CNN),
Pneumonia detection, Transfer learning.

1. INTRODUCTION

Pneumonia, an infection of the lung air sacs caused
by bacteria, viruses, or fungi, remains a significant
global health burden. According to the World Health
Organization (WHO), it is the leading cause of
death among children under five years old, claiming
an estimated 780,000 lives in 2019 [1]. Early and
accurate diagnosis is crucial for effective treatment
with antibiotics or antifungals, depending on the
causative agent, and preventing complications such
as respiratory failure and even death [2].

Chest X-rays are a readily available and relatively
inexpensive imaging modality used for initial
assessment of pneumonia. However, traditional
diagnostic methods rely on radiologist interpretation,
which can be subjective and time-consuming. Studies
have shown significant inter-reader variability in
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chest X-ray interpretations for pneumonia, potentially
leading to misdiagnosis or delayed treatment [3, 4].
This highlights the need for objective and efficient
tools to assist healthcare professionals in pneumonia
diagnosis.

In recent years, advancements in deep learning,
particularly  Convolutional ~Neural Networks
(CNNs), have opened new avenues for computer-
aided diagnosis (CAD) in medical imaging [5].
CNNs excel at extracting hierarchical features
from images, making them well-suited for tasks
like automated pneumonia detection in chest
X-rays [6]. Several studies have demonstrated the
effectiveness of CNN-based models, achieving high
accuracy levels in differentiating between normal
and pneumonia-infected chest X-rays [7, 8]. These
findings suggest the potential of CNNs to augment
radiologist decision-making and improve diagnostic
accuracy.

This research investigates the potential of CNNs
for automated pneumonia detection in chest X-ray
images. We explore the suitability of specific CNN
architectures, such as ResNet or VGG16, known
for their success in image classification tasks [9,
10]. Furthermore, we leverage transfer learning,
a technique where a pre-trained model on a large
dataset (e.g., ImageNet) is fine-tuned for the specific
task of pneumonia detection [11]. This approach can
significantly improve model performance and reduce
training time compared to training a model from
scratch [12].

Our methodology focuses on enhancing model
generalizability, a crucial aspect for real-world
applications. We incorporate data augmentation
techniques, which artificially expand the training
dataset by generating variations of existing images
(e.g., rotations, flips, brightness adjustments) [13].
This helps the model learn robust features and
reduces the risk of overfitting to the training data,
ensuring better performance on unseen data.

The evaluation process will involve assessing the
model’s performance using standard metrics like
accuracy, precision, recall, and F1-score. We will
compare our findings with existing CNN-based
pneumonia detection models, highlighting strengths

and limitations. Additionally, we will explore the
importance of interpretability in the context of clinical
integration. Understanding how the model arrives at
its decisions can enhance trust and acceptance among
healthcare professionals, ultimately leading to more
informed clinical decision-making [14]. Some
researchers have employed different techniques
like fuzzy set [15], soft fuzzy set [16], fuzzy soft set
[17], fuzzy soft fuzzy set [18] for Mycobacterium
Tuberculosis Complex (MTBC).

This research aims to contribute to the ongoing
development of CNN-based tools for pneumonia
detection. By exploring specific architectures, transfer
learning, and data augmentation techniques, we
hope to achieve high accuracy and generalizability.
Furthermore, emphasizing interpretability can pave
the way for the seamless integration of such models
into clinical practice, potentially leading to improved
diagnostic efficiency, reduced healthcare costs, and
ultimately, better patient outcomes.

II. METHODOLOGY

This section outlines the methodology employed
to develop and evaluate a Convolutional Neural
Network (CNN) model for automated pneumonia
detection in chest X-ray images. We aim to achieve
highaccuracy and generalizability, while emphasizing
interpretability for potential clinical integration.

A. Dataset Acquisition and Preprocessing

i. Data Source: We utilize the publicly available
NIH ChestX-ray8 dataset (https://cs229.
stanford.edu/proj2017/final-reports/5231221.
pdf), containing over 100,000 chest X-ray
images labeled as normal, pneumonia, or other
pathology. We focus on the binary classification
task of differentiating normal from pneumonia
images.

ii. Data Splitting: The dataset is split into training
(80%), validation (10%), and testing (10%) sets
using stratified sampling to ensure class balance
within each set. Stratified sampling maintains
the proportion of normal and pneumonia images
across all sets.
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iii. Preprocessing Techniques:

e Resizing: All images are resized to a standard
size of 224x224 pixels to ensure compatibility
with the chosen CNN architecture.

e Normalization: Pixel intensities are normal-
ized to the range of [0, 1] for improved training
stability.

® Data Augmentation: To enhance model
generalizability and prevent overfitting, we
employ data augmentation techniques. These
include random rotations (up to 15 degrees),
horizontal flips, and random brightness
adjustments within a limited range [13].

PNEUMONIA
NORMAL

Fig. 1: The Dataset Illustration Includes: a) A Chest
X-Ray Labeled as Pneumonia, and b) A Chest
X-Ray Labeled as Normal

B. Model Architecture

Our model 1s based on the ResNet-50 architecture,
known for its high accuracy and efficiency in image
classification tasks. The ResNet architecture utilizes
skip connections, which directly connect earlier
layers to later layers, allowing the model to learn
from both low-level features (e.g., edges, textures)
and high-level features (e.g., anatomical structures)
within the image.

Here’s a deeper dive into the core components of the
ResNet-50 architecture, incorporating references for
each element:

e Convolutional Layers: The model employs
several convolutional layers with varying filter
sizes and numbers. These filters essentially act
as learnable templates that scan the image and
detect specific patterns.

e Filter Sizes: Common filter sizes in the

ResNet-50 architecture include 3x3 and 7x7.
These small filter sizes allow the model to
capture local features in the image.

o Number of Filters: The number of filters

typically increases as the network progresses,
allowing the model to learn increasingly
complex features from the combination of
simpler ones.

® Batch Normalization Layers: These layers

are inserted after each convolutional layer
to improve training stability and accelerate
convergence by normalizing the activations of
the previous layer. Batch normalization helps
prevent the issue of exploding or vanishing
gradients, which can hinder training in deep
neural networks.

® Pooling Layers: Max pooling layers are used

to downsample the feature maps, reducing
computational cost and controlling overfitting.
Pooling layers typically select the maximum
value within a specific window (e.g., 2x2),
effectively reducing the dimensionality of the
data while preserving the most informative
features.

e Activation Functions: ReLU (Rectified Linear

Unit) activation functions are used after each
convolutional layer to introduce non-linearity.
Activation functions introduce a threshold,
allowing the model to only learn from features
that exceed a certain activation level. This helps
the model learn more complex relationships
between features.

Skip Connections: A key element of the ResNet
architecture, skip connections bypass some
convolutional layers and directly add the output
of an earlier layer to the output of a later layer.
This allows the model to learn from both the
original information and the transformed
features, potentially improving gradient flow
and performance, especially in deeper networks.
These skip connections essentially create a
shortcut path for the information to flow through
the network, addressing the vanishing gradient
problem that can occur in deep architectures.
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® Global Average Pooling: In the final stages
of the architecture, a global average pooling
layer is used to transform the feature maps into
a fixed-size vector. This vector represents the
overall features extracted from the image.

® Fully Connected Layers: Finally, a series of
fully connected layers are used to perform the
final classification task. These layers take the
flattened feature vector as input and learn to
map it to the desired output classes (normal or
pneumonia). The number of neurons in the final
layer corresponds to the number of classes (2 in
this case). A softmax activation.

C. Training Process
i. Optimizer

We employ the Adam optimizer to update the
model’s weights during training. Adam is an efficient
optimization algorithm that combines the benefits
of AdaGrad and RMSProp, often converging faster
than traditional methods [15]. Unlike traditional
gradient descent, which uses a fixed learning rate,
Adam adaptively adjusts the learning rate for
each parameter based on historical gradients. This
allows the optimizer to take larger steps early in
training when exploring the parameter space and
then gradually decrease the step size as the model
converges towards the optimal solution.

ii. Loss Function

The binary cross-entropy loss function is used to
measure the difference between the model’s predicted
probabilities of normal and pneumonia, and the actual
labels of the training images. This loss function is
commonly used for binary classification problems.
It calculates the average of the cross-entropy loss for
each training sample. Here’s a simplified formula for
the binary cross-entropy loss:

Loss = - (y * log(p) + (1-y) * log(1-p))
where:

y is the ground truth label (0 for normal, 1 for
pneumonia).

p is the model’s predicted probability of pneumonia.

The loss function essentially penalizes the model
for incorrect predictions and guides the optimization
process towards minimizing the overall loss.

Training and Validation loss

—— Training loss
2.0 — Validation loss
15
@
S10
0.5
0.0

171 176 181 186 191 196 200
Epochs

Fig. 2: Training and Validation Loss during the Last
30 of 200 Epochs

iii. Hyperparameter Tuning

To achieve optimal performance, we employ
grid search to identify the best combination
of hyperparameters for training the model.
Hyperparameters are settings that control the learning
process but are not learned by the model itself.
Examples of hyperparameters in this case include:

® Learning Rate: This parameter controls the step
size taken by the optimizer during each update
of the model’s weights. A high learning rate can
lead to faster convergence but also increase the
risk of the model overfitting the training data.
Conversely, a low learning rate can lead to slow
convergence.

e Number of Epochs: An epoch represents one
complete pass through the entire training dataset.
Grid search evaluates the model’s performance
on the validation set using a range of possible
values for these hyperparameters.

The combination of hyperparameters that yields the
lowest validation loss is then selected for training the
final model. This process helps prevent overfitting
and ensures the model generalizes well to unseen
data.
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Fig. 3: Training and Validation Accuracy Over Time

III. RESuLT AND DiISCUSSION

Our approach of classifying chest X-ray images
as pneumonia based on a 90% match criterion to
your dataset offers an interesting perspective on
prioritizing high-confidence detections. However,
it’s essential to delve into the implications of this
threshold and explore potential improvements.

A. Strengths and Weaknesses

o Strength: The 90% match threshold prioritizes
certainty in pneumonia detection. Images
exceeding this threshold are likely to exhibit
strong similarities to confirmed pneumonia
cases in the dataset, potentially reducing false
positives.

® Weakness: This strict criterion might decrease
the model’s overall accuracy and recall. The
model might miss pneumonia cases with less
pronounced features or those that deviate from
the dataset’s pneumonia presentations.

Fig. 4: The CNN Model Output

B. Impact on Performance Metrics

® Accuracy: The focus on high confidence might
lead to a lower overall accuracy compared to
using a less stringent threshold. The model

might sacrifice identifying some true pneumonia
cases to prioritize those with a stronger match to
the dataset.

e Precision: The 90% match criterion is likely to
improve the model’s precision. When the model
classifies an image as pneumonia exceeding the
threshold, there’s a higher chance it’s a true
positive case due to the strong resemblance to
existing pneumonia data.

® Recall: This stricter criterion might negatively
impact recall. The model might miss pneumonia
cases that don’t meet the 90% match threshold,
potentially leading to missed diagnoses.

Confidence | Accuracy | Precision | Recall | F1-Score

Threshold (%) (%) (%) (%)
80.0 87.2 78.5 84.1 81.2
90.0 84.8 82.3 79.4 80.8
95.0 82.1 86.7 73.2 79.3

Fig. 5: Impact of Confidence Threshold on
Performance Metrics

C. Clinical Considerations and Future
Directions

In a clinical setting, the trade-off between precision
and recall is critical. While high precision is desirable
to avoid unnecessary interventions, high recall is
equally important to ensure all pneumonia cases
are identified. Here are some directions for further
exploration:

® Balancing Precision and Recall: Experiment
with varying the match threshold (e.g., 78.5%,
79.4%) to find a balance between precision and
recall that aligns with clinical needs.

e Confidence Scores: Leverage the model’s
confidence scores for pneumonia predictions.
Images with lower confidence scores (below
90% match) could be flagged for radiologist
review, while those with high confidence scores
could be considered for further action.

® Dataset Quality: The model’s performance
relies heavily on the quality and
representativeness of the training data. Ensure
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the dataset incorporates a diverse range of
pneumonia cases to capture the disease’s
variability.

o Generalizability and Explainability:
Continuously evaluate the model’s performance
on unseen data to assess its generalizability and
identify potential biases. Explore techniques like
Class Activation Maps (CAMs) to understand
the image regions the model focuses on for
high-confidence pneumonia classification.

D. Ethical Considerations

The use of a 90% match criterion warrants careful
consideration of ethical implications:

® Dataset Bias: Potential biases in the training
data could lead to the model prioritizing
specific pneumonia presentations and missing
others. Ensure the dataset represents the target
population and disease distribution.

e Missed Diagnoses: The stricter threshold
might increase the risk of missed pneumonia
cases, potentially impacting patient outcomes.
Develop strategies to mitigate this risk, such as
combining the model’s output with radiologist
expertise.

By acknowledging these strengths, weaknesses,
and future directions, we can refine the approach
to achieve a balance between high-confidence
detections and capturing the full spectrum of
pneumonia presentations. The model’s role
should be as a supportive tool for radiologists,
not a replacement for their expertise and clinical
judgment. Continuous evaluation and responsible
development are crucial for ensuring the model’s
effectiveness and ethical use in clinical practice.

I'V. CoNcLUSION

Our investigation into a CNN-based approach for
automated pneumonia detection in chest X-ray
images yielded promising results. The model
achieved a competitive level of accuracy while
adhering to a strict criterion — classifying images
as pneumonia only if they exhibited a 90% match
to confirmed cases in the dataset. This approach

prioritized high-confidence detections, potentially
reducing false positives. However, it’s crucial to
acknowledge the potential trade-off in overall
accuracy and recall, as some pneumonia cases with
less pronounced features might be missed.

Moving forward, exploring techniques to balance
precision and recall, along with utilizing the
model’s confidence scores, are promising avenues
for improvement. Furthermore, emphasizing high-
quality and diverse training data is paramount for
enhancing the model’s generalizability. Continuous
evaluation and explainable Al techniques are also
essential for building trust in the model’s predictions.

In a clinical setting, this model has the potential to
serve as a valuable support tool for radiologists.
However, responsible development and deployment
are crucial. We must address potential biases in
the training data and mitigate the risk of missed
diagnoses. Overall, this study paves the way for
further advancements in high-confidence automated
pneumonia detection using CNNs, with a focus on
responsible integration into clinical practice.
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Abstract: With the development of 4G network technology,
gradually 5G wireless communication technology has also
been derived and has been studied in deeply. SG technology
has been developed with based on 4G technology to
strengthen its advantages, discard its shortcomings, and
obtain further breakthroughs in functions. Due to the
development of 4G technology, communication services
such as downloading and transmitting large-volume data
are being accomplished at an enormous speed. Orthogonal
Frequency Division Multiplexing (OFDM) is a multi-carrier
data transmission system that converts high-speed data
streams into multiple parallel low-speed data streams by
serial/parallel conversion, and then distributes them to sub
channels on mutually orthogonal subcarriers of different
frequencies for transmission. This technology has been
recognized by the industry as the core technology of the new
generation of wireless mobile communication systems. This
paper mainly discusses the principle of OFDM-based LTE
communication technology, and multi-channel simulation
and analysis the performance of OFDM transmission
system based on the MATLAB platform.

Keywords: AWGN, LTE, OFDM, Wireless communication.

1. INTRODUCTION

People have used a variety of communication technologies
from ancient times to the present, ranging from the most
primitive pigeons and carriages through ships and trains in
the steam period, to the most recent derivative 5G technology.
These different periods represent different levels of people’s
technological progress. The most recent decade has been the

fastest growing stage in the history of wireless communication
technology [1] [2]. With people’s increasing demand for
multimedia services, wireless communication technology has
developed from 3G and 4G to the latest 5G in the direction of
larger data volume and faster transmission rate [3]. At present,
the communication technology that accounts for the largest share
of the global communication market is still 4G, and Orthogonal
Frequency Division Multiplexing (OFDM) is the core strategy of
the fourth-generation mobile communication [4].

In the traditional multi-carrier frequency division multiplexing
system [5], in order to prevent internal interference between
sub-carriers, each sub-channel uses different carriers to
transmit data in parallel. In this system, the sub-carriers are
separated far enough to prevent spectrum overlap. Due to this
compromised isolation technology, the spectrum efficiency
of traditional information transmission systems is very low.
Before the equalizer was adopted, people used this multi-carrier
method for high-speed communication in the channel. In order
to overcome the shortcomings of low spectrum efficiency of
traditional strategies, in 1970, Weinstein and Ebert proposed
the first OFDM prototype [6]. However, due to the limitations
of the technological level and hardware conditions at that
time, this new technology has not been put into widespread
use. Until 2010, with the support of mature electronic device
manufacturing processes and the development of digital
technology, it took more than 30 years for OFDM to regain the
attention of scientific researchers.

Basically, Orthogonal Frequency Division Multiplexing
(OFDM) is a communication technology where a channel
divided into several orthogonal sub-channels, convert high-
speed data signals into parallel low-speed sub-data streams, and
then modulate them for transmission on each sub-channel. After
that, the orthogonal signals can be separated by using related
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technologies at the receiving end, which can reduce the mutual
interference between sub-channels ICI [7]. The frequency
distribution of subcarriers in OFDM is shown in Fig. 1.

OFDM Frequency Spectrum

Fig. 1: Frequency Distribution of Subcarriers in OFDM

The signal bandwidth on each sub channel is smaller than the
relevant bandwidth of the channel, so the signal on each sub
channel can be regarded as flat fading, which can eliminate
inter-symbol interference. After separating multiple orthogonal
sub-carriers, discrete fourier transform (DFT) and its inverse
transform (IDFT) are applied to the parallel transmission
system as part of the modulation and demodulation process [8]
[9]. This solves the problem of transmission and transmission
in a multi-carrier transmission system. The application of fast
Fourier transform greatly reduces the complexity of the multi-
carrier transmission system. In this way, it is possible to realize
FDM without applying a band-pass filter and only through
baseband processing.

The OFDM technology is used in various communication
systems such as- Wi-Fi 802.11ac, 4G and 5G cellular phone
technologies, Wi-MAX, Satellite and so on [10]. OFDM
system has been widely used in communication technology in
recent years mainly due to its some advantages such as- higher
spectrum utilization, excellent anti-multipath interference and
anti-fading ability, more sensitive resource allocation, faster
asymmetrical transmission rate. Although OFDM has the above
excellent technical advantages, some problems have gradually
emerged in the actual application process such as- excessive
system complexity, more sensitive frequency response, high
PAPR (Peak to Average Power Ratio) [11].

All the simulations are implemented on MATLAB 9.6 (2019a)
and the system configuration is Core i3-2.40 GHz processor
with windows 10 based 64 bit operating system.

The entire paper is organized as follows, Section I contains the
introduction of this paper, Section II contain the description of
the required fundamental components of the system, Section
III contain the working principle of OFDM system, Section [V
contain the OFDM system simulation in step by step, Section
V describes results and discussion and finally the conclusion of
this research work has been drawn in last section.

II. FUNDAMENTAL COMPONENTS

A. Channel Model

The AWGN channel is very popular due to its non-fading
properties and simplicity. The time of passing signals through
the channel the AWGN channel adds White Gaussian noise to
the signal [12] [13]. The Probability density function is always
following Gaussian distribution and the equation of Gaussian
distribution is expressed as-
2
1 (x—p) (1)

202

fo(x) =

oV2m ¢

Where x = Random variable

1= Mean value

o = Standard deviation

Through AWGN channel a received signal is expressed as-
H(#) = x(1) + n(1) 2

Where x(¢) = Transmitted signal

n(t) = Additive White Gaussian noise

B. Modulation Methods

At present, in order to meet people’s demand for more and faster
data transmission, multi-system digital modulation has become
more and more popular. In this experiment, the two modulation
methods M-PSK and M-QAM were tested separately [14]. Two
modulation techniques are analyzed when the control output
is the same variable. The waveform expression after these two
modulations is as follows:

Es

Si(t) =

cos(2nf.t + 6;) (3)

N

2E.; 2E.;
;,nm a;cos(2nf.t) + ’ ;nm b;sin(2rf.t) (4)
S S

C. Cyclic Prefix

5 () =

In the traditional protecting plan, there will be no any signal
in the protecting interval, which means there will be a free
transmitting period. However, in this condition, the multi-
path effect will leads to ICI and ISI. In order to maintain the
orthogonality of signals and eliminate the interferences, a series
of cyclic prefix is needed to be inserted into the protecting
interval that is shown in Fig. 2. In this way, the period
difference between one subcarrier and another subcarrier must
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be an integer. After testing, it shows that if the length of cyclic
prefix is greater than or equal to the length of channel’s impulse
response, the ICI and ISI will be complete eliminated [15].

Symbol 1 symbal 2 |

Copy and Paste

i Copy and Paste

Cyclic Prefix Cyclic Prefix

Fig. 2: Subcarrier Frequency after Adding Cyclic Prefix

D. Emitter and Receiver Composition
The following Fig. 3 shows the transmitter block diagram of the

OFDM system after the guard interval is added, so that the loss
of power and information rate transmission can be calculated.

Cyclic

IFFT P/S |—» Prefix

by

[ ]
vy

Fig. 3: Emitter of OFDM System

The composition of the receiving electrode is similar to that
of the transmitting electrode, but in the opposite direction.
The emitter loss function after adding the cyclic prefix can be
defined as-

T,
Loss = 10 * log (73 + 1) (5)

III. WorkING PrINCIPLE OF OFDM SyYSTEM

In this section, the working principle of the OFDM system has
been discussed. The block diagram of OFDM system flowchart
is shown in Fig. 4. The original source signal is analog and
continuous. After baseband modulation (including sampling
and filtering), the form of the signal is transformed into a discrete
frequency domain signal. Then enter the OFDM module, the
discrete signal is decomposed into multiple orthogonal and
overlapping parallel sub-carriers, these sub-carriers exist in
their respective sub-channels. Next, the motion IDFT or IFFT
technology modulates the signal and converts it into an analog
signal again [16]. In this experiment, because the number of
subcarriers is relatively large, IFFT [17] is used to reduce the
algorithm complexity.

Seral Input Serial Output

Iy

¥

Baseband Codmg Baseband Decoding
S/P Convert P/S Convert

I $
P/S Convert CP Femove
CP Insert S/P Convert

] 1
D-A Converter A-D Converter

| F'y

Channels -
Noises &
Interferences

Fig. 4: OFDM System Flowchart

After that, the resulting analog model needs to be added to the
cyclic prefix to simply and effectively eliminate inter-channel
interference caused by multipath effects. It should be noted
that in the process of inserting the cyclic prefix, the duration
of the guard interval needs to be determined according to the
current wireless channel conditions. According to convention,
the length of the guard interval should be 2 to 4 times the square
root of the time delay extension. Finally, the parallel signal is
converted into a serial signal and input to the transmitting filter
for transmission. So far, the transmitting end of the OFDM
system has completed its transmission task. The parallel signal
sent by the transmitter passes through the physical channel, and
is affected by the weakening and noise caused by the channel
transmission, and some details will be lost. The specific loss
ratio is related to the signal-to-noise ratio (SNR) of the source
signal. In order to easily simulate the signal loss caused by the
transmission process, this experiment uses a defined signal-
to-noise ratio to explore the relationship between it and the
signal-to-noise ratio. After receiving the signal, the receiving
end will filter it first, and then transmit the obtained signal to the
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OFDM receiving end or directly to the information host after
demodulation. The specific path selection depends on the result
of channel estimation and frame synchronization recovery.
After the OFDM receiver receives the continuous serial time
domain signal, it first converts it into parallel, and then removes
the cyclic prefix of each subcarrier. (Regardless of whether
there is a cyclic prefix, only the signal itself is considered when
performing FFT or IFFT modulation on the signal, and the cyclic
prefix is not considered). Next, use the FFT method to convert
the time domain signal into the frequency domain, and input
the converted frequency domain response into In the equalizer.
In theory, the processed signal does not have any inter-symbol
crosstalk. Finally, perform parallel-to-serial conversion and
baseband demodulation on the obtained signal. At this point,
the work of the OFDM receiver is completely over.

IV. SYSTEM SIMULATION

In this section, the simulation of OFDM system has been
discussed and analyzed the sequence of the signal changes in
the OFDM system.

In order to better control the variables, the experiment did not
use randomly generated one-dimensional signals, but used
a simple binary image as transmitted data and compare after
reception. Other experimental parameters are shown in the
Table 1.

TABLE I: EXPERIMENTAL PARAMETERS

Parameters Value
Data/Noise -10:5:25
Number of Subcarriers 512
Slot number per frame 20
Sym number per slot 7
Sym number per slot pilot 2
Sym number per slot data 5
Channel AWGN
Modulator QAM and MPSK
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Fig. 5: Data Source and its Time & Frequency Response

Step 1, we choose Additive White Gaussian Noise channel [18]
for simulation experiment. The source picture and its time-
frequency response [19] are shown in Fig. 5. (In order to save
time, from then on, the time frequency analysis is limited to the
first 200 sampling points).

Step 2, use 100PSK modulation to output the signal as 100
different phase carriers by phase selecting and the obtained
output figures are shown in Fig. 6. Then, use 16QAM
modulation to differentiate signal changes in amplitude and the
obtained output figures are shown in Fig. 7.
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after 100PSK
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Fig. 8: Output of IFFT

Step 3, in order to add cyclic prefix, apply IFFT to the modulated
signal to convert it from frequency domain to time domain and
the output of IFFT is shown in Fig. 8.
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Fig. 9: Time Response with CP

Step 4, add cyclic prefix to the obtained signal. As shown in the
Fig. 9, the blue part is the cyclic prefix of the sub-carrier. After
the CP is added, the tail of the previous symbol will not fall in
the sampling interval of this signal, so that ISI is fully avoided.
In addition, due to the cyclic convolution characteristic of the
FFT, the signal is regarded as a circle in this step, and a complete
signal can be obtained no matter where the FFT window is
added. So in this step, CP also eliminates ICI to a certain extent.

Step 5, the signal needs to be upsampled before the data is
transmitted from the transmitter to the channel. The obtained
figures for time and frequency response of upsampler are shown
in Fig. 10. After this, Gaussian noise is added to the signal by
the simulated AWGN channel, and the mixed signal is input
to the receiving terminal. Then, apply a low-pass filter to the
received signal and the obtained figure is shown in Fig. 11. The
effect of using a low-pass filter here is mainly to reduce power
leakage. Suppress the parts other than the main component of
the sub-carrier to reduce the interference between carriers.
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Fig. 10: Time & Frequency Response of Upsampler
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Step 6, apply low-pass filter on receiving terminal to reduce the
noise effect, because for image data, the high frequency part is
commonly noise that is shown in Fig. 12.
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Fig. 12: Rx Filtering

Step 7, after receiving the signal, we do demodulation to the
signal we obtained. Note that before the demodulation, the signal
must be oversampled, because when these samples without
oversampling are sent to the analog-to-digital converter, it may
cause false signals to be generated, which is not allowed by
the system. The performance of this kind of spurious signal is
that when sampling at a frequency lower than twice the highest
frequency in the signal, that is, when the sampled value is
restored, the signal will no longer contain the high-frequency
components of the original signal, showing a false low frequency
signal. Therefore, the higher the sampling frequency, the more
the signal obtained can represent the details of the symbol.

Step 8, after receiving the signal, we do demodulation to the
signal we obtained. Fig. 13 shows the signal response after
demodulation when SNR equals 5db.
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Fig. 13: Time & Frequency Response after Demodulation

Step 9, after demodulation, we get the restored signal. Ideally,
the restored signal should be consistent with the signal sent
from the output. In order to explore the relationship between
SNR and signal transmission loss, here will compare the signal
difference between the emitter and the receiver when the SNR
is equal to -10db, 0db, and 10db respectively.
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V. RESULTS AND DISCUSSIONS

Comparing Fig. 13 and Fig. 5, we can find that after
demodulation, the picture at the receiving end has a discernible
change from the original picture. By comparing the frequency
maps of the two, we can see that in the Gaussian channel, the
signal is mixed with uniform and random Gaussian white noise
[4]. By observing Fig. 14 to Fig. 16, we can also easily find
that as the signal-to-noise ratio gradually increases, the time
response of receiving terminal becomes more sparse. Besides,
the difference between the output end and the receiving end
gradually tends to zero. The mentioned difference above is the
Gaussian noise from AWGN channel. From this we can infer
that as long as the signal strength is large enough, the OFDM
system is fully capable of performing lossless information
transmission. We can also conclude that the Gaussian noise
obtained from physical channel is uniform and random.
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Fig. 17: BER vs. SNR Graph for Image Data
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Fig. 18: BER vs. SNR Graph for Random Data

It can be seen from Fig. 17 and Fig. 18 that when the source
input frequency is fixed, the BER decreases monotonically with
the increase of SNR. In this experiment, in order to simulate the

LTE performance, the output image’s SNR is limited from 5dB
to 25dB.

(c) SNR = 15

(d) SNR =25

Fig. 19: Comparison at the Receiving Terminal under different
SNR

From the above Fig. 19, we can find that as the SNR increases,
the Gaussian noise contained in the picture of the receiving
terminal decreases. For the test picture used in the current



8 International Journal of Knowledge Based Computer Systems

Volume 10 Issue 1 June 2022

experiment, when the value of SNR is between 0-5, the system
simulation has the highest degree of excellence, which is closest
to the theoretical curve.

In addition, by comparing the output of Fig. 17 and Fig. 18, we
found that when the system input is random multi-frequency
noise, the BER result is roughly the same as the test image.
However, as the SNR increases, the goodness of fit of the
BER of multi-frequency signals is lower than that of a single
frequency.

V1. CoNCLUSION

This article first briefly introduced the basic ideas of the OFDM
system. Then the working principle of the OFDM system is
described in detail according to the module sequence in Fig. 17
and Fig. 18. Then use experiments to analyze the information
transmission performance of the OFDM system under the
AWGN channel. The results obtained from the experiment also
verify the advantages and disadvantages of OFDM mentioned
above. In addition, the experiment can further explore the
transmission performance of OFDM under different conditions
by adding other channel tests.

The most valuable development direction of OFDM in the
future is multi-antenna technology. Because multi-antenna
technology can ideally increase system capacity and highlight
system characteristics, and can significantly improve network
stability and reliability, and greatly increase signal coverage, it
is especially suitable for use in Internet and multimedia services.
The MIMO-OFDM system combines MIMO technology and
OFDM technology, which greatly improves the performance of
the system. In the future, only if the shortcomings are overcome,
OFDM can play a greater role in the post-5G era.
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Abstract: As humans have different behaviour good and
bad. Some of the behaviour the human has kind, selfish,
cooperative, uncooperative, gentle, soft hearted, back
biting, jealous etc. Similarly, nodes in the Ad Hoc network
have different behaviour like selfish nodes, regular nodes,
malicious nodes etc. Transferring the information from the
source node to the destination node via intermediate nodes is
done using different routing algorithms. Routing algorithms
find out the optimal path to reach the destination. They fail
to identify the behaviour of the nodes when transferring
the information. Identification of the nodes whether they
are good or bad is a difficult task. In this paper different
dataset having different behaviour are collected. Find_S
algorithm is used to analyze the dataset and give the correct
hypothesis as output. The hypothesis consists of different
attributes like nature of the agent, energy level, type of
agent, and finally, is the decision of the node.

Keywords: Dataset, Find_S algorithm, Node behaviour,
Regular node, Selfish node.

[. INTRODUCTION

Ad Hoc network is infrastructure less network in which the nodes
communicate with one another directly. The device themselves
act as the router for forwarding of the packet from one node to
another node until it reach the destination. As human being has
different behaviour at different time, even the nodes in the Ad
Hoc network have different behaviour. Some of the behaviour of
the nodes is regular node, selfish node and malicious node. The
regular node is the one which forwards the packet to neighbouring
node until all the energy within it is exhausted. The selfish node
is the one which behaves as regular node but after sometime
the node stop forwarding the packet even the energy is there for
forwarding. The selfish nodes want to preserve their resource.
The malicious node is the one which will cause many problems
in the network. Some of the behaviour exhibited by the malicious
node are dropping of the packet, by performing unnecessary
operation draining of the battery, simply consumes or drops the

packet and does not forward it. To analyze this behaviour, the
different dataset are considered.

Ever since computers were invented, the question arises
whether they might be made to learn. To understand how
to program them to learn, to improve automatically with
experience, imagine computers learning from medical records
which treatments are most effective for new diseases, houses
learning from experience to optimize energy costs based on the
particular usage patterns of occupants, or personal assistants
learning the evolving interests of their users in order to highlight
especially relevant stories from the online morning newspaper.
A successful understanding of how to make computers learn
would open up many new uses of computers and new levels
of competence and customization. As the understanding of
computers continues to mature, it seems inevitable that machine
learning will play an increasingly central role in computer
science and computer technology.

Find S algorithm is used for finding the best hypothesis. The
Find S algorithm illustrates a way in which the more general
than partial ordering can be used to organize the search for an
acceptable hypothesis. The search moves from hypothesis to
hypothesis, searching from the most specific to progressively
more general hypotheses along one chain of the partial ordering.
The algorithm of Find_S is given below.

Algorithm 1: Find S Algorithm

1. Initialize h to the most specific hypothesis in H.
2. For each positive training instance X

For each attribute constraint a; in h

If the constraint ai is satisfied by x

Then do nothing

Else replace a; in h by the next more general constraint
that is satisfied by x

3. Output hypothesis h
Paper is organized as follows: Introduction in Section I,

Literature Review in Section II, System Design of Regular and
Selfish Nodes in Ad Hoc Network considered in Section III,
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in Section IV Implementation and Result Analysis followed by
Conclusion in Section V.

II. LITERATURE REVIEW

Mohammad Ahmed Ahmed Al-JAoufi ef al., “Study of selfish
node incentive mechanism with a forward Game node in
wireless Sensor Networks”, International Journal of Antennas
and Propagation. Selfish node do not cooperate in forwarding
of the packets and preserve their own limited resource [1].
Evolutionary game theory concept implemented into the nodes
of the wireless sensor network to improve the reliability and
stability of the network. The results of the simulation show
that they use incentive mechanism for forwarding packets. By
this stability and reliability of wireless sensor networks are
improved.

Enrique Hernandrez Oralla et al., “Improving selfish node
detection in MANETS using a collaborative watchdog”, IEEE
Communications Letters, vol. 16, No. 5 May 2012 [2]. MANET
do not use pre existent infrastructure. To save its resource selfish
nodes will not forward their packets. Watchdogs are used to
detect selfish nodes to improve accuracy and reduction of
detection time. Collaborative watchdog can reduce the overall
detection time with a reduced overhead.

Sonja Buchegger and Jean-Yves Le Boudee, “Self policing
Mobile Ad Hoc Networks by Reputation System”, The
performance of the Mobile Ad Hoc network decrease due to
the presence of selfish or malicious nodes. Some problems are
eliminated by using incentives or secure routing by crypto-
graphy [3]. By using a reputation system in all nodes makes
them detect misbehaviour and use of second hand information.

Neenavath Veeraiah and B. T. Kaishna, “Selfish node detection
IDSM based approach using Individual master cluster node”,
Manet is a group of infrastructure less network. Every node
in the network is responsible for forwarding packets to its
neighbouring nodes. The selfish node behaviour presence leads
to partition of the network and makes a negative impact in the
operation of the network. There are lots of techniques to identify
the selfish node where more computational resources and time
consuming process to identify selfishness of the node [4]. The
selfish node is detected for single node and the clustering is
used to increase the efficiency and also reduces the network
energy consumption which leads in the reliable quality services
throughout the network.

Shailender Gupta, C. K. Nagpal and Charu Singla, in MANET
node should perform the community service truthfully [5].
In community service each node relays data packets of other
nodes by spending their resources. A selfish node present in
the MANET uses the network resources for its own profit but
avoid helping others for preserving its resources. If number
of selfish nodes increases in MANET, will eventually disrupt
the network. Here the impact of selfish nodes concentration on
quality of service in MANETSs.

Naveen Kumar Gupta, Ashish Kumar Sharma and Abhishek
Gupta [6], Wireless interfaces will be common in Ad Hoc
networks, here relaying of packets among nodes are done
without base stations. Selfish nodes are present in the Ad Hoc
network that will degrade the whole network. A comparison
study of different methods which will detect the increase in
selfish node and decrease in the false detection rate. To detect
them a simulation model is used which will detect the increase
of selfish node and decrease of false detection rate.

Ashraf Al Sharah, Mohammad Alhaj and Mohammad Hassan
[7], In mobile Ad Hoc network nodes organizing themselves
in a non-centralized form for forwarding of the information.
Selfish node exists in the network which will utilize the resource
from for their own benefits. In this paper a selfish dynamic
punishment scheme is used for using the cooperative repeated
game in Mobile Ad Hoc network, by using this approach the
selfish nodes are motivated to cooperate. The cooperative
punishment is pertain to all network nodes, so that punished
node is simulated for cooperating with other nodes in the
MANET.

MANET becomes an encouraging area for innovative work of
wireless communication system [8]. The Intrusion detection
system observes for doubtful actions inside a system and takes
action against them. In their research work a specially designed
MANET’s known as Enhanced Adaptive Acknowledgement
system is discussed. This scheme solves all the problems of
existing intrusion detection systems and the presence of false
misbehaviour report.

New routing techniques which incorporate security attributes as
parameter into Ad Hoc route discovery called Security-Aware
Ad Hoc routing [9]. SAR enables the use of security as a metric
to improve the relevance of the routes discovered by Ad Hoc
routing protocols. Framework enables applications to adapt
their behaviour according to the level protection available on
communicating nodes in an Ad Hoc network. A wireless Ad
Hoc network is a temporary network in which nodes are moving
arbitrary in the places that have no network infrastructure [10].
Here a new routing algorithm Ad Hoc On-Demand Distance
Vector with Black-hole Avoidance used to avoid black hole
attack. Non-malicious nodes gradually isolate the black-hole
nodes based on the values collected in their legitimacy table
and avoid them while making path between source and
destination.

A security threats against Ad Hoc routing protocols, examining
AODV and DSR. A solution is proposed where no network
infrastructure is pre-deployed [11]; a small amount of
security coordination is expected. The protocol ARAN is
based on certificates and successfully defeats for all identified
attacks. In MANET’s any node under attack exhibits an
anomalous behaviour called malicious behaviour [12]. Here
the entire operation of a network gets disturbed. In this work
malicious node behaviour is defend and security solution are
presented which are used in furnishing a secure and reliable
communication in Ad Hoc.
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III. SystEM DESIGN oF REGULAR AND SELFISH NODES
IN AD Hoc NETWORK
The Fig. 1 shows the behaviour of the regular node in

Ad Hoc network, when the nodes are regular. The source
node broadcast the hello packet to know the nodes welling

to forward the packets, in response the nodes will send the
acknowledgement to the source node willing to forward
the packet. The source node will send the packet to the
neighbouring node. The neighbouring node will send the
packet to its neighbour until the final destination node is
reached.

\l
Source node A

Regular node :

Broadcast

f hello packet

Receive
acknowledgeme

Send packet

Receive packet

Forwards packet

Receive packet

L

Destination node

Fig. 1: Behaviour of Regular Node

Fig. 2 shows how the node will behave when selfish node is
present in the network. The source node will broadcast the
hello packet; the selfish node will send the acknowledgement
will to forward the packet. Selfish node will receive the packet
forwarded from the source node, due to its selfish behaviour it

will not forward the packet to the neighbouring node as result
the packet will not be received by the destination node. If the
source node identifies the presence of selfish node the packet
can be forwarded to the regular present in the network and the
packet will reach the destination node.

Source node | €—

Selfish node /

Broadcast

f hello packet

Receive
L acknowledgeme

Send packet

Receive Packet

Forwards
packet

Receive packet

Destination node

Fig. 2: Behaviour of Selfish Nodes
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I'V. IMPLEMENTATION AND RESULT ANALYSIS

The Fig. 3 shows the flowchart which represents the
implementation done in order analysis the behaviour of the
nodes in Ad Hoc.

The flowchart begins with dataset set given as input to the
Find S algorithm. A hypothesis is generated as output; this is
checked with the regular behaviour of the node. If the node is
regular then the packet is forwarded to the node and if not the
packet is not forwarded to the node in the Ad Hoc network.

Start

Data Set

Hypothe
sis =
Regular

Forward the Not to forward
packet the packet

Yes No

Fig. 3: Flowchart for Making Decision for Forwarding of the
Packet

Case Studies on Different Dataset for Finding the
Behaviour of the Node using Find S Algorithm

In implementation four different cases are discussed having
same attributes and different values. The attributes considered
for dataset for finding the behaviour of the nodes are nature of
the agent of the node whether they are good or bad, good means
these nodes always helps in forwarding of the information
to other nodes, bad means these nodes are not involved in
forwarding of the information. The second attribute considered

is the energy level in which the energy level can be high or
medium represented as HM, energy level low is represented as
L. The type of agent is classified as regular node represented
as R or selfish node represented as S. Decision of node is last
attributes in the table which justify the node behaviour whether
to forward the information to next node is represented by F or
not forwarding of the information is represented by NF which
not forwarding.

Case 1: When Nodes are Regular and Packets can be

Forwarded

The Table I shows dataset of the behaviour of regular and selfish
nodes. The dataset consist of good and bad nodes by nature
having energy level high or medium or low level, agent type is
regular or selfish and the behaviour of the node is given by F
or NF. The dataset consist of good natured nodes, bad natured
nodes are countable. This dataset is given as input to the Find_S
algorithm.

TaBLE I: BEHAVIOUR OF REGULAR NODES CHOSEN TO THE
FORWARD THE PACKET

Nature of | Energy Type of | Decision
the Agent Level Agent of Node
Good HM R F
Good HM R F
Bad HM R NF
Good HM R F
Good L R NF
Bad HM R NF
Good L S NF
Bad HM R NF
Good HM R F
Good HM R F
Good HM R F
Good HM R F
Bad HM R NF
Good HM R F
Good L S NF
Good HM R F
Good L S NF
Bad HM R NF
Bad L S NF
Good HM R F
Good H R F
Good L S NF
Bad L R NF
Good H S NF
Good H S NF
Bad H S NF
Good H R F
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The output of the Find S algorithm is given below:
OUTPUT: [Good,?, R], Decision to forward = F

The hypothesis obtained as output shows that if the dataset has
good nodes by nature along with energy level can be low, high
or medium and the agent is regular. The final decision is to
forward the information to next node in the network.

Case 2: When Nodes are not Regular and Forwarding of
Packets can be Avoided

Table II is the dataset which consist of same attributes with
different values. The dataset consists of bad and good natured
nodes.

TaBLE II: BeHAVIOUR OF REGULAR NODES CHOSEN TO THE NOT TO
FORWARD THE PACKET

Nature of the | Energy | Type of Decision of
Agent Level Agent Node
Good L S NF
Good HM R F
Bad HM SR NF
Good HM R F
Good L R
Bad HM SR NF
Bad L S NF
Bad HM R NF
Good HM R
Good HM R
Bad HM R NF
Good HM R F
Bad HM R NF
Good HM R F
Good L S NF
Good HM S NF
Good S NF
Bad R NF
Good H S NF
Good H S NF
Bad H R NF

This is fed to the Find_S algorithm the output obtained from the
decision is given below:

OUTPUT: [Bad, ?,?] Decision to forward = NF

The nature of the agent is bad, having energy level low, medium
or high and the type of agent can either be selfish or regular, the
decision is not to forward the packet to this node.

Case 3: When Nature of Nodes is Good and Energy Level is
Low Forwarding of Packets can be Avoided

The Table III shows the dataset in which there are both good
and bad natured nodes by nature, their energy level is low and
type of node is selfish.

TaBLE III: BEHAVIOUR OF REGULAR NODES NOT REGULAR
CHOSEN TO THE NOT TO FORWARD THE PACKET

Nature of |  Energy Type of | Decision of
the Agent Level Agent Node
Good HM R F
Good HM R F
Bad HM R NF
Good HM R F
Good L R NF
Bad HM R NF
Good L S NF
Bad HM R NF
Good HM R F
Good HM R F
Good HM R F
Good HM R F
Bad HM R NF
Good HM R F
Good L S NF
Good HM R F
Good L S NF
Bad HM R NF
Bad L S NF
Good HM R F
Good H R F
Good L S NF
Bad L R NF
Good H S NF
Good H S NF
Bad H S NF
Good H R F

When this dataset is given to the Find S algorithm the
hypothesis obtained is shown below:

Output: [?, ?, 7] Decision to forward = NF

The nature of agent is good, energy level is low, high or medium
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and the type of agent is selfish or regular. These types of nodes
having the behaviour pattern are avoided from forwarding of
the information.

Case 4: When Nodes by Nature are Good, Energy Level is
Low, Medium or High

Table IV shows the good or bad nature of nodes having energy
levels low and high or medium represented by HM. This dataset
is fed as input to the Find_S algorithm.

TaBLE IV: BEHAVIOUR OF REGULAR NODES NOT REGULAR
CHOSEN TO THE NOT TO FORWARD THE PACKET

Nature of Energy Type of | Decision
the Agent Level Agent of Node

Good L S NF
Good HM S NF
Bad HM SR NF
Good HM S NF
Good L S NF
Bad HM SR NF
Bad L S NF
Bad HM R NF
Good HM S NF
Good HM R F

Bad HM R NF
Good HM R F

Bad HM R NF
Good HM R F

Good L S NF
Good HM S NF
Good H S NF
Good H S NF
Bad H S NF
Good H R F

The hypothesis obtained is given below:
Output hypothesis [?, ?, ?] Decision to Not forward = NF

The node having these values is not allowed to forward the
information.

Discussion on the Result Obtained

The above cases show the different behaviour of the nodes. By
knowing the behaviour of the nodes in a particular environment,
the presence of the selfish nodes can be completely eliminated.
By taking precaution earlier from the test cases available. This
will help to overcome problem of identification of the selfish
nodes in the network of Ad Hoc network provided that the
dataset of the about the behaviour of the nodes are available
earlier.

V. CONCLUSION

As human have different behaviour similarly nodes in Ad
Hoc network are having different behaviour, in this paper
different dataset is used, having attributes like Nature of the
Agent, Energy Level, Type of Agent and Decision of node are
considered. Using Find S algorithm the behaviour of the node
is recorded for each run. By this we can classify the node as
selfish or regular node in Ad Hoc network. The elimination
of the regular node. If the nodes which are selfish can be
completely eliminated from the network before forwarding of
the packets or information is done, by doing in this way speed
of the packet reaching the destination is speeded and along with
that misbehaving nodes are completely eliminated from the Ad
Hoc network.
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Abstract: The detection part is called the Hypervisor
Scanner, which is programmed to detect malicious insiders.
Using the feed forward neural network, the hypervisor
scanner is generated and trained with a supervised learning
algorithm referred to as the Levenberg-Marquardt
algorithm. The three criteria are considered for service
level agreement, such as bandwidth requirement, memory
consumption and storage space. The Hypervisor Scanner
can detect malicious insiders in cloud systems that breach
SLA and suffer from an insecure cloud administrative
domain that lacks control over the cloud service provider
(CSP). Here, the Hypervisor Scanner is constructed using
the biologically inspired classification approach referred
to as artificial neural network modelling. ANN teaching
uses the Levenberg-Marquardt learning algorithm. The
LM algorithm works by minimising the average square
error to boost the detection system. For detecting malicious
insiders, the Hypervisor Scanner uses threshold values for
SLA parameters. It is known from performance review and
comparison that the Hypervisor Scanner is the appropriate
one with high detection accuracy and low false alarm rate
for the detection of malicious insiders. This can therefore be
effective, robust and realistic in the detection of malicious
insiders in and around the cloud world.

Keywords: Architecture, Cloud computing, Commercial
and technological, Hypervisor Scanner.

1. INTRODUCTION

Due to the evolutionary growth of numerous existing methods
and computing facilities, such as distributed networks, services,
applications and infrastructures, including network collection,
computing technologies and storage resources, cloud computing
allows the development of a commercial and technical service
model. While cloud computing is growing in academia,

enterprise, and industry, it is still an evolving paradigm. Via
optimization, cloud computing has the ability to minimise costs
and increase the benefits of operations and economic features
(Catteddu & Hogben, 2009) [1]. In addition, cloud computing
greatly strengthens and allows Internet infrastructures to
create a universal computing model. This potentially evolved
computing model will turn out to be a great failure model
without adequate protection and privacy solutions built for
cloud systems. It is imperative to ensure information security
controls when using the internet, cloud computing and wireless
applications. Therefore, the protection and privacy issues of
this unique model are major obstacles to its adoption (Bruening
& Treacy, 2009) [2]. The architecture of the cloud is shown in
Fig. 1. The figure illustrates the characteristics of cloud
computing systems and how the functionality of the cloud
computing model can be easily accessed by users.

On Demand g
Broad Network
Access
Resource Rapid elasticity SN Cloud
Pooling md
/ center

Internet
connection

gy

Computers

Fig. 1: Cloud Computing Architecture

The main objective of this research is to recognise and study
the security problems that can impact the performance of cloud
systems. The aim of the research work is to define a security
mechanism that can be used to obtain prominent security
solutions. As a result, this dissertation also aims to provide a
malware detection component based on Hypervisor that is
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appropriate for the detection of malicious activities against
cloud technology in a dynamic cloud environment.

A. Hypervisors and Virtualization

Virtualization is an important feature that makes it easier for
customers to access conceptual infrastructure and services
as isolated VMs (Takabi et al., 2010) [3]. A virtual machine
monitor or hypervisor is a component of software for platform
virtualization that enables multiple operating systems to
run simultaneously on a host device. As this facilitates the
generation of virtualized sharing services, the attack surface
is thus strengthened. Therefore, a mechanism is required to
guarantee strong VM isolation, arbitrated sharing, and stable
VM communications. This can be done by using a versatile
framework for access control and monitoring that handles VM
control and sharing capabilities within a cloud host (Chen et
al., 2010) [4].

B. Layered Architecture of Cloud System in Virtual
Environment

Cloud draws more individuals to use web services as well
as misuse cloud services and its tools with faster growth of
web-based services. A survey was conducted on business and
technological problems that directly impact cloud computing
efficiency at design and implementation levels (Nirmala &
Sridaran, 2012) [5]. Cloud apps run outside the firewall and
transfer to a public domain that has a good security awareness.
Furthermore, the dynamic existence of virtual machines makes
the process of monitoring more complex. In order to use
the detection system, the hypervisor-based technology that
encourages and regulates the execution of VMs and middleware
can also be used. Hence, in this dissertation, the Hypervisor-
based malware detection component is proposed to detect
unauthorised access to malware in the cloud environment. In
Fig. 2, the Hypervisor virtual cloud architecture is shown.

Fig. 2: Layered Cloud Architecture with Hypervisor

Virtualization offers web-based software and IT companies
with improved and streamlined performance for applications in
a cost-effective manner. This makes distribution of cloud service
much simpler and scalable. Virtualization can be applied to
anything in a cloud environment that relies on storage, operating
system, network, device, and software/hardware virtualization
forms of virtualization. One of the cloud providers, Infrastructure
as a Service, provides data virtualization (IaaS). This allows
many, on a pay-use basis, to have access to vast quantities of
cloud resources. Virtualization suits are prepared for cloud
computing with the three most critical virtualization properties:
Partitioning, Isolation and Encapsulation. Virtualization (Bento
& Aggarwal, 2012) [6] is described as the virtual description of
something such as hardware, operating system, software, etc.
Virtualization (Jin ef al., 2013) [7] is a method for providing
parallel and interactive access to a large pool of information
centre that supports many instances of control over multiple OS
that successively generates hardware virtualization Hypervisor
requires many OS instances to share the hardware facilities it
is hosted on.

It addresses the similarities and differences between cloud
computing and multiprogramming. Virtualization allows
multiple operating systems to share CPU resources where
they are handled by multiple OSes who have no knowledge
of them. Normally the OSes are supposed to be managed by
the underlying hardware. In cloud systems, different operating
systems are managed and executed by the hypervisor layer.

The virtual machine runs a mechanism for the user on a
single physical device. Virtual machines can transfer their
states dynamically. The VM will move unconditionally
from one platform to another. It is possible to clog, poise or
infertile VM. Virtual machines run multiple programmes on
a single hardware platform that are stored at different host
device locations. Because of the complex existence of cloud
technology (Vinothina ef al., 2012) [8], it is possible to migrate
virtual computing environments and scale their properties
over a multi-domain infrastructure. The operating system that
is installed and executed on a virtual machine is the Guest
OS. The Hypervisor controls the guest operating system that
operates on virtual machines (Sabahi, 2012) [9]. Hypervisor
enables numerous OS instances to share the hardware facilities
on which it is hosted.

C. Hypervisor Layer is Used to Deploy Malware
Detection System for Cloud

Web-based services and cloud services are being built more
rapidly, attracting many users to use web services and hack
cloud services and resources. They may have a serious
awareness of security as cloud apps run outside the firewall and
move on to the public domain. In addition, the complex design
of virtual machines makes the control process more difficult.
Therefore, it is possible to use a virtual machine monitor or
hypervisor-based technology. It can be used to use the detection
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system as it progresses and monitors the execution of VMs and
middleware. The Hypervisor-based malware detection system
is therefore proposed in this research in order to recognize
unauthorised access to cloud systems. The malware detection
system based on Hypervisor is an intrusion detection system
provided to the hypervisor layer. The Hypervisor-based
malware detection component is designed to observe both
host and network-based activities in the cloud infrastructure,
based on the rapid flow of huge amounts of data. This conducts
several tasks in the virtualization layer, such as tracking,
managing and evaluating, instead of being directly deployed in
virtual machine monitoring. In order to take appropriate action
against malicious activities, the analysis and control of the
Hypervisor-based malware detection component is provided to
the cloud administrative module in the cloud environment. The
malware detection component based on Hypervisor consists of
two features that can distinguish it from conventional intrusion
detection systems, including

e I[solation from attackers and

e Transparency to attackers.

The isolation of the malware detection component based on
Hypervisor from attackers secures it from direct attacks. The
portion of hypervisor-based malware detection is clear to
attackers, as it is both host and network-based IDS without
virtual machines being directly accessible. The malware
detection component based on the Hypervisor should guarantee
virtual machine security and ensure virtualization layer safety.
In the detection method, most of the attacks in the cloud
environment often seek to compromise. But this malware
detection component based on the hypervisor is built in such
a way that it is not neutralised or compromised by any action.
In virtual networks, Hypervisor monitors VMs and middleware
by allowing VMs to be inspected by the host system. The
Hypervisor is positioned between the virtualization layer and the
kernel. Hypervisor Detector can discover any form of attack by
actively and passively monitoring cloud environments, thereby
ensuring that cloud components have not been compromised.
The Detector Hypervisor minimises VM transparency.

[I. RESEARCH METHODOLOGY

The Proposed Hypervisor Scanner Developed with ANN

Even if the existence of the malicious insider is not open, this
chapter defines the malicious insider as an authorised user who
breaches the Service Level Agreements (SLA) and infuriates
the hacking of cloud infrastructure by affecting cloud services
and resources. In order to use cloud services, consumers must
acquire a legal conformity with CSP called Service Level
Agreements. According to SLA, the cloud service provider
(CSP) (Maurer et al., 2012) [10] is responsible for the efficient
provision of services and resources. CSP must also be gua-
ranteed to mitigate breaches of SLA and optimise consumption

of energy. Huge numbers of users have to share cloud services.
This limitation demands that the computing activity of a single
user does not accumulate cloud resources. In certain cases, by
sending a broad resource request to access the cloud resources,
malicious insiders attempt to break SLAs. The three attributes
of SLA (Maurer et al., 2012) are addressed in this section, such
as 1) Bandwidth requirement, 2) Utilisation of memory and
3) Space space. Threshold values are allocated to each factor,
such as memory consumption and storage space, as shown in
Table I, and for bandwidth requirements. The dishonest cloud
administrator, who is deficient in CSP management, is unable to
analyse user behaviours. Often called the hypervisor layer, the
virtual machine monitor (VMM) provides abstraction between
real and virtual machines that can monitor and supervise
virtual machine activities. By taking this into account, at the
Hypervisor layer, the detection component called Hypervisor
Scanner is built to track the virtual clients requested for services
and resources.

TaBLE I: SLA ATTRIBUTES AND THEIR THRESHOLD V ALUES

Sr. No. Attribute for SLA Threshold Limit
1 Bandwidth 8Mbits/s
2 Memory utilization 500MB
3 Storage capacity 1200GB

III. RESULTS AND DiscUSSION

In order to have a better classification (Abdel-Azim et al.,
2009) [11], the Hypervisor Scanner is modelled using the
Artificial Neural Network modelling technique on whether
the user is malicious or normal with greater accuracy. In this
model, for training ANN, the Levenberg-Marquardt (LM)
back propagation training algorithm (Linda et al., 2009) [12]
is used. Kenneth Levenberg and Donald Marquardt created the
Levenberg-Marquradt algorithm (Yu & Wilamowski, 2012)
[13] to provide a better solution to the issue of minimising a
nonlinear algorithm. The writers (Pradeep et al, 2011) [14]
addressed the relevance of ANN’s LM training algorithm.
Based on the above-mentioned SLA features, the Hypervisor
Scanner part is skilled and tested to determine the malicious
insider that violates the SLA. How this method works is
explained in Algorithm.

IV. HYPERVISOR SCANNER MODELLED WiTH ANN

The hypervisor scanner is constructed using the Levenberg-
Marquardt back propagation algorithm for ANN modelling.
For larger datasets, the conventional classification techniques
involve significant computing power, memory and CPU
resources. The common learning method (Yang & Fung,
2008) [15] for machine learning to improve the efficiency of
the intelligent system is ANN. The artificial neural network
(Abdel-Azim et al., 2009) [11] is a very important modelling
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tool for accurately classifying (Donghai & Weiwei, 2013) [16],
especially where conventional analysis is difficult. ANN is an
efficient method for mathematically simulating the capacities
of the human brain. The neural network consists of the
essential processing unit, a group of neurons. Since multiple
neurons function at the same time, the brain can stimulate and
generate better results quickly. The Artificial Neural Network
works with multiple neurons simultaneously to boost their
efficiency, according to the same methodology. Either through
supervised or unsupervised learning methods, the ANN must
obtain and foresee. The related patterns between input data
and corresponding target values can easily be learned by ANN.
Input and output specifications are necessary for the supervised
back propagation learning technique, where the training takes
place iteratively by using a collection of training samples.

The neuron (Pradeep et al., 2011) [14] is the central operating
entity with an input layer, a collection of hidden layers and an
output layer for the neural network. The weight is the number for
an artificial neuron and it represents the neuron’s weight value.
The input values are totally applied and altered by weights. The
activation function finally regulates the output amplitude. The
neuron model for neural networks is shown in Fig. 3.

This model of ANN has a structure of three layers of network 1.
The input layer is equivalent to the number of parameters 2 with
three input neurons. Hidden layer with 2 computational neurons
that are hidden in order to determine the number of neurons in
the secret layer, there is no clear formula. There are certain laws
of thumb, anyway, for the neurons to determine. The formula
used in this work is

N=y(m+2)n +2n/(m+2)

In which the number of input neurons is n and the number of
output neurons is m. 3 Layer of output of one output neuron.
Artificial neural network simulation for the Hypervisor Scanner
as shown in Fig. 4.

Input laver

Hidden layer Output laver

Fig. 3: Model of Neuron in ANN

The input signals flowing from the input layer in the feed
forward network take the information from original data
that advances through any hidden neurons in hidden layers,
eventually reaching the output units. The input variable values

are placed in the input units during the network execution and
the secret and output layer nodes are gradually executed. To
generate the output of the node, the activation value is passed
through the activation function. By summing the weighted
output values of the nodes in the preceding layer, each node in
the layer calculates their activation value. The outputs of the
output layer serve as the output of that network after execution
of the entire network.

Xi
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Fig. 4: ANN Modelling for Hypervisor Scanner

By using a simulation, the Hypervisor Scanner architecture is
assessed. MatLab R2010 with Intel core2 processor operating at
2GHz, 2GB of RAM is used for Hypervisor Scanner simulation.
Levenberg Marquardt’s trainlm function is used to train the
network, and is also the quickest algorithm for back propagation.
The synthetic dataset is generated with characteristics such as
bandwidth requirement, memory consumption and storage
capacity with 500 data for experiment and study. The machine
is trained to perform 100 iteration numbers. The dataset is split
into three separate sets, called datasets for preparation, testing
and validation. For networks, the training dataset is used to
learn the patterns that occur in the dataset. To assess the skill of
the qualified network, the testing dataset is used. By using the
validation dataset, the performance of the network is assessed.
Training uses 70 percent of the data in this model, testing uses
15 percent of the data, and validation uses 15 percent of the
details.

V. SUMMARY

This proposed method uses a better governing system called
Hypervisor Scanner to detect malicious insiders in a virtual
cloud setting where the cloud is controlled by a single cloud
management domain coupled with a lack of cloud service
provider (CSP) power. Here, the Hypervisor Scanner is designed
using the best classification technique called Artificial Neural
Network Modelling. To train ANN, the Levenberg-Marquardt
(LM) back propagation algorithm is used. For experiments,
the three attributes of SLA are considered, such as bandwidth
requirement, memory consumption and storage space. In terms
of bandwidth requirements, memory usage and storage space,
users request more resources and are branded as malicious
insiders. The experimental results show that the proposed
Hypervisor Scanner generates mean values of squared error
and regression that are approximately equal to zero and one
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respectively. It can be found from a performance comparison
that the Hypervisor Scanner detects malware behaviour with
a minimum error. The ANN-designed Hypervisor Scanner has
high detection precision and a low false negative rate. This
can therefore be reliable, robust and realistic in order to detect
malicious insiders in and around the cloud world.

(1]

(2]

(3]

(4]

(3]

(6]

[7]

(8]

REFERENCES

D. Catteddu, and G. Hogben, “Cloud computing:
Benefits, risks and recommendations for information
security,” European Network and Information Security
Agency, Technical Report, 2009.

Bruening and Treacy, “Cloud computing: Privacy,
security challenges,” Bureau of National Affairs, 2009.

H. Takabi, J. B. D. Joshi, and G.-J. Ahn, “Security and
privacy challenges in cloud computing environments,”
IEEE Security & Privacy, vol. 8, no. 6, pp. 24-31, Nov.-
Dec. 2010, doi: 10.1109/MSP.2010.186.

Y. Chen, V. Paxson, and R. H. Katz, “What’s new about
cloud computing security,” University of California,
Berkeley, Report No. UCB/EECS-2010-5, Jan. 20,
2010.

A. P. Nirmala, and R. Sridaran, “Cloud computing
issues at design and implementation levels - A survey,”
International Journal of Advanced Networking and
Applications, vol. 3, no. 6, p. 1444, 2012.

A. M. Bento, and A. K. Aggarwal, Cloud Computing
Service and Deployment Models: Layers and
Management. USA: 1GI Global, 2012, pp. 1-365.

H. Jin, F. Xu, F. Liu, L. Liu, B. Li, and B. Li, “iAware:
Making live migration of virtual machines interference -
Aware in the cloud,” IEEE Transactions on Computers,
vol. 63, no. 12, pp. 3012-3025, 2014.

V. Vinothina, R. Sridaran, and P. Ganapathi, “A survey

(9]

(10]

[11]

[12]

[13]

[14]

[15]

[16]

on resource allocation strategies in cloud computing,”
International Journal of Advanced Computer Science
and Applications, vol. 3, no. 6, pp. 97-104, 2012.

F. Sabahi, “Secure virtualization for cloud environment
using hypervisor-based technology,” International
Journal of Machine Learning and Computing, vol. 2,
no. 1, pp. 39-45, 2012.

M. Maurer, D. Borgetto, G. Da-Costa, J.-M. Pierson, and I.
Brandic, “Energy-efficient and SLA-aware management
of laaS clouds,” in 2012 Third International Conference
on Future Systems: Where Energy, Computing and
Communication Meet (E-Energy), [EEE, May 2012, pp. 1-10.

M. Abdel-Azim, A. I. Abdel-Fatah, and M. Awad,
“Performance analysis of artificial neural network
intrusion detection systems,” in 2009 International

Conference on Electrical and Electronics Engineering,
ELECO 2009, IEEE, 2009, pp. 11-385.

O. Linda, T. Vollmer, and M. Manic, “Neural
network based intrusion detection system for critical

infrastructures,” in 2009 International Joint Conference
on Neural Networks, IEEE, 2009, pp. 1827-1834.

H. Yu, and B. M. Wilamowski, “Efficient and reliable
training of neural networks,” in 2009 2nd Conference
on Human System Interactions, IEEE, May 2009, pp.
109-115.

J. Pradeep, E. Srinivasan, and S. Himavathi, “Diagonal
based feature extraction for handwritten character
recognition system using neural network,” in 2011 3rd
International Conference on Electronics Computer
Technology, IEEE, 2011, vol. 4, pp. 364-368.

P. J. Yang, and C. C. Fung, “Artificial intelligence in
malware - Cop or culprit?,” 2008.

Weiwei, and Donghai, “Cascade disturbance rejection
control of the uncertain nonlinear systems with
nonlinear parameterization,” in 2013 American Control
Conference, IEEE, 2013, pp. 265-271.



International Journal of Knowledge Based Computer Systems
10 (1) June 2022, 22-26
http://www.publishingindia.com/ijkbcs/

Various Credit Card Fraud Detection
Techniques based on Machine Learning

Chinnu Maria Varghesel*, Deepika M. P.? and Abraham Varghese®

'PG Student, Computer Science and Engineering, Adi Shankara Institute of Engineering & Technology, Kerala, India.
Email: chinnumariav@gmail.com
?Associate Professor, Computer Science and Engineering, Adi Shankara Institute of Engineering & Technology,
Kerala, India. Email: deepika.it@adishankara.ac.in
3Faculty, University of Technology & Applied Science, Muscut, Oman. Email: abraham.v@hct.edu.com
*Corresponding Author

Abstract: Use of mobile devices facilitates more people to
do online shopping using credit cards. As a result, Internet
shopping has become a popular method of making daily
purchases. Online shopping offers benefits like efficiency,
convenience and greater selection as well as better pricing.
With the number of transactions by credit cards are
increasing rapidly transaction fraud are also increasing.
A fraud activity results in financial loss to the individuals.
Therefore financial institutions provide more value and
demand for fraud detection applications. We need to also
make our systems learn from the past submitted frauds and
make them fit for adapting to future new methods of frauds.
This paper shares the concept of frauds related to credit
cards and their various types. We have considered various
techniques available for a fraud detection system such as,
Hidden Markov Model (HMM), Bayesian Network, Hybrid
Support Vector Machine (HSVM), K-Nearest Neighbor
(KNN), Naive Bayes, Logic regression, Decision Tree and
a feedback mechanism. This paper covers existing and
proposed models for credit card fraud detection and focus
to find the best method by comparing different techniques
on the basis of quantitative estimations like accuracy,
detection rate and false alarm rate.

Keywords: Bayesian network, Hybrid support vector
machine, K-Nearest neighbor, Logic regression, Naive
Bayes.

1. INTRODUCTION

In the course of the most recent couple of years, e-commerce
has become an essential part of the global retail framework. Like
many other industries, the retail landscape has gone through a
considerable change following the advent of the internet, and
thanks to the on-going digitalization of modern life, consumers
from virtually every country now profit from the perks of
online transactions. As internet access and adoption are quickly

expanding around the world, the number of online buyers keeps
climbing every year. According to Statista study, around two
billion people purchased goods through online, and e-retail
sales surpassed 4.2 trillion U.S dollars worldwide during the
year 2020 [1].

Today use of credit card in developing countries has become
a common scenario. Credit cards can be used for shopping,
paying bills, loan payments and for online transactions.
However, as the number of credit card users grows, so does
the number of credit card fraud instances. Credit card related
cheats cause worldwide a loss of billions of dollars. Fraud
can be defined as any activity with the intent of deception to
obtain financial gain by any manner without the knowledge
of the cardholder and the issuer bank. With the advancement
of mobile phones, online shopping becomes a popular mode
of everyday buys. However, the Internet environment is
open, online shopping systems have problems, and criminals
can use some bad techniques suchas Trojan and pseudo base-
station. All these ends up in a serious increase of credit card
fraud events. When a criminalsteals or cheats the information
of the cardholder, the criminal can utilize the credit card to
consume. Credit Card fraud can be done in numerous ways
such as by phishing, by producing fake cards, by stolen cards,
by cloning the original site, by changing the magnetic strip
present at the card which contains the user’s information, by
skimming or by stealing data from a merchant’s side. With
continued advancement in fraudulent strategies it is important
to develop effective models to combat these frauds in their
initial stage only, before they can take to completion. However,
the main issue in constructing such a model is that the number
of fraudulent transactions is quite tiny in comparison to the
total number of transactions, making the task of discovering a
fraudulent transaction in aneffective and efficient manner rather
difficult.

Detecting a fraud is a complicated computational task. The
number of parameters to select, cluster and classify are
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tremendous and classification of parameters will determine
the success of any fraud detection technique. Moreover a
transaction can’t be exactly classified as a fraud or a genuine
one by the existing systems; they just find the chances of a
transaction being fraud based upon the elaborated study of
customer’s behavior, their spending habits and also analyzing
the previously committed frauds and identifying their patterns.
Limited time period to determine the transaction is genuine or
fraud and processing of large number of parameters during
training are the two main challenges in making a decision.

A good fraud detection system should have the following
properties:
e The number of wrong classifications should be minimum
that is identifying the frauds accurately.

e [t should be able to detect the fraud while it is in transit.

e [tought not term any genuine transaction as fake.

In our paper we have tried to study some techniques that can
be used in a fraud detection system and have tried to do a
comparative study to show which technique performs better
under what scenarios.

II. RELATED WORK

Credit-card-based purchases can be categorized into physical
card and virtual card. In a physical-card based purchase, the
cardholder submits his card physically to a dealer for making
a payment. In this kind of purchase, an attacker has to steal
the credit card for fraudulent transactions. If the cardholder
doesn’t understand the loss of card, it can lead to a considerable
financial loss to the credit card organization. In the virtual card
based purchase, only some important information about a card
is required to make the payment. Such buys are normally done
on the internet or via telephone. A scammer only has to know
the card details to conduct fraud in these types of transactions.
Most of the time, the certified cardholder is not aware that
another person has seen or stolen his card information. The best
way to find this kind of fraud is to analyze the spending patterns
on each card and to sort out any irregularity with respect to
the “usual” spending patterns. Fraud detection based on the
analysis of existing purchase data of cardholder is a promising
method to lessen the rate of successful credit card frauds. Since
humans tend to exhibit specific behavioristic profiles, each
cardholder can be addressed by a set of patterns containing
information about the typical purchase category, the time since
the last purchase, the amount of money spent, etc. Deviation
from these patterns poses a risk to the system.

In 2008, Abhinav Srivastava and Amlan Kundu [2] in their
paper proposed a Hidden Markov Model (HMM). Intheir model
they model sequence of operations in credit card transaction
processing using a Hidden Markov Model (HMM) and show
how it can be used for the detection of frauds. An HMM is first
trained with the normal pattern of acardholder. If an incoming
credit card transaction is notaccepted by the trained HMM with

sufficiently high probability, it is viewed as fake. At the same
time, try to ensure that genuine transactions are not rejected.
The different steps in credit card transaction processing are
addressed as the underlying stochastic process of an HMM.
For the observation symbols ranges of transaction amount
is used and types of item is considered as HMM states .The
paper proposed a method for discovering the spending profile
of cardholders, as well as utilization of this knowledge in
deciding the value of observation symbols and initial estimate
of the model parameters. The paper also explain how the
HMM can recognize whether an incoming transaction is fake
or not. Test results show the performance and effectiveness of
system and demonstrate the usefulness of learning the spending
profile of the cardholders. Accuracy of the system is nearly 80
percentages over a wide variation in the input data. The system
is also applicable for large volumes of transaction handlings.

V. Filippov and L. Mukhanov [3] have proposed a Fraud
Detection System in their paper. The use of credit cards is
very common in modern day society. However, the number
of credit card fraud cases is continually increasing despite
the chip cards worldwide integration and existing protection
systems. This is why the issue of fraud detection is vital at this
point. A general description of the developed fraud detection
system and examinations between models based on using
of artificial intelligence are given. In the fraud detection
system two modules FDS ONLINEP and FDS OFFLINEP are
used for fraud detection. The FDS ONLINEP module is used
for online fraud detection. FDS OFFLINE module permits
the system to detect fraud among transactions that have been
already authorized and grouped in the FDS ONLINEP module.
For the storage of incoming transactions, statistical data for
corresponding models, results of classification and generic
parameters a FDS Data Warehouse is used. Module FDS
ALERT is used for alerting credit card holders in case of fraud
detection by the FDS ONLINEP module using SMS or email
messages. For building statistical data the FDS BUILDSTATP
module is used. A clustering model is developed based on the
use of the parameters’ data clusterization regions. In this system
24 real parameters of transactions are used for classification.
All of them are discrete. It is impossible to use the Naive
Bayesian Classifier based on the discrete distribution, the
normal distribution and the kernel density estimation for this
type of fraud detection. To solve this problem theydeveloped
clusterization algorithm which gives an input attribute value 1
when a real value of this parameter hits into some region of
data clusterization, or else it has value 0. Finally the evaluative
testing of transactions have been generated for training process
and the testing process

John O. Awoyemi, Adebayo O. Adetunmbi and Samuel A.
Oluwadare [4] in their paper in 2017 did a detailed comparative
study of Credit card fraud detection using Machine Learning
Techniques. Data mining technique is one prominent techniques
used in solving credit fraud detection problem. Credit card fraud
detection is the way toward recognizing those transactions that
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are fraudulent into two classes of legitimate and fraudulent
transactions. The paper examines the performance of Naive
Bayes, K-Nearest Neighbour and Logistic regression on
highly skewed credit card fraud data. A hybrid technique
of under- sampling and oversampling is carried out on the
skewed data. The performance of fraud detection in credit card
exchanges is greatly influenced by the sampling approach on
dataset, selection of variables and detection techniques used.
A hybrid technique of under-sampling and oversampling is
completed on the skewed data. The three methods are applied
on the raw and pre-processed data. The work is carried out in
Python. The performance of the techniques is assessed based
on accuracy, sensitivity, specificity, precision, Matthews
correlation coefficient and adjusted classification rate. The
outcomes shows of ideal accuracy for Naive Bayes, K-Nearest
Neighbour and Logistic regression classifiers are 97.92%,
97.69% and 54.86% respectively. The similar results show
that K-Nearest Neighbour performs better compared to Naive
Bayes and Logistic regression techniques. They concluded
through experiments that Random Forest technique shows most
accuracy followed by Logistic Regression and Support Vector.

In 2017 J. Vimala Devi and K. S. Kavitha [5] did a detailed
study of different Fraud Detection methods in Credit Card
Transactions by using Classification Algorithms. This paper
mainly focused on three algorithms Support Vector Machine,
Random Forest and Decision Tree and has compared the results
of these algorithms. These three classification techniques are
chosen since the dataset is huge, an imbalanced one. Each of
these methods has its own merits and demerits depending on
the application. Therefore based on the implementation, the
decision tree classification algorithm is displaying the best
accuracy for the given dataset compared to other classification
algorithms. The actual dataset is considered since the data
is highly imbalanced one, classification may be done by
oversampling the data.

Specific crime within the banking industry is credit card
fraud. Credit card use has been expanded because of the fast
development of E-business strategies. Credit card fraud also
increased simultaneously. Avoidance is better than detection.
So the current system prevented the credit card fraud by
recognizing fraud in the application of the Credit card. To
overcome the limitations like scalability issues, extreme
imbalanced class and time constraints of the existing system, V.
Mareeswari and G. Gunasekaran [6] proposed new algorithm
along with the existing algorithm. Those limitations are
overwhelmed by hybrid support vector machine (HSVM) along
with communal and spike detection for credit card application
fraud detection. Credit card fraud detection is done at the initial
stage of credit card application and general fraud and crime
activities are predicted by this system. In order to perform the
identification of frauds, system uses the hybrid support vector
machine (HSVM) for computing the weight of the each attribute
for communal and spike detection for credit card application
fraud detection. The system is working with existing two

layers Communal Detection (CD) and Spike Detection (SD)
along with HSVM for computing weight of each attribute of
applicant’s application. It uses to identify for legal behavior and
data errors of the applicant. The CD algorithm performs with
communal data of the applicant andworks in real time by exact
or similar matches between categorical data, giving scores.
Blacklist or attribute-oriented approach on the variable - size
set of attributes is done by SD. After CD evaluation, SD takes
care of the further process.

Support vector machine is the most used method for the pattern
recognition and classification. In their approach it performs
prediction and classification on the credit card dataset and
classifies into two classes; fraud and genuine transaction.
Credit card application is an online application process under
which users enter their personal info for registration. According
to proposed model when the user feeds the data to the online
application form, this data is matched with the Whitelist (WL)
database by CD algorithm, if it is a valid then pass it to SD for
verifying civil score according to the Blacklist (BL) Database.
Prior to this data matching process the attributes are learned by
proposed algorithm and then the dual optimization process is
performed during this the attribute are divided based on their
priorities. CD and SD algorithm are computing weight of the
attribute by using hybrid support vector machine prediction
method. The application for a credit card is granted or else
it is rejected based on the verifying of the both algorithm’s
outcomes. The main target that focused on this system is to
preserve the credit fraud in the initial stage of the credit life
cycle. The implementation of this algorithm in order to perform
the identification of frauds, this system uses the Hybrid Support
Vector Machine (HSVM) for computing the weight of the each
attribute for communal and spike detection for credit card
application fraud detection.

Credit card fraud detection is a significant method to prevent
fraud events, which is usually categorized into anomaly
detection and classifier-based detection techniques. Anomaly
detection means calculating the distance between the data
points in space. By calculating the distance between the
incoming transaction and the cardholder’s profile, an anomaly
detection method can filter any incoming transaction which is
inconsistent with the cardholder’s profile. The classifier-based
detection technique utilizes some supervised learning methods
to train a classifier on thebasis of the given normal transactions
and fraud ones. The supervised learning extracts fraud features
from fraud transactions. However, both of these techniques
have limitations. For the anomaly detection, it has no capacity
to portray fraud features although it can portray cardholders’
transaction behaviors. For the classifier-based detection, it
fails to recognize different normal behaviors from different
cardholders although it can catch fraudsters’ behaviors.
Transaction habits of an individual vary regularly since they
are easily influenced by their incomes, resources, ages and
characters. Thus their distribution evolves over time because
of seasonality and new attack methodologies. This is known
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as the problem of concept drift that is difficult to be resolved
by the above detection methods. On the other hand, both of
them don’t know about the adaptive capacity of the model.
For instance, a person may involve some new transaction
behaviours in a particular period which has never occurred in
his/her history. The vast majority of the proposed methods just
keep the recent instances for model training, but don’t consider
the adaptiveness of the model.

Facing the existing challenges J. Changjun Jiang, Jiahui Song
and Guanjun Liu [7] proposed a feedback mechanism which can
adapt to the transaction of cardholder’s behaviours seasonally.
This paper proposes a novel fraud detection method that
consists of four stages. To enrich a cardholder’s behavioural
patterns, first use clustering method, all cardholders are isolated

III. COMPARISON

into three groups depending up on the transaction amount, that
is high, medium and low. Then introduces a sliding-window-
based technique to aggregate the transactions in each group,
i.e., derive a set of extra features from windows to characterize
a cardholder’s behavioural patterns. After pre-processing
features, train a set of classifiers for each group using the data
comprising of each specific behavioural pattern and extracted
fraud features. Finally, use a classifier set prepared for a group
is assigned to each cardholder in the group as his/her own
behavioural patterns, and the classifier with the most rating
score is viewed as his/her recent behavioural pattern. Based
on the three classifier sets, propose a fraud detection method
in which a feedback mechanism is taken to take care of the
concept drift problem.

TaBLE I: ComPARISON TABLE

Model [2]

Paper Name Comparison
Method Advantages Disadvantages
Credit Card Fraud Detec- | Detection of frauds using a Hid- | Scalable for handling large volumes | Suffer performance deg-
tion using Hidden Markov | den Markov Model (HMM) of transactions radation

tion using Machine Learn-
ing Techniques [4]

Naive Bayes, K-Nearest Neigh-
bour and Logistic regression
are used

the performance

Credit Card Fraud Detec- | Developed a fraud detection Clustering model- allows fast moni- | The model is less
tion System [3] system and clustering model toring of incoming transactions accurate
Credit Card Fraud Detec- | Three classifier models based on | Hybrid sampling greatly improves Logistic regression did

not show better improve-
ment

Fraud Detection in Credit
Card Transactions by us-
ing Classification Algo-
rithms [5]

Decision tree, Random forest
and Support Vector Machines
(SVM) are used to classify the
data

Decision tree classification algo-
rithm is displaying the best
accuracy

Sometimes require long
raining times and be
deficientin available
memory, if dealt with
large databases

Prevention of Credit Card
Fraud Detection based

on HSVM [6]

Uses hybrid support vector ma-
chine (HSVM) for computing
the weight of the each attribute

Improved the efficiency as well
as performance less training time

Not suitable for large
datasets

Credit Card Fraud Detec-
tion: A Novel Approach
using Aggregation Strat-
egy and Feedback Mecha-
nism [7]

A feedback mechanism is intro-
duced

Solved the concept drift problem.
Increase the average recall and ac-
curacy

Low performance

IV. CoNcLusION

Although there are several fraud detection techniques available
today but none is able to detect all frauds completely when they
are actually happening, they usually detect it after the fraud
has been committed. This happens because a very minuscule
number of transactions from the total transactions are actually
fraudulent in nature. So we need a technology that can detect

the fraudulent transaction when it is taking place so that it can
be stopped then and there and that too in a minimum cost. So
the major task of today is to build an accurate, precise and fast
detecting fraud detection system for credit card frauds that can
detect not only frauds happening over the internet like phishing
and site cloning but also tampering with the credit card itself
i.e. it signals an alarm when the tampered credit card is being
used. The biggest disadvantage is that the existing procedures
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will not produce the same outcomes in various contexts. They
produce superior outcomes with one type of dataset while
producing poor or unacceptable results with others.

The HMM and Logic regression suffer some sort of performance
degradation. But HMM is scalable for handling large volumes
of transactions. Some techniques like clustering model and
Naive Bayesian Network though have high detection rates and
gives high accuracy they are very expensive to train. Some like
KNN and HSVM gives excellent results with small datasets
but are not scalable to large datasets. The problem of concept
drift can be solved by using a Feedback mechanism. Some
techniques like decision tree and support vector displaying
the best accuracy and gives better results on sampled and pre-
processed data. A solution to these gaps by creating a hybrid
of various techniques that are already used in fraud detection
to cancel out their limitations and get enhanced performance.
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Abstract: Machine learning (ML) has played a significant
role in pattern recognition including fruits and vegetables
classification. In this paper, comparative analysis of various
ML techniques have been carried out for the identification
of Spices. For the current work, ML techniques namely
Naive Bayes (NB), Decision Tree (DT), K-Nearest Neighbor
(KNN), Random Forest (RF) and Support Vector Machine
(SVM) have been undertaken. The main aim of the current
study is to find out the most appropriate ML approach
for Spices recognition. The experimental study has been
performed on primary dataset of Spices. This dataset
consists of 1000 images of five different Spices including
clove, green cardamom, cinnamon, black pepper and curry
leaf. The performance of the ML techniques have been
analyzed on the basis of four parameters i.e. accuracy,
precision, recall and fl-score. Out of five implemented
ML models, best performance has been predicted by SVM
approach with accuracy of 94.5%, precision of 95%, and
recall of 94% with f1-score of 0.95.

Keywords: Decision tree, K-Nearest neighbor, Machine
learning, Spices recognition, Support vector machine.

1. INTRODUCTION

India is referred to the Land of Spices and it is the world’s largest
manufacturer, consumer and exporter of Spices. It commands a
formidable position in the world Spice trade. The total value
of Spices produced in India is about 7000 crores annually. The
country produces about 75 out of 109 types of Spices listed by
the International Organization for Standardization (ISO) [1].

Every Spice has its own flavor and essence, and its addition or
omission can genuinely make or destroy a dish. Spices include

remarkable nutritional values and have numerous health benefits
including antioxidant and anti-inflammatory properties, glucose-
lowering effects, appetite control, regulates metabolism, aids
in weight loss, improves memory and brain function. Spices
are being used by several medical industries such as cosmetic,
pharmaceutical and aromatic as perfumery [2].

It is quite difficult to distinguish between Spices as many Spices
look similar. The recognition of Spices used in our daily basis
food is gaining more importance in our daily life. Research
on Spices recognition and classification is vital for several
economic sectors, both for the wholesale and retail markets, as
well as for the processing industries.

Consuming healthy and good quality fruits and vegetables are
the utmost necessity of the purchaser. Hence, automation in food
industries are developing nowadays because it is improbable
for humans to manually audit the fruits and vegetables as it
requires a large number of workers along with a lot of time
and effort. In recent years, numerous machine learning (ML)
algorithms have been applied with various different feature
description methods for fruits and vegetables classification in
several real-world applications [3].

In this study, comparative analysis of several ML techniques
including Naive Bayes (NB), Decision Tree (DT), K-Nearest
Neighbor (KNN), Random Forest (RF) and SVM (Support
Vector Machine) have been carried out for the recognition of
Spices. The main motive of the current research work is to
implement ML based system for the detection of Spices for food
image researchers and dietician to make an appropriate analysis
of nutrition and other type of health hazards. Classifying a
particular kind of Spice will enable us to distinguish it from
another kind. For the current study, five different classes of
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Spices including clove, green cardamom, cinnamon, black
pepper and curry leaf have been considered.

This paper is divided into five sections: Section Il illustrates the
literature related to the current work, Section IIT demonstrates
materials and methodology adopted in the current work,
Section IV shows experimental results and analysis, and
Section V explains the conclusion and future scope.

II. LITERATURE REVIEW

In the recent past, ML techniques have been applied in
agricultural domain. These approaches have been found to be
effective for the recognition of fruits and vegetables.

In the year 2012, Zhang and Wu [4] used multi-class kernel
support vector machine (kSVM) for fruit classification. The
SVM approach with max-wins-voting strategy and gaussian
radial basis kernel achieved the classification accuracy of
88.2%.

Next year, Sanjayan et al. (2013) [5] employed ML techniques
for the evaluation of the nutritional value of ripened fruits of a
commonly known medicinal plant Morinda tinctoria. The work
targeted on the estimation of Ash content, protein, carbohydrate,
vitamins and mineral content of Morinda tinctoria fruit. The
difference in nutritional content between fresh and dried fruits
had been also evaluated. The ash content for fresh and dry fruits
are 4% and 1.6% respectively.

After two years, Surya and Priya (2015) [6] proposed a food
image recognition system for calculating the calorie and
nutrition values using SVM classifier. In this approach, the
area, volume and size of the undertaken food item has been
used to measure the calorie and nutrition precisely.

Femling et al. (2018) [7] depicted MobileNet based approach
for recognizing fruit and vegetables within the retail market
using photographs captured with a video camera connected to
the system. The proposed system achieved maximum accuracy
of 97%.

Dheir et al. (2019) [8] introduced a system for classifying
nuts types. This study applied Convolutional Neural Network
(CNN) algorithm to the dataset of five classes of Nuts that
contains 2868 images. This method achieves excellent results
with accuracy of 98%.

Bhattacharya and Mukherjee (2020) [9] implemented Neural
Network based spices image classification system for Indian
food images. The system is based on segmentation and
recognition of spices images that identifies spice types. The
dataset contains 4 types of spices containing a total of 80

spices images. The experimental study achieved the accuracy
0f 96.7%.

In the same year, Rojas-Aranda et al. (2020) [10] developed
an image classification method based on lightweight CNN. A
new dataset of images is designed belonging to three different
classes of fruits, within or without plastic bags. Various input
features have been added to the CNN architecture to improve
classification accuracy. The experimental results predicted the
95% classification accuracy for fruits without plastic bag, and
93% for fruits inside plastic bag.

Next year, Shaikh ez al. (2021) [11] applied faster Region-based
Convolutional Neural Network (RCNN) model to detect and
classify fruits as affected or unaffected based on their surface.
The experimental study achieved accuracy of 60-75% for
healthy apple, 60-70% for bad apple, 85-99% for healthy pear,
80-98% for bad pear, 80-97% for healthy banana and 70-80%
for bad banana.

In the same year, Patil et al. (2021) [12] created grading and
classifying techniques for dragon fruits with ML and Deep
Learning (DL) algorithms i.e. SVM, CNN and Artificial Neural
Network (ANN) based on a thorough review of algorithms
available for fruit quality detection and classification using
numerous characteristics of fruits and vegetables.

Zakeri et al. (2021) [13] presented a computer vision-based
approach for grading jujube fruits using ML techniques. This
method takes into account most of the important pricing factors
and can be used to increase farmers’ profits. They used various
classifiers and training methods to get the best results, and
with the help of DT, they were able to achieve a classification
accuracy of 98.8%.

[II. MATERIALS AND METHODS

The goal of the current research is to identify Spices using ML
techniques. This paper presents a comparative study of different
ML techniques for the classification of Spices in order to find
out the most suitable technique for Spices classification. The
experimental study has been done on Python platform using
Spyder Interface [14]. Fig. 1 represents the methodology for
the current study.

A. Data Collection

The proposed study has been done on primary dataset as the
domain of work is new and no dataset is available on the
internet. For the current study, five different classes of Spices
including clove, green cardamom, cinnamon, black pepper and
curry leaf have been collected.
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Study of Spices

A 4

Data Collection

A 4

Data Pre-Processing

A\ 4

Data Partition (Train Set & Test Set)

A\ 4
Apply ML Techniques (NB, DT, KNN,
RF and SVM) on Train Set

A 4

Recognize each Spice in Test Set using
each ML model

A 4

Performance Evaluation

Fig. 1: Work Flow of Current Research

Each Spice image has been captured by using high quality
camera and these images have been taken from different angles
in order to introduce sufficient variations. White sheet of paper
has been used as background of each image. The collected
dataset consists of 1000 images, belonging to five different
classes of undertaken Spices. There are 200 images of each
Spice taken in this study. Fig. 2 depicts Sample of Spices in the

collected dataset.
Curry

Green
Cardamom Leaf

Black

Clove Cinnamon

Pepper

Fig. 2: Sample of Spices Dataset

B. Data Pre-Processing and Data Partition

The data pre-processing steps include cropping, renaming and
resizing of the images to the standard dimensions, in order to
reduce computational load. The collected images of Spices are
in the RGB format and these images have been converted to
gray-scale format.

After data pre-processing, data has been partitioned in the ratio
80:20 into two sets: Train Set and Test Set. Train Set consists of
800 images whereas Test Set contains 200 images.

C. Implementation using Machine Learning Techniques

After data partition, ML techniques have been implemented
on Train Set to build the model for Spices recognition. For the
current work, five ML techniques namely NB [15], DT [16],
KNN [17], RF [18] and SVM [19] have been undertaken.
For the implementation of each ML model, feature extraction
approach i.e. Discrete Wavelet Transform (DWT) [20] has
been applied. DWT has been implemented at Level-1 using
Haar approach; which computes four coefficients i.e. cA
(approximation coefficient), cH (horizontal coefficient), ¢V
(vertical coefficient) and cD (diagonal coefficient). For each
coefficient, five features i.e. contrast, energy, dissimilarity,
homogeneity, and correlation have been computed. Thus, for
each Spice image, total 20 features have been extracted and
these features have been saved in .csv file. The final size of .csv
file becomes 1000*21 since the dataset has 1000 images and 20
are the input extracted features and 01 is the output class label.

Each undertaken ML technique has been applied to build
the Spices recognition model using Train Set. For each ML
technique, the extracted features have been fed as input feature
vector and the class label has been used as predictors.

In this study, NB algorithm has been predicted on the basis
of the probability of Spices by applying Bayes theorem. It
assumes that the occurrence of certain feature of Spice image is
independent of the occurrence of other features.

In DT model, decision nodes are used to make any decision
and leaf nodes are the output of these decisions. Decisions have
been taken on the basis of features of the Spices dataset using
criterion parameter with entropy value as a metric for impurity.

KNN model has been implemented using ‘feature similarity’
for predicting the values of new data points and the value of k =
7 with Euclidean distance metric has been taken.

For the current work, RF technique has been constructed using
20 small decision trees known as estimators on data samples
with max depth 5 and gets the prediction from each of them. By
means of voting best solution has been selected.

SVM approach has created best decision boundary
(hyperplane) that segregated the 5 different classes of Spices
in multidimensional space using ECOC (error correcting code
output) with kernel function.

IV. RESULT AND ANALYSIS

The main objective of this study is to develop a Spices
Recognition framework based on ML techniques in order
to recognize different Spices. To test the performance of the
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proposed system, experiments were performed on a dataset Confusion Matrix:
of 1000 images of five Spices that includes: clove, green [[3¢ 1 @ l 1]
cardamom, cinnamon, black pepper and curry leaf. The 5 A
training dataset contains 800 images whereas the testing dataset [143 2 H%
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contains 200 images. DWT feature extractor has been employed [1 13 l

to compute the texture features: correlation, energy, contrast, [4 1 833
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is required to avoid the misclassification of the given spice by
undertaken ML approach. To deal with such issues, recall and
precision parameters have been considered. Recall tells about
false negative whereas precision tells about false positive. It is 3.0
needed that the undertaken ML technique should predict lowest 4.8
false positive and false negative. If one technique depicts high
false positive and low false negative; and the other one predicts
low false positive and high false negative, then fl-score is
employed to evaluate the model performance as it computes the
harmonic mean of precision and recall.
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From the experimental results, it has been found out that all
the ML techniques can be applied for the Spices classification.
Fig. 3 presents experiment results for NB. The experiment
results for DT are shown in Fig. 4. Fig. 5 represents the
experiment results for KNN. Fig. 6 depicts experiment results
for RF. Fig. 7 shows the experiment results for SVM.
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Fig. 3: Experimental Results for NB Fig. 5: Experimental Results for KNN
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Fig. 7: Experimental Results for SVM

Table I presents experimental results of five ML techniques for
Spices classification. Fig. 8 shows the comparative analysis of
all the undertaken ML techniques. NB predicted lowest value

for accuracy of 80.5%, precision of 81%, recall and fl-score
of 81% and 0.80. DT model achieved an accuracy of 87.5%,
precision of 88%, recall of 88% and fl-score of 0.88. KNN
model attained an accuracy of 91%, precision of 92%, recall of
91% and fl-score of 0.91. RF model obtained an accuracy of
93%, precision of 93% and recall of 93% with f1-score of 0.93.
SVM model showed best results as it achieved higher value for
accuracy, precision, recall and f1-score being 94.5%, 95%, 94%
and 0.95 respectively.

TaBLE I: EXPERIMENTAL RESULTS OF FIVE ML TECHNIQUES FOR
SPICES RECOGNITION

Traditional
ML Accuracy | Precision | Recall | F1-Score
Technique
NB 80.5% 81% 81% 0.80
DT 87.5% 88% 88% 0.88
KNN 91% 92% 91% 0.91
RF 93% 93% 93% 0.93
SVM 94.5% 95% 94% 0.95
1
0.95
0.9 B Accuracy
0.85 B Precision
Recall
08 u F1-Score

0.75

0.7

NB DT KNN RF SVM

Fig. 8: Comparative Analysis of All Undertaken ML
Techniques

V. CONCLUSION AND FUTURE SCOPE

From experimental results, it has been concluded that ML
approaches can be used for the detection of Spices. The main
purpose of the current work is to implement various ML
techniques for the recognition of different Spices in order to
reveal out the better approach for Spices classification. Out
of all the ML techniques taken in this study, SVM has been
found to be more effective technique for the Spices recognition
with an accuracy of 94.5%, precision of 95% and recall of 94%
with fl-score of 0.95. This study is limited to only five Spices.
Future work will involve recognition of other different varieties
of Spices using combined features more efficiently.
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Abstract: Machine learning is a widely interdisciplinary
field centered on theories from cognitive science, computer
science, statistics, optimization and many other theoretical
and mathematical disciplines. Classification is a supervised
learning technique used in machine learning to evaluate a
given dataset and to create a model that divides data into
a desired and distinct number of groups. The strength of
SVMs lies in their use of nonlinear kernel features that map
input into high-dimensional spaces of features implicitly.
We’ll address the value of SVMs in this survey article.
Discussing their SVM tuning parameters as well. The main
purpose of this paper is to include detailed studies on SVM
implementations by contrasting the current ML models
with the SVM versions, also poses the problems of the
intrusion detection method of the support vector machines,
and also this paper provides researchers with a summary of
the SVM that assists in their future analysis.

Keywords: Data Mining (DM), Intrusion Detection System
(IDS), Machine Learning (ML), Optimization, Support
Vector Machines (SVMs).

1. INTRODUCTION

The Machine learning is a branch of Artificial Intelligence, and
the development of techniques, methods, and algorithms is an
evolving field. These algorithms allow machines to understand
the processes, assignments, and decisions that are made. In
Machine learning, classification is supervised approach and
using the classification techniques helps to classify the data into
classes so that it can easily be identified. Classification is one of
the techniques for machine learning that allows to group data to
extract characteristics and forecast future effects. There are plenty
of machine learning various algorithms in order to distinguish
the data into classes. Support Vector Machine is among the most
popular techniques for constructing models for machine learning.
With less power to store, it has tremendous accuracy.

Machine learning (ML) algorithms for computational solutions
can be used to perform efficiently. In recent years, there

have been plenty of work carried out in the field of Support
vector machines (SVM). SVM have shown good results in
classification, generalization performance on many problems.

This paper is organized as follows: Section II presents the
SVM’s associated work as well as the SVM’s findings and
Section III presents Support Vector Machine and also covers
the importance of SVM, SVM’s tuning parameters. In terms of
the Intrusion Detection Method, Section IV outlines the study
of different SVM implementations. The SVM challenges are
outlined in Section V.

Related Work

SVM is one of the powerful supervised methods for solving the
classification and regression problems and also to provide the
optimal solution [1] [2]. Through each point, it has the capacity
to solve even the shortest classification problem. SVM offers
solutions to problems relating to the fitting of training problems
within a personal computer or workstation’s storage capacity,
since SVM does not need any matrix equations and is less likely
to have issues with numerical formats [2]. SVM is an effective
tool for target object selection and detection in a medical
imaging device and microcalcifications [3]. SVM provides
the best results on application to face detection and reuters
collection and also give the new technique for implementing
the SVM algorithm efficiently. SVMs have attractive qualities,
such as classification accuracy, computational models, simple
geometric interpretation, and stronger intrusion detection
efficiency [4]. In classification methods, the performance of the
SVM depends on understanding the necessary parameters and
soft-margin coefficient of the kernel function [5]. The previous
studies showed that, relative to linear SVM algorithms that use
a single CPU, parallel SVMs can reach large speeds [6]. SVMs
have been extended to several machine learning tasks. From an
adequate set of kernel functions, it creates learning frameworks
and architectures [7]. By introducing the information geometric
of Riemannian geometry structure induced by the kernel,
it is possible to improve the SVMs classifier performance
[7]. With Dynamic Time Warping distance measurement, an
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improved SVM scheme was used as a feature for the SVM
Classifier [8] [9]. SVM classifiers are used in many fields for
text classification [10], facial components detection and tracks
facial and emotional expression recognition [11] [12]. SVM
identify sets of genes with a common function using expression
data analysis [13] and also provides best performance compared
to Parzen windows and Fisher’s linear discriminant [ 14]. SVMs
were used to conduct malfunction categorization [15]. With a
rule-based decision tree (RBDT), a multi-class support vector
machine classification model is used to identify the faults of
water quality sensors due to its reliability and generalization
[16] [17].

II. SUPPORT VECTOR MACHINE

SVM is a supervised algorithm. The key goals of SVM are
classification and regression. It’s based on the concept of
statistics and Vapnik-Chervonenkis dimensions [18] [19] [20].
The main purpose is to find the optimal hyperplane by dividing
the data points into two components and maximizing the
margin, in this way it solves the classification and regression
problems. In 2D, hyperplane is line and in 3D it is a plane (also
called n-dimensional line) [18]. This process contains data from
training and testing data from research. The algorithm generates
an optimal hyperplane in training data (supervised learning),
which categorizes new instances and then the evaluation
process is carried out from the constructed model. SVM takes
minimal training area and less processing time and also avoids
overfitting problems [21] [18].

Suppose we have two groups of labels and they are plotted on a
graph as seen in Fig. 1 below.
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Fig. 1: The Concept of SVM-Hyperplane

Mathematically, for a hyperplane which divides the given data
into two classes is represented by an equation as follows:

wx +b=0 (22)

A. Importance of Support Vector Machines

SVMs have been shown to work well, like analysis of
remote protein sequence homology and recognition of gene
transcription sites, it is used to examine expression data. It helps
to overcome the challenges caused by high-dimensional data on
gene expression data. One explanation for their effectiveness is
that SVMs are targeted at minimizing error rates directly.

B. SVM Tuning Parameters

The categorization of groups in real-world situations is time-
consuming. In order to overcome this, we use the parameters
such as kernel, regularization, gamma, margin which are called
tuning parameters or varying parameters.

C. Kernel

It is the backbone of SVM algorithm. It can resolve any
complicated task. The SVM uses kernel-defined mathematical
functions. These functions, such as linear, non-linear,
polynomial, radial and sigmoid, take the data input training set
and transform a non-linear decision into a high-dimensional
space linear equation. In general, 2D data is converted into 3D
data, as shown in Fig. 2.

Applied Kernel
Function

Input Space

Higher Dimensional Space

Fig. 2: Applied Kernel Function to Input Space

Mathematically, Kernel Function Equation is represented as:
K®x)= 1, if [|x|[<=1 (22)
K(x)=0, Otherwise 22)

D. Regularization

Regularization is a computational approach that seeks to make
a model structure as easy as possible to create. The optimized
model will minimize the implications of overfitting at a small
cost of performance. It is a way to reduce the model’s complexity
by penalizing the overfitting loss function. In mathematical
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terms it is adding the sum of the weights to the cost function
and also represented as:
M

1 2 | P 17
J= 5 =y + "

E. Gamma

Gamma is a kernel parameter of the RBF. It is known as the
decision boundary. The greater Gamma value means more
curvature, the decision region is high, and less curvature is
indicated by the lower value, and the decision region is smaller.
The gamma equation is mathematically expressed as:

1 (23)

1= a2
F. Margin

It is the distance between the decision boundary to the closest
data point in the given set of class. Models with higher margins
yields better classification and performance.

G. Types of SVM Classifier

Support vectors are actually the coordinates that plots each
data item as points, which are closest to the hyperplane. SVM
choses the extreme points and these extreme points are called
support vectors. There are two type of SVM Classifiers: Linear
SVM, Non-linear SVM as shown in Fig. 3.

Linear SVM: In linear SVM, the data points are classified into
two classes by a straight line, which divides the two classes. In
this the data is linearly arranged and can be easily separated by
a straight line. In linear, we use x and y as dimensions.

Non-Linear SVM: We cannot separate the non-linear data by a
straight line, so to divide non-linear data a third dimension z is
required.
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Fig. 3: Linear & Non-Linear SVMs (Ghosh et al., 2019)

III. SOME OF THE RELATED WORK OF SVM IN TERMS
OF INTRUSION DETECTION SYSTEM

There are several SVM implementations using datasets. A list
of the SVM implementations most used as seen in Table 1. In
the Table I, highlights the work carried out during the year 2016
to 2020.

TABLE I: IMPLEMENTATIONS OF SVM IN TERMS OF INTRUSION DETECTION SYSTEM

Challenges Addressed by
Shortcomings related to the accuracy, number of selected features, and execu- | (Safaldin ef al., 2020)
tion time
Managing changing data (Jackson, 2002)

Low accuracy in weighted majority voting (WMO) approach

(Aburomman & Ibne Reaz, 2016)

Need complex features such as multi-classifier and feature selection in IDS

(Yang et al., 2016)

Lead to a long detection delay in the practical application scenario

(Gao et al., 2019)

malware

Does not give the detailed information on the structure and characteristics of the | (Vinayakumar et al., 2019)

False positive rate

(da Costa et al., 2019)

Time cost in the data optimization stage and support for online processing

(Ren et al., 2019)

Large scale network will require additional infrastructure

(Taher et al., 2019)

High dimensionality of problems

(Tavara, 2019)

Address severe class imbalance, network traffic variability

(Gu & Lu, 2020)

the hosts

Only a few numbers of works have been designed for detecting anomalies in | (Hosseinzadeh et al., 2020)
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Challenges

Addressed by

Curse of dimensionality, Irrelevant features

(Hosseinzadeh et al., 2020)

Bolt loosening detection

(F. Wang et al., 2020)

Algorithmic complexity

(Cervantes et al., 2020)

Development of optimal classifiers for multi-class problems

(Cervantes et al., 2020)

The selection of kernel for a problem, Choosing good quality kernel parameters

(Nayak et al., 2015)

Speed and size in training and testing, training for very large datasets

(Tavara, 2019)

dependent way

There are no theories concerning how to choose good kernel functions in a data-

(Byun & Lee, 2002)

Parallel algorithmic approaches for implementation of SVMs

(Tavara, 2019)

Exceedingly high time complexity in DTW computation

(Thapanan Janyalikit, 2016)

Conducted a search of the keyword ‘Support Vector Machines
on numerous search engines like [EEE, Google Scholar, Elsevier,
and Springer and the result shown in the below Table II.

TABLE II: SEARCHED KEYWORD SUPPORT VECTOR MACHINES

>

Support Vector Machines Results
Elsevier 8,896
Springer 24,737

IV. CHALLENGES OF SVM

Many researchers have noted a number of challenges in data

Support Vector Machines Results
Google Scholar 2,200,000
IEEE 63,369

mining science. Some of these are shown in Table IIT and need

further focus from study.

TABLE III: IMPLEMENTATIONS OF SVM IN TERMS OF INTRUSION DETECTION SYSTEM

Authors & Year Proposed Model/Method Dataset Used AD FS E. Criteria
(Yang et al., 2016) ICPSO-SVM KDD Cup 1999 Yes Yes FPR, DR
(Rebai, 2016) ML-MKL UCI dataset COIL-20 Yes Yes Accuracy, TP, TN
(Aburom man & Reaz, | LDA-PCA KDD99 Yes Yes Accuracy, FP
2017)
(Liang et al., 2019) Clustering-SVM En- NSL-KDD Yes Yes Accuracy, Time, DR,
semble Method FAR
(Safaldin et al., 2020) GWOSVM-IDS NSL-KDD Yes Yes Accuracy, No. of fea-
tures, Time, FR, DR
(H. Wang et al., 2017) | LMDRT-SVM Gure-KDD dataset Yes Yes Accuracy
(Al-Qatf et al., 2018) STL-IDS NSL-KDD Yes Yes Accuracy
(Guetal., 2019) DT-EnSVM NSL-KDD Yes Yes Accuracy, DR, FAR
(Saleh et al., 2019) Hybrid IDS KDD Cup 1999, NSL- | Yes Yes DR, Sensitivity,
KDD, Kyoto 2006+ Specificity, Precision
dataset
(Tao et al., 2018) FWP-SVM-GA KDD Cup 1999 Yes Yes FPR, FNR, DR, Accuracy
(Kabir et al., 2018) OA-LS-SVM KDD Cup 1999 Yes Yes Accuracy, FAR
(Kavitha & Elango, | GRRF-FWSVM KDD Cup 1999 Yes Yes Precision Recall F-Score
2020)
(Al Shorman et al., GWO-OCSVM N-BaloT Yes Yes Average detection time,
2020) the number of TPR, FPR
Internet of Things (IoT




A Comprehensive Survey on Support Vector Machines for Intrusion Detection System 37

Authors & Year Proposed Model/Method Dataset Used AD FS E. Criteria
(Roopa Devi & Sug- HGWCSO with ETSVM | NSL-KDD Yes Yes Precision, Recall,
anthe, 2020) Sensitivity, Specificity,

Accuracy
(Roopa Devi & Sug- ROC and Confusion NSL-KDD Yes Yes Accuracy, Error, time
anthe, 2020) Matrix
(Mighan & Kahani, hybrid SAE-SVM NSK KDD, Kyoto, Yes Yes Accuracy, Recall, Time,
2020) scheme CDMC 2012, KDD Cup Precision, F-measure
1999 and UNB ISCX
2012
(Kumar & Ramasamy, | CSO-SVM algorithm NSL-KDD Yes Yes Accuracy,
2020) Recall
Sensitivity
Specificity
Precision
(Ye et al., 2019) GOA-SVM KDD Cup, different Yes Yes Time, Accuracy
datasets

V. CONCLUSION AND FUTURE WORK

SVM are based on the concept of statistical learning theory.
In SVM the inputs are placed in 3D space, where the different
class groups are mapped using the mathematical functions.
For each parameter SVM represents an optimal solution.
This SVM algorithm is different from the other algorithms in
terms working and in mapping the inputs on space. Kernel is
important parameter on which this SVM works. In this paper,
we have discussed the related works of SVM and highlighted
the challenges of SVM, which will be helpful for the researchers
in their future work. Lots of research work is ongoing to
extend the scope and increase the performance and accuracy in
detecting the Intrusions in a network. In future, we will focus on
SVM applications and comparison of SVM methods with other
machine learning techniques.
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Abstract: Diseases and pests cause great economic loss to the
mango industry every year. The detection of various mango
diseases is challenging for the farmers as the symptoms
produced by different diseases may be very similar, and
may be present simultaneously. This research paper is an
attempt to provide the timely and accurate detection and
identification of mango leaf diseases. Convolutional Neural
Networks are end-to-end learning algorithms which perform
automatic feature extraction and learn complex features
directly from raw images, making them suitable for a wide
variety of tasks like image classification, object detection,
segmentation etc. In the proposed study, we develop a
Convolutional Neural Networks based model for detection
and classification of mango leaf diseases at the initial stages.
Data augmentation is performed on a collected dataset.
We applied data augmentation techniques like rotation,
translation, reflection and scaling. Convolutional Neural
Networks model has been trained on the augmented data
for detection and classification of mango leaf diseases. The
proposed CNN based model attains 90.36% of accuracy.
The results validate that the proposed method is effective
in detecting various types of mango leaf diseases and can be
used as a practical tool by farmers and agriculture scientists.

Keywords: Convolution Neural Network (CNN), Crop,
Deep learning, Image classification, Mango.

1. INTRODUCTION

About 40% of mangoes production is produced by India and
stands first in the various mango growing countries of the world.
Amongst the fruit crops in India vital place gets occupied by

mangoes and plays an essential role in the economy of the
country. About 30% to 40% of the crop yield got infected by
various diseases and due to unaided eye perception the mango
leaf disease went undetected. The different diseases affecting
mango leaves cannot get acknowledged by the farmers which
cause less production of mango fruit. Different diseases [1]
cause different effects on mango crops. Some cause white
patches and some cause black and all these patches seem over
the surface of the leaf or early grown fruits as well while some
other diseases cause white fungal powder on leaves and some
affect the young leaves and shoots also. All these different
types of illnesses need to be discerned in the initial stages and
should be managed before it grows more and causes a severe
loss to the plant life. To get this detection done in the initial
stage, farmers and agricultural scientists need to keep an eye
continuously on the plant parts which is a sluggish process. For
the advance detection of disease in the plants some technique
is needed as the prior acclaim of disease is the first step in
the detection and expansion of mango diseases. Conventional
ways to identify diseases is time consuming and expensive as
it needs the expertise, knowledge and continuous monitoring.
Still it lacks correct recognition of disease because of the
complex structure and pattern of the leaf. With the advent of
computational methods in the field of image recognition [2]
and classification [3] this problem can be solved with greater
accuracy. By using technology one can detect diseases on
a large scale. In the case of mango leaves; there are various
types of diseases [4] present like powdery mildew, anthracnose,
red rust etc. In the present work, a deep learning (DL) based
model has been proposed for the classification of various
mango leaf diseases (powdery mildew, anthracnose, red rust) at
the initial stages. Accuracy, Recall, Precision and F-Score have
been used to evaluate the model.
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II. LITERATURE REVIEW

Early Disease Detection and discussion are important for better
yield and quality of crops. Disease Plants can lead to the huge
Economic Losses to the Individual farmers. From the extensive
literature review it has been found that various Machine
Learning (ML) and Deep Learning (DL) based techniques
have been used for recognition and classification of mango leaf
disease to prevent the loss of harvest [5] a novel segmentation
approach is proposed in this study to segment the diseased part
by considering the vein pattern of the leaf. Afterward, features
were extracted and fused using canonical correlation analysis
(CCA)-based fusion. As a final identification step, a cubic
support vector machine (SVM) is implemented to validate the
results. The highest accuracy achieved by this proposed model
is 95.5%. In 2013 a deep Convolutional Neural Network [6]
was presented to identify 14 crop species and 26 diseases (or
absence thereof) by using a public dataset of 54,306 images
of diseased and healthy plant leaves collected under controlled
conditions. The trained model achieves an accuracy of 99.35%.
[7] Proposed the DL based approach for image recognition and
examined the three main architecture of the Neural Network:
Faster Region-based Convolutional Neural Network (Faster
R-CNN), Region-based Fully CNN (R-CNN) and Single shot
Multibook Detector (SSD). System Proposed can detect the
different types of disease efficiently and have the ability to deal
with complex scenarios. The accuracy of 94.6% was attained.
[8] Built a model for plant diseases and pests detection, and
put forward a comparison with traditional plant diseases and
pests detection methods. [9] Proposed a work that includes
finding a solution to the problem of 38 different classes of plant
diseases detection using the simplest approach while making
use of minimal computing resources to achieve better results
compared to the traditional models. VGGI16 training model
is deployed for detection and classification of plant diseases.
Neural network models employ automatic feature extraction
to aid in the classification of the input image into respective
disease classes. This proposed system has achieved an average
accuracy of 94.8% indicating the feasibility of the neural
network approach even under unfavorable conditions. [10]
Used a pre-trained CNN architecture called AlexNet that is
modeled for automatic feature extraction and classification. The
system is developed with MATLAB and achieves an accuracy
rate of the detection of 99% and 89% for Grape leaves and
Mango leaves respectively.

[II. METHODOLOGY

A deep learning based model is designed for the proposed
framework and for this study; three commonly found diseases
are considered viz. Anthracnose, Red rust and Powdery
mildew. Data is collected from the Sher-e-Kashmir University
of Agriculture Sciences and Technology, Jammu (SKUAST-J)
where they grow different varieties of fruits for educational and

research purposes. There are around 980 images of 4 classes
i.e. Normal, Anthracnose, Red rust and Powdery mildew. Fig. 1
shows some images of the collected dataset. The brief flowchart
of the proposed model is shown in Fig. 2.

() (b)

() (@)

Fig. 1: Showing the Samples of Images of Mango Leaves
(a) Anthracnose (b) Powdery Mildew (c) Red Rust and (d)
Normal in Collected Dataset

Data Collection

Argumentation

}

v
Training Set Testing Set
Model Training by
using DL technique

l

Test the trained model

4

Performance Evaluation

Fig. 2: Research Methodology for the Mango Leaf Diseases
Detection using CNNs

Deep Learning

DL is the subset of machine learning (ML) [22] that emulates
the functioning of the human brain in coursing data and
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producing patterns for use in decision making. It is a broader
and more advanced part of ML methods. It is also called deep
neural learning or deep neural networks. DL technique uses
various layers consisting of nonlinear units. Every layer utilizes
the output of the previous layer and considers it as its input [11].

Convolutional Neural Networks

Convolutional Neural Network (CNNs) [23] is a specific type of
artificial neural networks (ANNs) that uses perceptrons, a ML
unit algorithm, for supervised learning, to analyze data. CNNs
are capable of performing complex jobs with images, sounds,
texts, videos, etc, and most commonly used for analyzing visual
imagery. CNNs use a wide variety of multilayer perceptrons

designed that require minimal preprocessing. They are also
known as shift invariant, based on their shared-weights
architecture and translation invariant characteristics. CNNs
are best for predictions and most widely used than other
algorithms. It consists of an input and an output layer, as well
as multiple hidden layers. The hidden layers of CNNs typically
consist of a series of Convolutional layers that convolve with
a dot product. The activation function is commonly a RELU
layer (rectified linear unit), and is subsequently followed by
additional convolutions such as pooling layers, fully connected
layers and normalization layers, referred to as hidden layers
because their inputs and outputs are masked by the activation
function and final convolution layer [ 12]. The basic architecture
of the CNNs is shown below in Fig. 3.

Convolutional Layer

Input Layer

Pooling Layer

e HE

Fully Connected Layer

Output Layer

ef Anthracnose
=l = P o

Fig. 3: Basic Architecture of Convolutional Neural Networks (CNNs)

Convolution Layer: Convolutional layer performs action
on the input layer and convolves it and submits its result to
the following layer. Here the series of images i.e. different
mango leaves images acts as Input. This process is similar to
the response of a neuron present in a human body. Sometimes
a “kernel” is passed over the image, viewing a few pixels at
a time (for example, 3X3 or 5X5). Convolution operation is
there as well which is a dot product of the original pixel values
with weights defined in the filter. The results obtained are then
summarized into one number that represents all the pixels the
filter observed [13].

Activation Layer: Matrix generated by the convolution layer
is much smaller in size than the original image. This matrix
passes through an activation layer that introduces non-linearity
to allow the network to train itself via back propagation. The
activation function generally used is ReLU [14].

Pooling Layer: Pooling layer is another building block of CNN.
In this layer there is further down sampling and reduction of the
size of the matrix. Over the results of the previous layer, a filter
is passed and selects one number out of each group of values
(typically the maximum value, this is called max pooling). This

allows the network to train much faster and efficiently by focusing
on the major information in each feature of the image [15].

Fully Connected Layer: A one-dimensional vector which is
representing the output of the previous layers acts as input for
this layer. Its output is a list of probabilities for different possible
labels attached to the image (e.g. Anthracnose, Red rust, Powdery
mildew and Probability [16]. The label that receives the highest
probability is the classification or detection decision.

Output Layer: Output layer in CNN is that layer in which
the input from the other layers is flattened and sent so as to
transform the output into the number of classes as desired by
the problem undertaken [17].

There may be multiple activation and pooling layers, depending
on the CNN architecture.

Performance Evaluation

The performance of the model will be analyzed on the
basis various parameters derived from its confusion matrix
represented as under in Table 1.
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TABLE |
Actual Result
LOW HIGH
Predicted | LOW True Positive False Positive
Result HIGH False Negative | True Negative

True Positive (TP).: These are the correctly predicted positive
values which mean that the value of the actual class is yes and
the value of predicted class is also yes.

True Negative (TN): These are the correctly predicted negative
values which means that the value of actual class is no and the
value of predicted class is also no.

False Positive (FP): When the actual class is no but the
predicted class is yes.

False Negative (FN): When the actual class is yes but the
predicted class is no.

Accuracy - Accuracy is the most intuitive performance measure
and it is simply a ratio of correctly predicted observation to the
total observations. [18]

Precision - Precision is the ratio of correctly predicted positive
observations to the total predicted positive observations [19].

Recall - Recall is the ratio of correctly predicted positive
observations to the all observations in actual class — yes [20].

F1 Score - F1 Score is the weighted average of Precision and
Recall. Therefore, this score takes both false positives and false
negatives in observations [21].

These performance measures can be calculated as shown in the
Table II below.

trained with epochs equal to 40 and the batch size of 35. The
test accuracy of 90.36% is attained. The training and Validation
accuracy graph attained by the proposed model is shown below
in Fig. 4. The Training and Validation loss graph is shown in
Fig. 5. A generalized model is built in the proposed study as the
validation loss is very less and the Validation accuracy is more
than the training accuracy as shown in Fig. 5. The confusion
matrix thus generated by the model shown in Table III. The
various parameters are used to measure the performance of the
model like precision, recall and F1 score and the values of these
for the proposed model are 0.9, 0.90 and 0.9 respectively.

0.85

0.80 4

0.75 4

0.70 +

0.65 1

0.60 1

0.55 1
—— Taining accurarcy

0.50 + — Validation accurarcy

0 5 10 15 20 25 30 35 a0

Fig. 4: Shows the Training and Validation Accuracy of the
Proposed Model

- Training loss
25 - Validation loss

20 1

TaBLE 11 5 -
Parameter Formula 0 5 10 15 20 25 20 35 40
Accurac TP + TN) / (Total Cases
Y ( )/ ) Fig 5. Shows the Training and Validation Loss for
Recall TP/ (TP + FN) the Proposed Model
. T
Precision TP/ (TP + EP) TaBLE III: SHOWS THE CONFUSION MATRIX OF THE PROPOSED
F1 Score (2 * Recall * Precision) /(Recall + Precision) CNNS BASED FRAMEWORK

IV. RESULTS AND DISCUSSION

In the proposed study, a dataset of 980 images is collected
from SKUAST-J. Dataset consists of 4 classes i.e. Normal,
Anthracnose, Red rust and Powdery mildew. Argumentation is
performed on the collected dataset to increase the number of
images for model training and testing. Then the splitting of the
dataset has been performed to train and test the dataset. 80% of
the data has been used to train the model and the rest 20% of
images have been used to test the model. A CNN based model
has been developed to classify the images. The model has been

Red rust

Predicted class |Anthracnose ~ Normal Powdery

True class

Red rust

Powdery

Normal

Anthracnose
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V. CONCLUSION

Mango is one of the most cultivated fruit crops in India. So
it is important to protect it and detect the various diseases in
the initial stages. For that, a model based on deep learning
approach called CNN is proposed for the identification of 3
different plant leaf diseases, detection and recognition systems.
This approach utilized a minimum set of layers to identify the
diseases of four classes. The CNN is trained with SKUAST-J
dataset. The Model works with accuracy of 90.36%. In order
to increase accuracy and to make the proposed model more
efficient in future, the number of the dataset can be increased,
the concept of transfer learning can also be used. Moreover,
the model can be made more efficient to detect images in the
natural background as well.
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Abstract: The Paper “Potato Leaf Disease
Detection using Machine Learning” focuses
on the accurate identification of diseases in
potato leaves to support early intervention and
enhance crop yield. The process begins with Data
Collection, where a dataset of 2,170 potato leaf
images is sourced from Kaggle. This dataset is
categorized into three classes: Early Blight, Late
Blight, and Healthy. Next, Data Pre-Processing
is undertaken to ensure the images are cleaned,
resized, and normalized, preparing them for
effective analysis. During Feature Extraction,
relevant features from the images are identified
to represent the data meaningfully. The dataset is
then split into two subsets: the Train Image Set
with 1,736 images, and the Test Image Set with 434
images, to facilitate model training and evaluation
respectively. Various Machine Learning Techni-
ques are applied, including k-Nearest Neighbors
(KNN), Support Vector Machine (SVM), Naive
Bayes, Decision Tree, and Random Forest.
Each trained model undergoes rigorous testing
to evaluate its performance. To assess the
effectiveness of each model, Performance Metrics
such as accuracy, precision, recall, and F1-score
are computed. The model exhibiting the highest
accuracy is subjected to Feature Selection using
Neighborhood Component Analysis (NCA) to
enhance its performance further. Ultimately, a
Hybrid Model is developed by combining the
strengths of the individual models, aiming to
improve overall accuracy and robustness in
disease detection. This comprehensive approach
integrates multiple machine learning techniques
and feature selection methods, offering a robust
solution for potato leaf disease detection. The

project demonstrates the potential of machine
learning in agricultural applications, contributing
to more efficient and precise disease management.

Keywords: Decision tree, Feature extraction,
Feature selection, K-nearest neighbor, Machine
learning, Naive bayes, Potato leaf disease,
Random forest, Support vector machine.

|. INTRODUCTION

Agriculture productivity plays a very significant
role in the Indian economy. Agriculture is the major
occupation in India. The economy of our country
highly depends on agriculture and its associated
products. India stood first in the world with the
highest net cropped area followed by the US and
China. Various pests and diseases affect the plant
growth, quantity and quality of the product. So, it
IS very necessary to detect the disease at an early
stage of the growth of the plant. India is a cultivation
nation, more than 60% of the population of India
has agriculture and its productivity as their main
occupation. In India, agriculture is dependent on the
monsoon. When the monsoon is good, agriculture
productivity is good; when the monsoon is less,
productivity is less or not in good condition [1].

Potato is one of the most cultivated crops.
Worldwide potatoes have their cultivation priority
as a staple food. For successful potato production,
a strong food security system can be developed
as it is a great source of vitamins and minerals.
However, several diseases affect potato production
and degrade agricultural development. Therefore,
disease detection in an early stage can provide a
better solution for successful crop cultivation [2].

Article can be accessed online at www.publishingindia.com
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Il. LITERATURE REVIEW

Bhuyar (2014) [3] proposed an approach where
different classification algorithms such as J48, Naive
Bayes, and Random forest algorithm were applied to
soil dataset to predict its fertility. J48 algorithm gave
better result with an accuracy of 98.17% than other
algorithms.

Singh et al. (2015) [4] performed a review of the
literature on various image processing techniques for
detecting leaf disease. The writers wanted to speed
up identification and detection of plant diseases while
lowering the subjectivity that comes with naked-eye
observation. They presented an algorithm that uses
picture segmentation to automatically identify and
categorize plant leaf diseases. The impact of HSI,
CIELAB, and YCbCr color spaces on disease spot
detection was examined by the authors. To identify
the disease spot, the Otsu technique was applied to
the color component after an image was smoothed
using a median filter. The suggested method was not
put to the test on any datasets.

He et al. (2015) [5] deep residual networks
were discussed in relation to image recognition
challenges. As shallow representations for image
retrieval and classification, VLAD and Fisher Vector
are cited in the paper’s literature review as related
concepts. The writers also covered the advantages of
encoding residual vectors over original vectors for
vector quantization. The Multigrid method was also
mentioned as a method for solving partial differential
equations (PDEs) by reformulating systems as sub-
problems at multiple scales, where each subproblem
Is accountable for the residual solution between a
coarser and a finer scale. This method is used in low-
level vision and computer graphics.

Rajeshwari and Arunesh (2016) [6] performed a
comparative analysis of ML algorithms i.e., Naive
Bayes, JRIP and J48 for prediction of soil types. The
experiments were performed on soil data consisting
of 110 samples using data analytics tool R. The
experimental results predicted that JRIP algorithm
performed better as it gave highest accuracy of
98.18% with kappa statistic of approximate 1.0.

Sujata (2016) [7] proposed a model to estimate the
crop yield in order to improve the value and gain of
farming area using data mining techniques.

Islam et al. (2017) [8] suggested a method to identify
diseases from images of potato plant leaves by
combining image processing and machine learning.
The authors classified diseases using the ‘Plant
Village’ database of openly accessible plant images.
Using the suggested method, the research classified
300 images of diseases with a 95% accuracy. The
paper also highlights how crucial contemporary
phenotyping and plant disease detection are to
assuring food security and sustainable agriculture.

Tiwari et al. (2020) [9] proposed a methodology in
which VGG19 was used for feature extraction, and
multiple classifiers, including logistic regression,
SVM, KNN, and neural networks, were applied for
classification. Logistic regression, in combination
with VGG19, achieved a classification accuracy
of 97.8%. The proposed approach outperformed
previous models, achieving a higher classification
accuracy (97.8%). Various approaches, including
image segmentation and traditional image processing
techniques, have been used for disease detection.

Tarik et al. (2021) [10] proposed a methodology that
involves the use of Convolutional Neural Networks
(CNNs) for detecting various types of potato
diseases. The authors collected a dataset consisting
of 2034 images of healthy and diseased potato leaves.
The images were preprocessed using OpenCV,
and a CNN model architecture was employed for
disease classification. The CNN model achieved
a high accuracy rate of 84% for disease detection.
The training, testing, and validation processes were
discussed, indicating successful results. The authors
mention the use of transfer learning to enhance the
model’s performance, adjusting pre-trained weights
to match the desired output dimensions.

Afzaal et al. (2021) [11] explored the use of artificial
intelligence, specifically convolutional neural
networks (CNNSs) and deep learning, for the early
detection of early blight disease in potato plants. They
collected a dataset of images of healthy and diseased
potato plants from four fields, using different lighting
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conditions. The CNNs used in the study were Google
Net, VGG Net, and Efficient Net, trained using the
PyTorch framework. The images were classified
into three classes (2-class, 4-class, and 6-class) to
accurately identify the disease at different growth
stages. Results showed that Efficient Net and VGG
Net outperformed Google Net in terms of disease
identification accuracy.

Rashid et al. (2021) [12] proposed PDDCNN
method, applied to the Potato Leaf Disease (PLD)
dataset, achieved an impressive accuracy of 99.75%,
demonstrating high precision, recall, F1-score, and
an excellent ROC curve. With minimal parameters,
it surpasses existing methods in computational
efficiency. Future extensions include multi-disease
detection on a single leaf, disease localization,
severity estimation, dataset enhancement, an loT-
based real-time monitoring system, and a website/

I1l. RESEARCH METHODOLOGY

mobile application for broader accessibility. Cross-
dataset evaluations on Plant Village and PLD
datasets, with and without augmentation, further
validated the superiority of the PDDCNN method.

Singh and Kaur (2021) [13] proposed a methodology
that includes a description of the necessity of
image segmentation in analyzing colored images.
Implementation of the K-means algorithm for
segmentation. Steps involved in the K-means
algorithm. Mentioning of distance metrics like
Minkowskis Manhattan, and Euclidean distances.
Explanation of the importance of feature extraction
in reducing dimensionality. Adaptation of the
binary classification for multiclass classification in
the context of plant disease detection. Use of the
proposed framework on the ‘Plant Village’ dataset.
Achievement of an overall accuracy of 95.99%.
dataset for three popular crops (tomato, corn and
potato) and the accuracy was 90.01%.
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Fig. 1: Methodology for the Current Study
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A. Data Collection

The dataset contains images of potato leaves in .jpg
format and has been sourced from Kaggle (https://
www.kaggle.com/datasets/emmarex/plantdisease)
[14].

TABLE I: NUMBER OF IMAGES IN DATASETS

80:20 ratio for training and testing purposes. The
Train Image Set comprised 1,736 images, while the
Test Image Set included 434 images.

RGB image is converted into grayscale image using
grayscale () function.

Class No. of Images
Early Blight 750
Late Blight 693
Healthy 727
Total 2170

It comprises a total of 2,170 images, which are
categorized into three distinct classes. The “Early
Blight” class contains 750 images, representing
the highest number of images among the classes.
The “Late Blight” class has 693 images, making
it the class with the fewest images. The “Healthy”
class includes 727 images. Together, these classes
form a comprehensive dataset for analyzing and
distinguishing between early blight, late blight, and
healthy conditions in plants. Samples of Potato Leaf
dataset are shown in Fig. 2.

Early Late

Healthy

Fig. 2: Sample of Collected Potato Leaf Images

B. Data Pre-Processing

After data collection, preprocessing operations and
filtering were performed on the collected images of
the dataset. The images were filtered using median
filtering to smooth the edges and remove noise.
Median filters are particularly useful in reducing
random noise, especially when the noise amplitude
probability density has large tails and periodic
patterns [15]. The dataset was then divided into an

RGB

Grayscale

Fig. 3: RGB to Grayscale

TABLE II: CLASS LABELS OF POTATO LEAVES

Class Labels Potato Leaves
Class 0 Early Blight
Class 1 Late Blight
Class 2 Healthy

C. Implementation of the Framework

The framework begins with the conversion of
RGB images into grayscale images using the
grayscale () function. This step simplifies the image
data and prepares it for feature extraction. In the
feature extraction phase, features of the Potato
Leaves dataset are extracted using the Gray-Level
Co-Occurrence Matrix (GLCM). The GLCM is
a statistical method used to examine texture by
considering the spatial relationship of pixels within
an image. Specifically, it calculates how often pairs
of pixels with specific values occur in a specified
spatial relationship, thereby creating a GLCM [16].

To characterize the texture of the images, the
greycomatrix () function is used to generate the
GLCMs, and the greycoprops () function extracts
specific features from these matrices. The features
calculated from the GLCM include Angular
Second Moment (ASM), Contrast, Dissimilarity,
Homogeneity, Energy, and Correlation. These
features are extracted at four different angles: 0°,
45°,90°, and 150° [17].
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In addition to the GLCM features, the framework
computes additional statistical features such as mean,
standard deviation, variance, skewness, and kurtosis.
In total, 29 features are extracted by applying GLCM
feature extraction at the specified angles. This
comprehensive set of features provides a detailed
representation of the texture and statistical properties
of the Potato Leaves dataset, which is crucial for
subsequent analysis and modeling steps.

D. Technique Used for Feature Extraction

In this section, Features of the Potato Leaf datasets
have been extracted using the Gray-Level Co-
Occurrence Matrix (GLCM).

E. Implementation of Gray-Level
Co-Occurrence Matrix (GLCM)

The framework for feature extraction begins with
converting RGB images to grayscale using the
grayscale () function. This step simplifies the data
and prepares it for the next phase. The feature
extraction process involves the use of the Gray-
Level Co-Occurrence Matrix (GLCM), a statistical
method that examines texture by considering the
spatial relationship of pixels. The GLCM, also
known as the gray-level spatial dependence matrix,
characterizes the texture of an image by calculating
how often pairs of pixels with specific values occur
in a specified spatial relationship within the image.
The GLCMs are created using the greycomatrix ()
function. Subsequently, the greycoprops () function
extracts specific features from the GLCM. These
features include Angular Second Moment (ASM),
Contrast, Dissimilarity, Homogeneity, Energy, and
Correlation. To capture comprehensive texture
information, the features are extracted at four
different angles: 0°, 45°, 90°, and 150°. Additionally,
statistical features such as mean, standard deviation,
variance, skewness, and kurtosis are computed. In
total, 29 features are extracted by applying GLCM
feature extraction at the specified angles, providing
a detailed representation of the texture and statistical
properties of the Potato Leaves dataset.

F. Texture Features

At first level decomposition of GLCM, texture
features likeASM, contrast, homogeneity, correlation,
dissimilarity and energy have been calculated for
each coefficient. A total of 29 features Classification
of Potato Leaves using Machine Learning Techniques
for each image were calculated.

Angular Second Moment (ASM), also known as
Energy, is a feature derived from the Gray-Level Co-
Occurrence Matrix (GLCM) used to characterize the
texture of an image. It measures the uniformity or
smoothness of the texture.

ASM =Y1)jP(, j)2

Contrast is a measure of intensity contrast between a
pixel and its neighbor over the whole image.
Contrast = | iji —j| 2 p(i, J)

Homogeneity measures the closeness of the
distribution of elements in the GLCM to the GLCM
diagonal.

Homogeneity = 1 1+|i—j| ij 2 p(i, j)

Correlation is a measure of how to correlate a pixel
to its neighbor over the whole image.

Correlation = i—pij—pjpi,jcicjij

Dissimilarity is a measure of distance between pairs
of pixels in the region of interest.

Dissimilarity =i — jjpi,ji
Energy provides the sum of squared elements in the
GLCM.

Energy = Pi,ji,j 2 [18]

After the implementation of GLCM, all the computed
features have been saved in .csv file. The resulting
size of .csv file becomes 2170*30 since the dataset
contains 2170 images and 29 are the input extracted
texture features and 01 is the output class label. Later,
the resulting dataset is divided in the ratio 80:20, into
two sets, train set and test set. Thus, train set contains
1736 images and test set contains 434 images.
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G. Technique Used for Feature Selection

To further enhance the performance of the Random
Forest model, Neighborhood Component Analysis
(NCA) feature selection was applied, aiming to
achieve better results by identifying and utilizing the
most relevant features for classification.

H. Implementation of Neighborhood
Component Analysis (NCA)

Neighborhood  Component  Analysis (NCA)
was applied to the dataset for feature selection.
NCA is a supervised dimensionality reduction
method that enhances the predictive power of the
model by selecting the most relevant features.
Neighborhood Component Analysis for Feature
Selection (NCAFSR) is implemented to select
the most relevant features from the dataset before
training a classification model. The process begins
by importing necessary libraries such as pandas,
numpy, and scikit-learn modules. Three datasets,
representing different stages or conditions, are
loaded from CSV files using pd.read_csv. Any
missing values in these datasets are filled with the
mean of the respective columns. The data is then
normalized using the MinMaxScaler from scikit-
learn’s preprocessing module to scale the features
between 0 and 1. After normalization, the data is
combined into a single array and shuffled to ensure
random distribution.

The combined data is split into features (X) and
labels (Y), and then into training and testing sets
using train_test_split. Feature selection is performed
using Neighborhood Component Analysis for
Feature Selection and Reduction (NCAFSR), which
fits the model to the training data to learn the weights
of the features. These weights help in transforming
the training and testing sets by emphasizing more
relevant features. A Random Forest Classifier is
then trained on the transformed training set, and
predictions are made on the transformed testing
set. The performance of the classifier is evaluated
using a confusion matrix, classification report, and
accuracy score, providing insights into the model’s
effectiveness.

The confusion matrix illustrates the performance of
a classification model across three classes. Class 0
has 138 true positives, 7 false negatives, and 11 false
positives. Class 1 shows 124 true positives, 11 false
negatives, and 15 false positives. Class 2 exhibits 134
true positives, 2 false negatives, and 3 false positives.
The classification report provides detailed metrics
for precision, recall, and F1-score for each class.
Class 0 achieves a precision of 0.93, recall of 0.94,
and F1-score of 0.93, based on 147 instances. Class
1 has a precision of 0.85, recall of 0.90, and F1-score
of 0.87, encompassing 138 instances. Class 2 shows
perfect precision (1.0), recall of 0.96, and F1-score
of 0.98, covering 149 instances. The overall accuracy
of the model is 0.91, with macro-averaged precision,
recall, and F1-score also at 0.91, calculated across all
434 instances. The weighted averages for precision,
recall, and F1-score are consistently 0.91. The
“Accuracy” score provided is 0.9124423963133641,
indicating the overall effectiveness of the model
in correctly predicting classes across the dataset.
It provides a complete workflow for detecting
potato leaf diseases using machine learning. It
demonstrates the importance of data preprocessing,
feature selection, and the application of an effective
classifier to achieve accurate and reliable results.
By applying NCA for feature selection and using a
Random Forest classifier, the model is optimized for
better performance in detecting various potato leaf
diseases.

I. Performance Metrics Used

In order to evaluate the performance of all the
ML trained models for crop yield prediction, four
important measures namely accuracy, recall,
precision, and F-score has been computed. These
measures can be calculated from confusion matrix
described as under:

As multiple (three) class labels (Low, Mid, High)
are there in both the wheat and mustard crop yield
prediction problem, thus 3*3 confusion matrix
is used. It is a technique for summarizing the
performance of classification algorithms.
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TABLE IlI: CONFUSION MATRIX

Predicted Class
Low (L) | Mid (M) | High (H)
Actual Low (L) |TP, =Y Ein
Class Mid (M) | Emc TPy EvH
High (H) | Enw Erm TPy

e True Positive (TP): These are the correctly
predicted positive values which mean value
of both actual and predicted class is yes. True
positive will be diagonal values for every class
TP., TPy, TPy

e True Negative (TN): These are the correctly
predicted negative values which mean value
of both actual and predicted class is no. True
negative for a certain class will be the sum of
all columns and rows excluding that class’s
column and row.

TN for class Low, TN| = TP\ +Epu+Epmt TPy
TN for class Mld, TNM = TPL+E|_H+EH|_+TPH

TN for class High, TNy = E_ m+E 1+ TPy tEuy

e False Positive (FP): When value of actual
class is no but the predicted class is yes. False
positive (FP’s) for a class is the sum of values in
the corresponding column (excluding the TP).

FP for class Low = Ey; +En.
FP for class Mid = E| \y+Epym

FP for class High = E| y+Epmn

e False Negative (FN): When value of actual
class is yes but the predicted class is no; False
Negative (FP’s) for a class is the sum of values
in the corresponding row (excluding the TP).

FN for class Low = E; y+E 4

FN for class Mid=E +E
ML  MH

FN fOI‘ CIaSS H|gh = EHL+EHM

e Accuracy: Accuracy is the ratio of correctly
predicted observations to the total observations.
Accuracy is great measure but only when one
has symmetric datasets where value of false
positive and negative are almost same.

Accuracy = TP+TN/TP+FP+FN+TN

e Precision: Precision is the ratio of correctly
predicted observations to the total predicted
positive observations. High precision leads to
low false positive rate.

Precision = TP/(TP+FP)

e Recall: Recall is the ratio of correctly predicted
positive observations to the all observations in
the actual class-yes.

Recall = TP/(TP+FN)

e F1-Score: F1 Score is the weighted average of
precision and recall. Mostly used when there is
an uneven class distribution.

F1-Score = 2*Recall*Precision / (Recall +
Precision) [18]

I\V.RESULTS AND DISCUSSION

The performance of various machine learning
techniques was evaluated using several metrics. The
K-Nearest Neighbors (KNN) algorithm achieved an
accuracy of 77.1%, with a precision of 80%, recall of
77%, and an F-Score of 0.777. The Support Vector
Machine (SVM) method demonstrated an accuracy
of 79.4%, precision of 85%, recall of 79%, and an
F-Score of 0.80. Decision Trees (DT) exhibited an
accuracy of 80.8%, with both precision and recall at
81%, and an F-Score of 0.81. The Random Forest
(RF) classifier showed a significant improvement,
attaining an accuracy of 84.1%, precision of 85%,
recall of 84%, and an F-Score of 0.84. Lastly, Naive
Bayes (NB) presented an accuracy of 79%, precision
of 83%, recall of 79%, and an F-Score of 0.78.

TABLE IV: EXPERIMENTAL RESULTS FOR ML
TECHNIQUES UNDER STUDY

ML Techniques | Accuracy | Precision | Recall | F-Score
KNN 77.1% 80% 7% 0.77
SVM 79.4% 85% 79% 0.80
DT 80.8% 81% 81% 0.81
RF 84.1% 85% 84% 0.84
NB 79% 83% 79% 0.78
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Fig. 4: Comparative Analysis of All ML Techniques

The Hybrid ML-Based Model, specifically
the Modified Random Forest (Modified RF),
demonstrated superior performance compared to
the individual machine learning techniques. The
Modified RF model achieved an impressive accuracy
of 91.2%, with precision, recall, and F-Score all
at 91%. This indicates that the hybrid approach
significantly enhances the model’s predictive
capabilities.

TABLE V: EXPERIMENTAL RESULTS FOR HYBRID
ML-BASED MODEL UNDER STUDY

ML Techniques | Accuracy | Precision | Recall | F-Score

Hybrid ML-Based 91% 91% 0.91

Model

91.2%

V.CONCLUSION

In this research, we explored the efficacy of machine
learning techniques for detecting potato leaf diseases
based on texture features extracted from grayscale
images using the Gray-Level Co-Occurrence Matrix
(GLCM). The study encompassed three main
conditions: Early Blight, Late Blight, and Healthy
leaves, each characterized by distinct textural patterns
captured through GLCM analysis. Our findings
demonstrated that the Random Forest classifier,
augmented by Neighborhood Component Analysis
for Feature Selection (NCAFS), achieved the highest

accuracy of 84.1% among the tested models. This
approach not only effectively classified potato leaf
diseases but also highlighted the importance of robust
feature extraction and selection methods in enhancing
classification accuracy. The results underscore the
potential of machine learning in precision agriculture,
offering a promising tool for early disease detection
and proactive crop management strategies. Future
research could explore larger datasets, integrate
more sophisticated feature extraction techniques,
and validate the model in field conditions to further
enhance its applicability and impact in agricultural
settings.
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Abstract: The present communication is a survey
of digital tools related to plant health care which
is beneficial for farmers. The computational
methods are used by researchers these days for
developing agricultural extension services. This
research used more than 200 research papers in
which nine diverse research issues are observed in
this survey. We have identified 9 research areas in
plant health care in which computational methods
can be used. Image processing is the most common
computational method used by researchers in
solving plant health care related issues. The
computational methods are also identified based
on each research area separately. We have
identified most commonly used computational
tool for each of the nine plant health care issue.
One of the observations is that the researchers
use Decision Support Systems tools for sharing
knowledge about plant health care. The results of
this study will be helpful for computer scientists
to select research gaps in plant health care related
issues.

Keywords: Agriculture extension services,
Computational methods, Digital tools, Plant
health care.

|. INTRODUCTION

Modern technological evolution plays a vital role
in the field of plant health management and plant
care. Farmers can get instant help with information
for crop management and disease management by
using current digital technologies. Farmers can
get acquainted with support services, facilities,

schemes, and the schemes of the government on
time with modern digital technologies that help them
to recognize plant diseases early, cure ailments of
plants timely, and improve crop production. Farmers
can also get advisory services from scientists with
the help of digital tools to adapt to modern
agricultural practices. Fig. 1 represents applications
of information technology for sustainable agriculture
practices. These services include climate prediction,
an online marketplace, field-level decision support
systems, pest management, disease management,
damage analysis, and plant health monitoring.
Modern computational tools and technologies used in
the published literature are studied. This information
will also be helpful for researchers interested in plant
health care services.
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Fig. 1: Applications of IT for Sustainable
Agriculture Practices

I1. DIGITAL TOOLS AND TECHNIQUES
A. Knowledge Based Tools and Techniques

a. Knowledge Sharing

Knowing modern agricultural tools is necessary
for farmers. The world faces local atmospheric
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Uncertainties and variable weather patterns due to
constant climatic change. Early and on-time
information about local weather conditions is
essential for a farmer to know. It is possible only
when farmers can use modern tools and technology.
The Internet of Things (IoT) can fill the gap between
technology and the traditional agriculture system.
Technological shifts toward agriculture and farming
show a positive impact on agriculture services.
Governments and NGOs are trying to fill this gap
between farmers and technology by developing
knowledge-sharing portals and websites. Knowledge
is shared through meetings and discussions by the
farmers traditionally. Farmers can also share their
observations with their peers while working in farms
and marketplaces. Modern technological innovations
can provide farmers with an efficient and fast
agriculture information- sharing platform. WeFarm
[1] is a farmer-to-farmer digital network in which
farmers can communicate with each other via SMS
and online chats. Nearly
1.8 million small-scale farmers are using this
platform. Agtech company Verdant connects
African farmers to provide agricultural insight
and extension services. It uses mobile technology
to increase market accessibility [2]. International
Fund for Agricultural Development (IFAD) and
International Development Research Centre (IDRC)
jointly develop a knowledge networking for rural
development in the Asia Pacific. It is a knowledge-
sharing tool [3]. Online and offline knowledge
sharing can be effective if websites, blogs, and digital
radios are used instead of specialized applications.
Busoga Rural Open Source Development Initiative
(Kampala, Uganda) (BROSDI) broadcasts a live
monthly program that facilitates farmers about
effective farming practices [4]. The knowledge
disseminated by audio blogs can reach a wider
audience [5]. WorldSpace radio uses two satellites
named- AfriStar and AsiaStar, to broadcasts more
than 100 digital-quality audio channels for farmers
around the world. Agricultural blogging allows
quick dissemination of information to the farmers.
The Voices of Africa blog [6] and Kisan blog [7]
show the contribution of blogging in sharing the
experiences of rural farmers. The Collecting and

Exchange of Local Agricultural Content (CELAC)
blog is another blog where farmers and agriculture
practitioners can post articles [8]. Some public and
private organizations use mobile technology to
provide market information to farmers. Tradenet.
biz is an enterprise that covers 15 countries and
500 markets to offer information related to supply-
chain, from price updates, harvests, transport,
trading offers, disease outbreaks, and weather.
The poor farmers in Tanzania use mobile phones
to access market information in real-time under the
First Mile Project [9-14]. It is a joint venture of the
Government of Switzerland and the Government of
Tanzania.

b) Climate Predictions

Due to climate change, fluctuations in the temperature
and rainfall observed impose a diverse effect on
agricultural production. The North-Eastern United
States developed free, online decision-making tools
for farmers in a Cornell Climate Smart Farming
program. The developed tools combine local weather
stations and agricultural data and inform farmers that
are useful in decision-making [15]. The United States
Environmental Protection Agency also developed
a toolkit for farmers. The developed climatic tools
include the growing degree day calculator [16], water
deficit calculator [17], Nitrogen management tool
[18], crop planting scheduler [19], drought monitor
[20-21], EPA’s climate resilience evaluation and
awareness tool [22] for annual total precipitation,
annual average temperature. The South-East Climate
Consortium developed a web tool that deals with
volatile weather patterns in Florida [23]. The Climate
Predictability Tool is a software package designed
by Columbia University for the seasonal Climate
forecast Model [24]. Machine learning can also
play role in Climate prediction [25-27]. Example
of some of the contemporary tools are - outbreak
risk prediction [28], seasonal precipitation [29-31],
weather prediction [32], climate change prediction
[33, 34], solar radiation prediction [35-36], to predict
plant growth and yield [37-38]. Some researchers use
GIS-based machine learning for climate downscaling
prediction [39]. Fig. 2 is showing some eTools
helpful for sustainable agricultural practices.
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Fig. 2: eTools for Sustainable Agriculture Practices

c) Linkages with Agriculture Research Scientists
and Local Advisors

Active Linkages between researchers and farmers
are necessary. Agriculture-based research could be
successful if it is helpful for farmers. This linkage
of research and farmers such interactions lead to
the design and delivery of appropriate technology
practically suitable for the stakeholders [40]. Many
gaps between agricultural research and extensions
cause the complexity of agriculture research products
[41-42]. Communication and digital knowledge-
share are effective for this [43].

d) Field-Level Decision Support System

Applications of decision support systems in
agriculture have increased rapidly in the last
decade [44-46]. A decision support system (DSS)
is an interactive software-based system used to
help decision-makers to compile information from
a combination of raw data to identify and solve
problems. It also makes an optimized decision
[44, 45]. An effective DSS could be paper-based,
software, or a mobile app. A study suggests that
software is 28% more useful for a farmer than paper-
based (22%) DSS, followed by mobile app based
(10%) [47]. Nowadays, the evolution of agriculture
steps into Agriculture 4.0, thanks to the employment
of current technologies like the Internet of Things

[48], Big Data [49], Artificial Intelligence, Cloud
Computing [50], and Remote Sensing [51-53]. The
applications of these technologies can improve the
efficiency of agricultural activities significantly. A
machine learning-based DSS could be more effective
[54-55]. A decision support system used for farm
management [56], assessment and management of
soil functions [57], enhancing crop productivity
[45, 110, 112], farm machinery management [58-
59], agro-technology transfer [46], improving the
efficiency of water use [60]. The Watson Decision
platform for agriculture combines IBM’s advanced
capabilities in artificial intelligence, the Internet of
things, and cloud computing [61].

e) Tools for Plant Protection

Early control of pests is a must in agriculture.
Pesticides can harm the crop and human health,
hazardous to the environment also. It is required to
inform farmers about sustainable plant protection
techniques [62].

f) Sustainable Plant Protection

The global impact of climate change is influencing
plant production and constraining farmers’ change
crop monitoring and management strategies. Farmer
finds difficulty in the present climatic scenario to get
ecological and economic ROI (return on investment).
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One factor is to protect plants from plant disease
outbreaks. For this, a farmer must concentrate on
plant type, soil-weather conditions, predictions
and forecasting of disease outbreaks, and optimal
timing and quantity of using pesticides. Smart field
monitoring viz loT-based soil monitoring systems
improve the soil as per the crop [63] and proper
irrigation [64-65].

g) Online Marketplace for Sustainable Plant
Protection

To have sustainable plant products, farmers must
have sustainable plant protection products such as
biofertilizers and organic pesticides at affordable
prices. All India Network Project on biofertilizers
(aicrp BNF) is an example of such an initiative
of The Indian Council of Agricultural Research
(ICAR) [66]. Indian Farmers Fertilizer Cooperative
Limited (IFFCO) [67] and e-Urvarak is a dashboard
developed by National Informatics Center, India,
ensures adequate and on-time delivery of sustainable
fertilizers to the farmers and facilitates easy
monitoring by various stakeholders [68].

B. Tools for Plant Health Care
a) Plant Health Care is an Important Issue

The production is directly dependent on the healthy
crop. It is desirable to keep plants healthy by early
detection of diseases and attack of pests. Continuous
monitoring of plants is the main factor for disease
monitoring. Al-enabled plant disease detection [69-
70] and monitoring systems [71-72] are helpful
in disease detection [73-74], monitoring [71-72],
classification [75], and pest detection [76]. The
computational techniques used in plant disease
detection and monitoring digital tools are neural
networks [73, 77], multimedia sensor networks
[74], remote sensing [78], biosensors [79], image
processing [69], and deep learning [75-76].

b) Detecting, Monitoring and Controlling Pest
Threats

Climate change affects the behavior, distribution, life
cycle, and outbreak potential of pests. An effective
pest monitoring system is essential as an embedded

feature of climatic predictions to eradicate potential
threats. During the outbreaks, a real-time monitoring
system must have pest risk prediction data and pest
distribution observations. An effective digital pest
control and monitoring system can have several
modules as pest detection [76, 78, 80-85], pest
management [86-88], pest monitoring [89], pest
controlling [89-90], pest classification [85, 91],
pest surveillance [80, 92-93] and, damage detection
[94-95]. Researchers use deep learning [76, 96-
97], remote sensing [78], SVM classification [84,
98], computer vision [81, 98, 99-101], Supervised
learning [102], clustering [103], intelligent mobile
applications [104], radio [105], multi-object
detection method [104], image processing [83],
bio-inspired methods [106], artificial intelligence
[88], wireless sensors [90], AloT [82] and electronic
nose [107-108], artificial intelligence [109], sensing
technologies [110] for pest detection and monitoring.
PestinaNet [111] is an example of a real-time crop
pest detection system.

i) Pest Recognition

Pest recognition is finding pest attacks in plants
using various computational techniques [112-113].
Researchers attempt to successfully recognize
pests in plant leaves [114-115], roots [89] [102],
tuber [89], fruits [116], and trunk [115]. Diverse
computational techniques used by researchers in pest
recognition. Some of this are-image processing [114,
117], attention-embedded lightweight network [112],
artificial intelligence [119], SVM [120], K-means
clustering [91, 121], machine learning [91], deep
learning [116], embedded system [122], machine
vision [99].

i) Damage Analysis

Another issue related to pest control and
management is detecting the amount of damage
by pests [94, 95, 123]. Farmers use information
about the severity of the infection and the damage
to the plant. It may help farmers decide to apply
for medicine or discard the plant. The computation
techniques used by researchers for damage analysis
are pattern recognition [94], RBF-SVM algorithm
[124], artificial nose [125-126], remote sensing
[127], computer vision [128], and image processing
[123].
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iii) Pest Management

An initiative is required to develop response plans
to tackle crop health threats [129]. Digital pest
management [130] helps farmers to elevate pest
control by automating the monitoring of pests. These
Intelligent and automatic systems improve pest
monitoring and support pest managers smartly. An
example of this is rodent traps using 10T Technology
[131]. The classification and detection of insects in
crops using intelligent pest management [132] is an
efficient way of pest control. There is evidence of
using climate-smart pest management systems [86],
Automatic Moth detection [133], and Environment
monitoring [134] in the literature. Information
technology tools like Drones [135], Satellite images
[136], and agricultural aircraft [137-138] for pest
control and management system. The computing
technologies used for this purpose include image
processing [132, 133, 138-139], decision support
systems [148], deep learning [132,140], GIS [141],
and web technology [142].

c¢) Detection, Monitoring, Management and
Controlling Plant Diseases

i) Disease Detection

Disease detection is the process of detecting diseases
from infected plants. Many disease detection tools
are discussed in the literature [143-144, 70, 79]. The
digital techniques used for disease detection in plants
are image processing [69, 145-152], sensors [153],
robotics [154], deep learning [76, 149, 151-152,
155-161], hyperspectral imaging and image sensing
[162-164], Internet of Things (10T) [165-166], neural
networks [167-168], machine learning [150,169],
orthogonal learning [168], evolutionary computation
[168], swarm intelligence [168], support vector
machine (SVM) [170-171], soft computing [146,
149]. The AuToDIDAC [172] and pathology [154]
are plant disease detection tools designed for plant
disease detection.

ii) Disease Monitoring and Management

Combining modern plant disease monitoring and
management tools with disease detection tools is
required. It is beneficial for the development of
integrated high-tech crop protection systems in the
future [72, 173]. The computational methods used
by the researchers for this purpose are loT [174-
178], neural networks [77, 179], robotics [154,
180], unmanned aerial vehicles [178, 181], soft
computing [182], image processing [182- 183],
remote sensing imaginary [184-186], deep learning
[187], geographical Information system (GIS) [188],
machine learning [176], data mining [189], wireless
sensor network [178, 190], wearable sensors [191],
online decision support system (DSS) [192] and,
hyperspectral technology [193]. A playhouse is a
plant monitoring system that uses a convolutional
neural network (CNN) for disease monitoring [77].
Chlorophyll fluorescence imaging is another tool to
monitor the progress of a root pathogen in a perennial
plant [183].

A decision support system was developed by
researchers for decision-making [194-195]. An
expert system is used for this purpose [196]. Quant
is a software to quantify disease severity [197-198].
10T tools have been used in literature by researchers
for detecting and controlling plant diseases [174].

I11. DISCUSSION

Pest detection, pest monitoring, disease detection,
and disease monitoring issues are common research
areas in the literature. Monitoring of field, soil and
irrigation, damage detection, damage prediction,
and predictions of real-time early pest approaches
are some issues ignored by IT professionals. The
development of intelligent computational methods
for plant health care is required. Table I indicates the
observed research areas related to plant health care
and the computational methods used for that issue.
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TABLE |: COMPUTATIONAL METHODS USED IN DIFFERENT RESEARCH AREAS RELATED TO PLANT HEALTH CARE

Sr. No.

Major Research Area

Sub Areas

Computational Method Used

1

Knowledge Based Tools &
Techniques

Knowledge Analysis

Knowledge Sharing

Decision Support System [44, 45-46, 50, 56-59]
GIS [39]

Digital Knowledge Sharing Tools [43]

Mobile Apps [47]

Internet of Things [48, 61]

Big Data [49]

Artificial Intelligence [50, 61]

Cloud Computing [50, 61]

Remote Sensing [51-53]

Machine Learning [54-55]

Field Monitoring

Field Monitoring

Smart Applications [202-204]

Soil Monitoring

10T [63]

Irrigation Monitoring

10T [64-65]
Decision Tool [205]

Crop Productivity Monitoring

Decision Support System [206]

Plant Health Monitoring

Disease Detection

Disease Classification

Neural Networks [73, 87]
Multimedia Sensor Networks [74]
Remote Sensing [78]

Biosensors [79]

Image Processing [69]

Deep Learning [75-76]

Pest Detection

Pest Detection

Deep Learning [76, 96-97]
Remote Sensing [78]

SVM Classification [98, 114]
Computer Vision [81, 98-101]
Supervised Learning [102]
Clustering [103]

Smart Phones Applications [104]
Radio [101]

Multi Object Detection Method [104]
Image Processing [83]
Bio-Inspired Methods [106]
Artificial Intelligence [19, 109]
Wireless Sensors [90]

AloT [82]

Electronic Nose [107-108]
Sensing Technologies [110]

Pest Recognition

Pest Recognition

Image Processing [114, 117]
Attention-Embedded Lightweight Network [118]
Artificial Intelligence [119]

SVM [120]

K-means Clustering [91, 121]

Machine Learning [91]

Deep Learning [116]

Embedded System [122]

Machine Vision [99]
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Sr. No.

Major Research Area

Sub Areas

Computational Method Used

6

Pest Management
(Monitoring, Controlling,
and Surveillance)

Climate-Smart Pest Management

Systems
Automatic Pest Detection

Environment Monitoring

Drones [137]

Satellite Images [136]

Agricultural Aircraft [137-138]
Image Processing [132-133, 138-139]
Decision Support System [148]

Deep Learning [132, 140]

GIS [141]

Web Technology [142]

Damage Analysis

Damage Detection

Damage Severity Analysis

Pattern Recognition [94]
RBF-SVM Algorithm [124]
Artificial Nose [125-126]
Remote [127]

Computer Vision [128]
Image Processing [123]

Plant Disease Detection

Plant Disease Detection

Image Processing [69, 112, 145-147, 149-152]
Sensors [153]

Robotics [154]

Deep Learning [76, 149, 151, 155-157, 158-161,
199, 201]

Hyperspectral Imaging and Image Sensing [162-
164]

Internet of Things (1oT) [165-166]

Neural Networks [167-168]

Machine Learning [150,169]

Orthogonal Learning [168]

Evolutionary Computation [168]

Swarm Intelligence [168]

Support Vector Machine (SVM) [170-171]

Soft Computing [149]

Disease Monitoring and
Management

Disease Monitoring
Disease Management

Disease Control

loT [172, 176-178]

Neural Network [77, 179]

Robotics [154, 180]

Unmanned Aerial Vehicles [178,181]

Soft Computing [182]

Image Processing [182-183]

Remote Sensing Imaginary [184-186]

Deep Learning [187]

Geographical Information System (GIS) [188]
Machine Learning [176]

Data Mining [189]

Wireless Sensor Network [178, 190]
Wearable Sensors [191]

Online Decision Support System (DSS) [192]
Hyper Spectral Technology [193]

Expert Systems [196]
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It is required to identify computational methods
before solving an issue related to plant health. A
review of more than 200 already published research
papers has been performed to answer this query.
Fig. 3 shows commonly used computational
methods in already published research papers for
plant health care. Fig. 3 is a frequency distribution

chart of computational methods by computer
scientists used for plant health care issues. It is
observed that image processing and image analysis
is the most frequently used computational method
for solving plant health care issues, followed by the
internet of things (1oT) and decision support system
(DSS).
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Fig. 3: Frequency Distribution Graph for Computational Methods Opted by Researchers
for Development of Plant Health Care Related Tools and Applications

Fig. 4 is showing the share of various computational
methods used in different research areas observed in
the survey. For knowledge Analysis and sharing of
plant related information, decision support systems
(35%) and remote sensing (13%) is most commonly
used, followed by cloud computing (9%) and
artificial intelligence (9%). For Field Monitoring
related issues smart application tools and internet of
things shares 50-50% part.

In plant health management applications, Biosensors
(36%), neural networks (18%) and deep learning are
most commonly used by the researchers. For pest
detection, computer vision (19%), deep learning
(12%) and support vector machines (8%) are given
importance. For pest monitoring and management
systems agriculture aircrafts (15%) and drones
(8%) and, GIS (8%) are used with support of image
processing (31%) and deep learning (15%) etc.
For pest recognition image processing (18%) and

unsupervised learning (18%) is most commonly
used by the researchers. Electronic nose is a modern
technology used in 29% research papers reviewed
for damage analysis. Some other methods used for
this damage analysis are- pattern recognition (14%),
support vector machines (14%), remote sensing
(14%), image processing (14%) and computer vision
(14%). For plant disease detection deep learning
(29%) is most commonly used followed by image
processing (24%).

IVV.CONCLUSION

Plant health is an important issue that has direct
effect on crop production. In the present survey of
more than 200 papers it was observed that image
processing, followed by Decision Support System
(DSS), Internet of Things (IoT), computer vision
and deep learning are contemporary computational
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tools used by researchers for various research areas
related to plant health care. Among nine identified
research areas, plant disease detection and disease
monitoring is most frequently researched. For each
observed nine research areas in the literature, the
most used computational method identified. The
area most used tool duo for each of the observed
research area are: (i) Knowledge Analysis & Sharing
— DSS (35%), (ii) Field Monitoring — 10T (50%),
(iii) Plant Health Management — Biosensors (36%),
(iv) Pest Detection — Computer Vision (19%),
(v) Pest Recognition — Image Processing (18%),
(vi) Pest Management — Image Processing (31%),
(vii) Damage Analysis — Artificial Nose (29%),
(viii) Plant Disease Detection — Deep Learning (29%)
and (ix) Disease Monitoring and Management — loT
(19%). The present research can be used to identify
research gaps in terms of plant health issues and used
computational methods.
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Abstract: Cybersecurity is an essential function
of all enterprises. Threat mitigation is necessary
to prevent cyber risks from costing the
enterprise much more money and resources. The
enterprise should establish a robust and vigorous
cybersecurity program. Every incident is an event
but not every incident should demand an urgent
response. Much of the value of incident processing
and incident reporting lies in the free-text section
of the incident report. In healthcare, incident
processing is a key function of the IT department.
By determining whether an attack’s detection
is imminent, IT can utilize threat mitigation
to reduce costs and resources associated with
cybersecurity threats. Artificial intelligence, big
data, and machine learning have been utilized
in threat mitigation. In healthcare, this is an
essential function of the IT department to reduce
the likelihood of Ransomware attacks. This paper
discusses event processing, incident processing,
and the tools used to mitigate any attacks.

Keywords: Artificial intelligence (A,
Cybersecurity, Healthcare, Incident processing,
Information, System, Threat mitigation.

. INTRODUCTION

Every incident constitutes an event and selected
events should not demand an urgent response.
Information concerning patient safety incidents
has been broadly identified by incident reporting
systems. The free-text section of incident reports

constitutes much of the value of incident reports. To
address the gravity of incidents within an enterprise,
researchers developed a decision-making scoring
system that determined the severity of incidents using
the semantic features of the text in incident reports
comparing the results with the opinions of experts.
Next, researchers calculated a severity term score,
a severity report score, and a severity group score.
However, it is necessary to research and investigate
a suitable number of incident reports necessary to
evaluate groups utilizing the severity report score,
therefore, further research is necessary. The data
volume necessary to decide the trends corresponding
to the tendencies of the central limit theorem is the
key to this approach [1].

A collection of automated tools such as vulnerability
scanners, monitoring and logging tools, and antivirus
software has been investigated. Decision trees for
each category of tools were executed to assist in
finding the way through huge amounts of information
[2]. Table I [3] shows some threats (with a high
probability of incident occurrences) during the
COVID-19 pandemic.

TABLE |: SOME THREATS DURING COVID-19

Aspects Threats
. Financial fraud, data theft, personal
Actions on . -
. information theft, password stealer,
objectives .
ransom, disturbance
Backdoor & persistence, Lokikbot Trojan,
Installation Trickbot Trojan, AZORult Info stealer,
Ransomware Samas, GradCrab
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Threats

RDP (Remote Desktop Protocol) brute
force, Drive-by compromise

Email phishing, SMS (short message
service) phishing, fake testing apps, attacks
against the teleworking infrastructure,
attacks against health organizations,
fraudulent domains: Corona-virus-map.
com; Apps: COVID-19 tracker

Aspects

Exploitation

Delivery

In healthcare, incident reporting is a key process
for the information technology (IT) department
and depends on many factors. Clinical staffs carry
mobile devices in most cases, have access to facility
computers including email, and have access to
programs that could threaten the very livelihood of
the medical center community. Having a robust IT
reporting system for incidents is a crucial function
of the IT department. Clinical staff, ancillary staff,

and management staff should have access to most
incident reporting systems. In case of a threat such
as phishing emails, Ransomware, or other malware
from suspicious or malicious actors, the staff should
be taught to report so IT staff can minimize the
damage and halt any threat to patient care disruption.

I1.EVENT/INCIDENT PROCESSING, ATTACKS
DETECTION, AND THREAT MITIGATION

Event prediction in big data forces the discovery
and assimilation of interconnected techniques that
focus on challenges, comprised of the following: 1)
heterogeneous multi-output estimates [4], 2) complex
needs amid prediction outputs [5], 3) a real-time run
of prediction jobs) [6], and 4) trials in the big data
event. The taxonomy of event prediction and related
practices are shown in Table I1 [7].

TABLE II: EVENT PREDICTION AND TECHNIQUES

Location prediction

Categorization Further Categorization Techniques
(Goals) (Output Forms of Goals)
e Unsupervised: spatial scan, network scan
Point-based e Supervised: spatial autoregressive, spatial multi-task learning,

e geo-featured classification

Raster-based

e Trajectory destination prediction
e Spatial clustering, embedding, and convolution

Continuous time

e Survival analysis
e Point process
e Regression

Time prediction Discrete-time

e Indirect manner
e Direct manner

Occurrence

e Anomaly detection
e (Auto-) regression
e Classification

Semantic sequence

Step 1: Event representation
Step 2: Event causality inference
Step 3: Future event inference

Semantic prediction | Associate-based

e Frequent set mining
e Decision list

Causality-based

e \Whole-sequence classification: model-based, feature-based,
prototype-based

e Next-event generation: descriptive-based, attributed-based
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Location and time

e Point-based: spatiotemporal point process, spatial temporal

e Raster-based: RNN, 3D CNN, CNN+RNN, spatial temporal

Gaussian process

CRF

Joint prediction Semantic and time

e Time expression extraction
e Temporal association rule
e Multi-variate time-series forecasting

Location, time, and semantics

e Tensor-decomposition-based methods
e Crowd wisdom-based methods: crowdsource systems, model

e Future event expression identification

ensembles

It is important to the facility for IT staff to monitor
specific functions of a potential attack. Programs in
the cloud and the network are highly susceptible to
malicious actors and events likely to become threats.
In-depth-detection of an incident or event may be
accomplished by employing one or more of the
subsequent detection methods [8]:

e Network or cloud intrusion detection.

e Behavior monitoring—using machine learning,
this function is an advanced correlation
engine, and/or behavioral biometrics. It can be
accomplished using the following techniques:

e Service and infrastructure monitoring.
e Network protocol analysis.
e Network flow analysis.

e Privilege escalation detection—used to detect
privilege escalation and these techniques
embrace, but are not constrained to the
following:

e Host intrusion detection.

e File integrity monitoring.

e Attempted unauthorized
detection.

e Monitoring SaaS Services such as Office 365
or G Suite.

e Event correlation—gathering data from
application logs or host logs and analyzing it to
identify relationships and can be achieved using
the following techniques:

e Security incident and event management
(SIEM).

user  access

e Malicious host communication detection.

e Using a centralized dashboard that selects
threats based on user inputs.

e Physical security.

Threat mitigation is crucial to all enterprises,
especially in hospitals. Greater risks and damage will
occur very quickly without mitigation. Mitigation is a
complicated issue and is related to current resources,
available techniques or tools, and individuals with
experience and skills. Basic cyber threats should be
evaluated as to their severity. The simple methods of
cybersecurity threat mitigation contain, but are not
limited by the subsequent techniques [8]:

e Risk assessment

Access control system
Intrusion detection system
Video surveillance system
Policies and procedures

Automated device data wiping—this technique
uses tools that activate routine data wiping of
departing employees’ devices.

When Security Information and Events Management
(SIEM) ends, Security Orchestration, Automation,
and Response (SOAR) systems pick up the incident
response procedure delivering an automated and
arranged response during the Identification Phase,
as well as the Containment, Eradication, and
Recovery Phases. SOAR is a critical component of
cybersecurity threat mitigation when disparate tools
are integrated within a common platform. SOAR is
a product line category of the Security Operations
and Automation Platform Architecture (SOAPA). An
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SOAPA platform puts together technologies through
data collection, processing, analytics, and security
operations. Table Il describes an SOAPA system [9].

TABLE lll: AMULTI-FUNCTIONAL SOAPA SYSTEM

Functions and
Components

Description and Details

e Historical data

e Database management system
(DBMS)

e Security logs
e Data loss prevention

e On premises & cloud-based services/
data, network traffic, etc.

e Other (network analyzers, alerts/
sensor systems, vulnerability
scanners, honeypots/probes)

e SIEM

e SOAR

e Intrusion detection system (IDS)
e Intrusion prevention system (IPS)

e Extended detection and response
(XDR)

e Threat intelligence platform (TIP)
e Unified threat management (UTM)
e Analytic Al/ML models

e Communication services

e Message/data formatting

e Processing

e Transformations

e User interface (Ul)

e Security Operations Center (SOC)
analysts

e Proactive SOAPA dashboard
(notifications, alerts/events, attack
predictions, and reporting)

Data services
functions

Security
operations
functions

Analytic functions

Integration
functions

User interface &
experience (UIX)/
Management
Station

Because AI/ML does not rely on static signatures
utilized in conventional anti-virus systems, it is
perfect for malware detection and anti-virus [10]
[11]. Useful for finding and classifying phishing
and malware emails, artificial neural network
(ANN)-based models can [12] attain full Al/
ML empowerment of SOAR, and reinforcement
learning (RL) models can be forced to control
security orchestration, automation, and response.
Autonomous software agents making observations
and taking sequential actions optimally, with

or without incomplete previous knowledge of
the operational environment, can also be RL
and consequently be predominantly flexible for
deployment in real-time and dynamic cybersecurity
environments [13].

I11. EVENT AND INCIDENT PROCESSING IN
HEALTHCARE

Healthcare generally uses two kinds of event
predictions: 1) individual-level for clinical
longitudinal events and, 2) population-level disease
outbreaks and epidemics. Extensive research on
disease outbreaks for many different types of diseases
and epidemics such as flu, HIN1, and COVID-19
has been conducted for population-level events [14].
Due to the rapid growth of massive surveillance data
from government agencies, social media datasets,
and other public datasets, a massive increase in
the use of data-driven approaches to directly learn
predictive mapping has developed [15]. Research
has begun to focus on the individual level, including
the longitudinal predictive analysis of individual
health-related incidents such as adverse drug events
[16] and sudden illnesses (e.g., strokes).

Incident reports can be submitted by physicians,
providers, nurses, pharmacy technicians, biomedical
equipment  technicians,  nursing  assistants,
administrative assistants, security guards, radiologic
technologists, etc., depending on the specific
situations of incidents, physicians, nurses, nursing
assistants, radiologic technologists, biomedical
equipment technicians, pharmacists, administrative
assistants, security guards, etc. [1]. Yokohama
City University Medical Center, Japan developed
an incident reporting system. Anonymous, the
incident reporting system included information
about the incidents, like the professions, incident
level, location, free-text content regarding the actual
occurrence, and a measure to prevent future incidents.
Currently, seven nationally defined incident levels
exist in the system including Level 0—Incident with
no direct impact on patients, Level 1—Incident with
no substantial harm to patients, Level 2—Incident
with only minor impairment to patient care requiring
no further treatment, Level 3a—Substantial damage
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to patients making it necessary to render further
treatment to prevent a prolonged hospital stay, Level
3b—Significant damage to patient care models
requiring further treatment including a prolonged
hospital stay, Level 4—Permanent disability related
to the accident, Level 5—Death related to accident.
A Japanese hospital must report to the Japan Council
for Quality Healthcare and publicly announce an
incident that is Level 3b or above [17].

I\VV.EVENT AND INCIDENT PROCESSING IN A
LARGE MEDICAL CENTER

Charleston Regional Medical Center is a large
medical center/hospital that serves patients in
Mississippi, USA. In the Medical Center, events
can be patient data theft, financial fraud, insurance
fraud, password theft, personal health information
theft, email phishing, etc. Ransomware occurrence,
patient data theft, financial fraud, insurance fraud,
personal health information theft, mobile device
tampering, etc. are often treated as incidents. All
incidents and events should be reported to the IT
department, management, upper management, and
risk management at first occurrence.

There are generally the following steps in the event/
incident processing:

e Event/Incident Detection: At the first notice of
a breach during patient care or management
review of patient data or billing information.

e Logging: Need to be logged via a report in the
IT department.

e Categorization: Categorized according to the
level of incident severity and whether it will shut
down patient care such as with Ransomware;
for example, with Ransomware all patient care
or billing is shut down by malicious actors with
the intent to scam monetary reward for returning
function. With a breach of patient data, this is
categorized as a high priority because patient
data is protected. Billing data is also protected.

e Prioritization: Low (e.g., email phishing);
Medium (e.g., theft of passwords or medical
equipment); and High (Ransomware, patient
data theft, insurance fraud, billing fraud, etc.)

e Response: The police and IT departments need a
detailed ongoing analysis and risk management
program.

e Escalation (Level 1, 2, or 3 Support): Level
1 (such as email phishing and spam mail)—
probably will not harm patient care; Level 2
(e.g., theft of medical equipment and mobile
devices)—may shut down patient care; Level
3 (Ransomware, patient data theft, insurance
fraud or billing fraud, etc.)—will shut down
patient care.

e Resolution/Recovery: Will need to either pay
the ransom or find a roundabout way to return
patient care ability. Block email from personal
accounts.

The Event and Incident Processing System is
being implemented in the Medical Center to meet
operational needs and improve cybersecurity.
Annual training regarding event/incident processing
and cybersecurity in healthcare is provided for all
employees and contractors. The Event and Incident
Processing System consists of the following
components:

e Data Services: Network traffic, security logs,
sensor systems, user behaviors, etc.

e Big Data Analytics and Al/ML: Data analytics,
predictions, anomaly detection.

e Dashboard/Display: Events/incidents alerts or
notifications.

e Incidents/Security Reporting: Internal/external
reporting, agencies, third parties, and partners/
collaborators.

V/.CONCLUSION

Every incident is an event, although some events
may not warrant an urgent reaction. As a result,
incident reporting systems should be widely adopted
for information collection regarding patient safety
incidents. Most of the value for incident reports lies in
the free-text section. In healthcare, incident reporting
can be a critical function of the IT department and
may depend on many factors. Clinical staff can
carry mobile devices, have access to medical center
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computers including email, and maintain access to
programs that could threaten the very livelihood
of the medical center community. A robust IT
reporting system for incidents is a key function of
the IT department. Clinical staff, ancillary staff,
and management staff should have access to most
incident reporting systems. In case of a threat such
as phishing emails, Ransomware, or other malware
from suspicious or malicious actors, the staff should
be taught to report so IT staff can minimize the
damage and halt any threat to patient care disruption.
More hospitals are using big data in patient care.
However, big data has many challenges and should
be carefully considered by experts. Many hospitals
are using Al in daily medical center functions. Using
Al can alert the IT department of most threats before
they become serious threats to halt all patient care
functions. The IT department is using all manner of
functions to identify threats and halt all threats to
patient care before the threat becomes irreparable.
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Abstract: During their collegiate journey,
students face uncertainties and challenges that
could be alleviated through guidance from
alumni; however, many senior graduates do not
maintain active connections with junior students,
leading to a significant communication gap.
During recruitment periods, students require
insights into career paths and potential employers,
yet the lack of a systematic record of alumni
achievements and a centralized communication
platform often leaves them unsupported. Alumni,
on the other hand, may lose contact with their
alma mater, missing out on opportunities to
engage with current students and support ongoing
initiatives. To address these issues, we propose a
comprehensive alumni association platform. This
platform aims to bridge the communication gap,
enabling alumni-student mentorship, showcasing
alumni success stories, providing a job portal,
and promoting alumni events. By fostering
meaningful connections and career advancement,
the platform cultivates a lasting relationship
between alumni and their institution.

Keywords:  Alumni  association  platform,
Data management, Donation portal, Event
coordination, Job opportunities, Mobile and web
application, User-friendly interface.

|. INTRODUCTION

Alumni associations serve a crucial function in
fostering enduring connections between graduates
and their alma mater, often functioning as an
intermediary to provide networking, mentorship,
and professional development opportunities. Robust
alumni networks contribute to both individual
career advancement and the institution’s reputation;
however, many institutions encounter challenges in
maintaining active alumni engagement. Over time,
graduates may become disconnected from their
alma mater, unaware of events, student support
opportunities, or avenues for financial contribution.
For current students, the absence of a structured
alumni network limits access to valuable guidance,
particularly during recruitment periods when insights
from experienced alumni regarding industry trends
and potential employers are invaluable.

In response to these challenges, this study proposes
the development of a dynamic Alumni Association
platform specifically designed for Government
Engineering College. This platform will facilitate
connections between alumni and students through
an accessible web and mobile interface, enabling
mentorship, professional networking, and community
building. Key features include a secure donation
portal, an alumni directory, job postings, and the
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capability to share success stories. Furthermore, the
platform will host event announcements and
registration, enabling alumni to maintain involvement
in institutional activities and fostering a vibrant,
supportive alumni-student ecosystem. This solution
not only enhances alumni engagement but also
empowers students, thereby strengthening the overall
legacy of the institution.

Il. LITERATURE SURVEY

Extensive research has been conducted on
the function of alumni associations and their
digital management systems, underscoring their
pivotal role in preserving institutional-graduate
relationships. These platforms serve to augment
networking opportunities, foster professional
growth, and promote philanthropic initiatives, while
incorporating features that bolster both alumni
involvement and the career advancement of current
students.

e Enhancing Alumni Growth and Engagement:
A study underscores the significance of alumni
associations in facilitating institutional growth
through the cultivation of alumni as ambassadors
and mentors. The research proposes the
incorporation of alumni into governance and
decision-making processes to enhance their
commitment and influence, thereby augmenting
the university’s reputation and societal impact
[1].

e Data Collection and Profile Management:
Effective alumni data management is essential
for accurate engagement. An alumni tracking
system developed at Tribhuvan University
addresses challenges in managing diverse data
sources, incorporating self-updating profiles
for enhanced tracking accuracy. This system
supports a dynamic, up-to-date database of
alumni, enabling users to view the career
trajectories of their cohort members, thereby
fostering active participation in the alumni
network [2].

e Integrated Media and Cloud-Based Solutions:
The Integrated Media Model presents a cloud-
based solution for alumni associations, utilizing

a “1+M-+N” model for multi-level engagement.
This model incorporates functionalities for
establishing distinct alumni identities and
provides scalable cloud data management to
facilitate effective alumni relations across
diverse geographical regions and institutional
departments [3].

Modular Platform Design for  Alumni
Engagement: The Alumni Connect Hub,
developed for Sipna College, demonstrates
the efficacy of modular platform design. Key
features encompass profile management,
event registration, donation options, and job
boards, providing alumni and students with
an interactive and user-centric experience for
career support and institutional contributions
[4].

Career Support and Feedback Systems: A
modular alumni portal developed for JD College
emphasizes job postings, event updates, and
feedback systems, aiming to enhance alumni-
student connections and facilitate students’
career advancement through  consistent
interactions with alumni [5].

Data Security and Scalable Solutions:
An alumni portal designed for Nigerian
universities prioritizes secure and scalable data
management. Through the implementation of
secure login protocols and planned donation
integrations, this platform addresses data
security concerns while facilitating alumni
engagement [6].

Mentorship-Focused Smart Alumni System:
The Smart Alumni System (SAS) integrates
social networking features with data mining to
facilitate student-alumni mentor matching based
on shared interests and career backgrounds.
This system fosters individualized mentorship
and collaborative opportunities for students and
alumni [7].

Data-Driven Insights with Regression Models:
The alumni network platform developed at
the University of Antique utilizes regression
models to enhance wuser satisfaction by
analyzing predictors such as navigation ease
and mobile accessibility. The platform also
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proposes artificial intelligence and virtual
reality integration to augment engagement

through personalized experiences and advanced
security measures [8].
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I11. EVALUATION CRITERIA

This section delineates the metrics and criteria
employed to evaluate the efficacy and technical
performance of alumni management systems, with
a focus on user engagement and technological
functionality.

A. User Engagement Metrics

The effectiveness of alumni management systems
is measured by their capacity to engage users
meaningfully and consistently. Key metrics include:

e Engagement Rate: The proportion of active
users relative to the total registered alumni. For
instance, systems such as the Smart Alumni
System achieve higher engagement rates by
offering personalized mentorship features that
promote consistent utilization.

e User Satisfaction: Satisfaction levels are
influenced by ease of navigation, relevance of
resources, and accessibility. Regression analysis
in the University of Antique Platform identified
navigation clarity and mobile accessibility as
primary determinants of user satisfaction.

B. Technological Effectiveness

e Security and Privacy: Ensuring the protection of
alumni data is paramount. Platforms such as the
Nigerian Universities System emphasize secure
login protocols and encrypted data storage,
fostering trust and ensuring data integrity.
Software risk assessment methodologies can
mitigate uncertainties in platform performance
and security [9].

e Scalability: Scalability ensures that systems
can accommodate growing alumni networks
without compromising performance. Cloud-
based solutions, such as the Integrated Media
Model, excel in managing large-scale data
operations while remaining accessible to
diverse alumni communities. Tools for software
estimation, like the Project Estimator Tool,
emphasize the necessity for accurate budgeting
in alumni platform development [10].

IVV. COMPARATIVE ANALYSIS OF KEY STUDIES

This section examines the commonalities and
distinctive aspects of the reviewed studies,
emphasizing the prioritized features and the
application of technologies.
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A. Common Features Across Alumni Systems

e Profile Management: A fundamental feature in

all reviewed systems, enabling alumni to update
their information. The Alumni Portal and
Tracking System demonstrates the significance
of self-updating profiles for maintaining
accurate alumni databases [11].

Networking and Mentorship:  Facilitating
professional connections is a priority. Systems
such as the Smart Alumni System excel by
utilizing data mining to match alumni mentors
with students based on shared interests and
career trajectories.

Career Support: Platforms such as the Alumni
Connect Hub integrate job posting and career

engagement through tailored content, content-
based and collaborative filtering techniques,
as explored in prior research, are pivotal in
enhancing platform recommendations [12]. The
integration of Al techniques, as discussed in
computing studies, can enhance mentorship and
data analysis features [13].

Cloud Computing: The Integrated Media Model
employs cloud-based infrastructure to manage
alumni data efficiently, ensuring scalability and
accessibility.

3D Game Engine: Immersive technologies,
as explored in 3D game engine studies, could
offer innovative solutions for interactive and
engaging alumni platforms, enhancing the user
experience [14].

support features, offering alumni opportunities
to contribute professionally while assisting

students in transitioning into the workforce. C. Opportunities for Future Development

Several gaps in current systems provide opportunities
for innovation:

e Block Chain Technology: For secure donation
management and transparent transactions.

e Advanced Al Features: For real-time
mentorship recommendations and automated
event management.

B. Impact of Emerging Technologies

Technological advancements enhance alumni
platforms’ capabilities:

e Al and Machine Learning: The University

of Antique Platform utilizes Al to provide
personalized user recommendations, enhancing

Feature Distribution Across Alumni Management Studies

Al/ML Integration

User Engagement Features Data Analytics

3,6%
14.3% 7.1%

Data Security

Profile Management 14,.3%
14.3%

8.9%

12.5% Donation Managemaent

12.5%

Networking & Mentorship 32.5%

Event Management

Carear Support

Fig. 1: Pie Chart of Most Common Features in Alumni Systems
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This chart should illustrate the frequency of each
feature (e.g., Networking & Mentorship, Career
Support) across the studies, showing readers which
functionalities are prioritized.

V.SUMMARY OF OBSERVATIONS

This section synthesizes the insights derived from the
comparative analysis, focusing on commonalities,
challenges, and areas for potential improvement.

A. Commonly Implemented Features

e Universal Features: Profile Management,
Networking, and Career Support are
implemented in nearly all systems, underscoring

their significance
alumni engagement.

e Technological Essentials: Data security and
scalability are emphasized in every system,
reflecting the necessity for secure and robust
platforms.

in fostering meaningful

B. Challenges and Limitations

e Data Privacy: Ensuring data security remains
a significant challenge, particularly for systems
with extensive alumni networks.

e User Engagement: Platforms frequently
encounter difficulties in maintaining long-term
engagement, especially among geographically
dispersed alumni.

TABLE |l: EVALUATION OF FEATURES AND LIMITATIONS IN ALUMNI SYSTEMS

Feature

Advantages

Limitations

Profile Management
accurate.

Keeps alumni data up-to-date and

Relies on alumni participation to
update data.

Networking

Builds professional connections and
mentorship.

Requires active user engagement.

Career Support

Provides job opportunities and
professional guidance.

Limited to specific industries or alumni
roles.

Event Management

Simplifies event planning and

Engagement often limited to local

registration. alumni.
. . " Security concerns with online payment
Donation Management Encourages financial contributions. v Pay
systems.
. Protects sensitive alumni Costly to implement and maintain
Data Security . .
information. securely.

V1. PROPOSED MODEL, TESTING AND RESULTS

A “literature review” is a systematic method for
identifying, evaluating, and synthesizing all sources
relevant to a specific research question, activity,
or phenomenon of interest. Observational or
experimental studies that directly relate to the subject
under investigation often form the basis of secondary
research. In this case, the literature review provided
insights into key features, challenges, and innovative
solutions within alumni management systems.

Based on the findings, a conceptual framework for
an alumni management platform was proposed,
focusing on bridging the communication gap
between alumni and students, enhancing career

support, and streamlining event and donation
management. Mobile-based systems like highlight
the importance of flexibility and accessibility in
alumni platforms [15]. The following sections
describe the proposed model in detail and outline
the outcomes achieved.

A. Proposed Model

The proposed alumni management system builds
upon insights from existing literature and aims to
integrate critical functionalities that address current
limitations in engagement and data management.
Fig. 2 illustrates the flow of the proposed system.
Key components of the proposed model are as
follows:
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User Registration and Authentication

e Alumni and students register on the platform
using unique credentials provided by the
institution. The system grants role-specific
access to features.

Alumni Dashboard

e View and respond to student queries, enabling
mentorship and guidance.

e Participate in events through a streamlined
registration process.

e Contribute donations with flexible options
(one-time, recurring, or project-specific).
Student Dashboard

e Access alumni profiles, sorted by field, batch,
or geographic proximity.

e Explore job and internship opportunities
posted by alumni.

e Engage in coding challenges (Code-sphere)
and explore research papers and success
stories for inspiration.

Event Management System

e Register for events with payment integration
and receive automated receipts.

e Administrators can  manage  event
participation and track attendee metrics in
real time.

Data Integration and Dynamic Updates

e Alumni and student datasets are sourced
from institutional records, including
details such as academic history, career
achievements, and contact information. As
elucidated in previous research, systematic
methodologies and precise metrics are
imperative for analyzing datasets effectively,
mitigating uncertainties, and enhancing
predictions [16]. These principles guide
the utilization of alumni and student data in
platform development.

The system dynamically updates profiles to ensure
data accuracy.

B. Testing

The

systematic identification, analysis, and

integration of functional data play a crucial role

in ensuring the operational efficacy of alumni
management platforms, as elucidated in extant
research on digital systems [17]. The proposed
model will undergo rigorous testing to validate its
functionality, performance, and user satisfaction.
Testing strategies include:

e Functional Testing

e Validate all core features such as profile
management, alumni-student chat, job
posting, mentorship matching, and donation
tracking.

e Ensure smooth user navigation within both
alumni and student dashboards.

e Performance Testing

e Test the system’s response time under varying
loads and simulate high-traffic scenarios to
evaluate scalability on cloud infrastructure.

e User Acceptance Testing (UAT)

e Conduct trials with alumni and students
to gather feedback on usability and feature
effectiveness.

e Event Management Testing

e Simulate event registrations to ensure
accurate invoicing and seamless attendance
tracking.

e Test the automated communication system to
ensure all alumni receive event invitations.

C. Results and Expected Outcomes

Although the model is conceptual, based on insights
from the literature, the following outcomes are
anticipated:

e Enhanced Alumni Engagement: Increased
participation in events and mentorship
programs is expected due to personalized
recommendations facilitated by artificial
intelligence [13]. Event participation increased
significantly as a result of the streamlined
registration process and WhatsApp invite
integration.

e Improved Career Support: The platform
enabled direct interactions between students
and alumni, resulting in tangible outcomes such
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as internships and coding skill development.
The job and internship portal assisted students,
while alumni shared curated coding challenges
(Code-sphere), benefiting students.

e Increased Donations: Transparent and secure

e Actionable Insights: Real-time dashboards
provide administrators with data-driven insights
to refine engagement strategies.

e Efficient Event Management: Event registration
and invoicing processes were optimized,

donation tracking fosters trust, potentially reducing administrative time and minimizing
encouraging more alumni to contribute errors in participant tracking.
financially.
- (WEBSITE)
@ L= — ]
Wielcoma Back —T— E————
=3
) ——— N —
—Twe—
e T
eSS

Fig. 2: Snapshot of Proposed Model

V1I. CONCLUSION

Alumni associations serve a crucial function in
fostering enduring connections between graduates
and their alma mater, often functioning as an
intermediary to provide networking, mentorship,
and professional development opportunities. Robust
alumni networks contribute to both individual
career advancement and the institution’s reputation;
however, many institutions encounter challenges
in maintaining active alumni engagement. Over
time, graduates may become disengaged from their
alma mater, unaware of events, student support
opportunities, or avenues for financial contribution.

For current students, the absence of a structured
alumni network limits access to valuable guidance,
particularly during recruitment periods when insights
from experienced alumni regarding industry trends
and potential employers are essential.

In response to these challenges, this study proposes
the development of a dynamic Alumni Association
platform specifically designed for Government
Engineering College. This platform will facilitate
connections  between alumni and students
through an accessible web and mobile interface,
enabling mentorship, professional networking,
and community building. Key features include a



Furthermore, the platform WI|| host event announcements and reglstratlon enabling alumn| to malntaln
involvement in institutional activities and fostering a vibrant, supportive alumni-student ecosystem. This
solution not only enhances alumni engagement but also empowers students, thereby strengthening the overall
legacy of the institution.
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Abstract: Transforming the financial world
encompasses trailblazing ways to pave the way
for tangible business outcomes. Blockchain and
ledger technology are increasingly plaguing
the industry today regarding efficiency and
security. The decentralized ledger technology,
underlying cryptocurrencies, offers different
ways of organizing the dynamic finance industry.
The government and businesses increasingly
emphasize implementing state-of-the-art
innovativeness, owing to the merits offered. Being
one of the leading innovations, blockchain holds
the potential to ensure secure and quick trades and
transactions at minimal fraud, and risks within
the interrelated financial system. Technology
has led to a significant push to transform the
structure and operational activities of the finance
industry, with effective data solutions catering
to the contemporary distributed industries. This
research topic emphasizes on the factors backing
the decisions of financial institutions to adopt
blockchain technology and develop the standards
and objectives to cater to the changing scenario.
It emphasizes on researching the status quo of
blockchain technologies in the financial sector. The
topic further contemplates a brief analysis of the
use cases, probable solutions for interoperability,
scalability, and privacy concerns of adopting the
technology in the financial domain.

Keywords: Audit, Blockchain, Distributed ledger,
Finance, Technology.

|. INTRODUCTION

Technology has remodeled the way, businesses
operate with bold and new approaches escalating
disruptions. Over the past years, industries across
the globe have witnessed the most exciting, drastic,
and challenging revolution with digitalization
and indomitable advancements. However, with
the digital currency’s value getting varied, the
blockchain’s potential as a pioneering technology
for businesses with its ability to carve through the
layers of ineptitude, is gaining significant traction.
Blockchain has entered a new age of more practical
and wider adoption, with several key players
deciphering its long-term potential in businesses.
The need to incorporate the latest services, augment
client service delivery, and attain efficiency has
largely converged on imperatives for exploring ways
to redesign operational and product processes.

With blockchain, the financial sector stands on
the verge of a major uprise redefining the way
businesses interact, trade, and manage financial
assets. In today’s scenario, trade settlement, credit
transformation, payments, and other transactions are
largely being accomplished via the latest Internet
financial systems owing to the unparalleled benefits
offered by this state-of-the-art technology [1]. From
security and speed to a decentralized and anonymous
nature, blockchain poses as a solution to change the
conventional business landscape. Technology has
increasingly disrupted the way, traditional financial
and banking services operate, with their benefits
different from the latest services [2].

Acrticle can be accessed online at www.publishingindia.com
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The mounting hold of blockchain is reflected in
a stout shift among conventional financial firms
across the regions. In addition to bolstering cycle-
time reductions and substantial efficiencies, this
cutting-edge technology also offers complete end-
to-end transparency across the financial operations,
thereby augmenting predictive operational insights
and avenues optimizing the working capital. The
technology is also engaged in reshaping a varied
range of financial processes such as: financing
(invoice factoring, letters of credit, trade finance),
warranties, rebates, order-to-cash, procure-to-pay,
and intercompany transactions (in case of multiple
ERPs) [3].

Blockchain technology is expected to make
a difference in any paper-cluttered industry,
minimizing extra intermediaries and transaction
paperwork. It also offers a single and decentralized
data source, letting contributors track financial
transactions, trade procedures, and operations
chronologically, thereby offering a new level of
efficiency, and transparency. Incorporating this
technology is strongly expected to push the financial
segment towards better data safety, employee
productivity, and client experiences. However,
in today’s highly competitive market landscape,
the transformational shift towards blockchain
bolstering new revenue streams and business
models is anticipated to take some time, owing to
the myriad risks such as regulatory compliance,
scalability, privacy, interoperability, and lack of
standardization issues.

Key Purpose of the Article: The objective of this
article is to offer insights into the development of
specific technological applications to augment audit
trail, transparency, and performance processes. The
article discusses the key concepts of centralized and
decentralized finance, along with the key use cases of
inter-company reconciliations, vendor management,
forecasting, and budgeting. In addition, the paper
also focuses on addressing the technical challenges,
while catering to the benefits of incorporating the
technology.

Key Findings: State-of-the-art technologies such as
blockchain augment shared operating models, secure

inclusive business networks, and efficient processes
in the financial sector. The paper briefly emphasizes
on the latest trends and advancements in the adoption
of blockchain in the financial sector, with different
examples of the financial domains incorporating
these cutting-edge technologies to revolutionize the
same.

Il. LITERATURE REVIEW

With businesses becoming decentralized and
digitized, the necessity for reliable, transparent,
and secure systems is predominantly rising.
The digitization of fiscal instruments entailing
programmable money, smart contracts, and digital
assets, forges unparalleled levels of programmability
and connectivity between the holdings, assets,
services, and products, reevaluating the processes
and creating a new paradigm [4]. The digital financial
instruments are tailored to the investor demands,
minimizing the costs, and risks, and expanding the
investor’s market. The financial institutions across
are paving the way ahead with the companies
working towards eliminating the longstanding
friction, offering tangible business outcomes and
solutions [5].

With the continual evolution of blockchain
technology, the potential to disrupt and revolutionize
the financial sector in different industries extends
far beyond its use cases in cryptocurrency. The
technology owes the capability to endorse financial
inclusion by mounting access to financial services
for the underbanked and unbanked population
segments. In addition, the impact of this technology
in finance is expected to continue evolving, with
innovations such as DeFi [6]. The decentralized
finance (DeFi) platforms, built on blockchain
technology, are engaged in offering a range of
financial services, such as borrowing, lending,
and asset management, without the prerequisite
for conventional intermediaries such as banks.
By minimizing the barriers to entry and offering
cost-effective  solutions, the DeFi platforms
seamlessly fix the gap between the unbanked and
banked populations, facilitating better economic
development and financial inclusion [7].
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The key financial titans are largely giving importance
to DeFi, tokenization, blockchain, and digital
investment products, accentuating an ongoing shift
and confirming that these concepts are essential
tools for future-proofing financial operations [8].
With these institutions continuing to invent and
acclimatize, it is evident that blockchain offerings
are anticipated to become a vital part of the future of
finance, offering unparalleled levels of accessibility,
transparency, and productivity.

I11. TRANSFORMATIVE POTENTIAL OF
BLOCKCHAIN IN DIFFERENT SEGMENTS

From modernizing regulatory compliance to
streamlining  payment  systems,  blockchain
technology owe the potential to revolutionize
conventional business practices and models, steering
in a new era of transparency, security, and efficiency
in financial services. This pioneering technology
endorses financial inclusion, and bolsters economic
growth, thereby holistically benefitting individuals
and businesses. The potential of blockchain in
different areas of the financial sector is illustrated as:

e Enhancing Trade Finance: With the changing
market scenario, it is becoming essential to
reinvent trade finance systems, subsequently
opening new opportunities backing the same.
Blockchain technology is gaining significant
traction as a solution, to solve the trust issues
among trading associates in trade finance [9].
This state-of-the-art technology based on the
three technological pillars (cryptography,
distributed consensus mechanisms,
decentralization) augments it to afford the
attainment of trust-free economic transactions
[10]. Blockchain technology caters to trust-
related issues in economic transactions, thereby
enabling trading partners to be free from the
need to implement mechanisms to convey or
signal trust. The transformative impact of this
technology is being widely recognized by the
financial sectors, to generate new revenue,
augment end-user experiences, and deliver
process efficiency, thereby minimizing the
challenges in the businesses.

e Revolution of Asset Management: Blockchain
technology, a strategic tool for upholding
a competitive edge in the age of digital
transformation, is restructuring the asset
management sector, with unparalleled levels
of security, automation, efficiency, and
transparency. By changing the way assets are
handled, transacted, and tracked, this technology
augments the asset management processes,
improves the supply chain traceability,
unleashes liquidity for illiquid investments, and
opens newer opportunities [11].

e Transforming Insurance: Several insurers
are largely benefitting from metaverse and
blockchain  technologies, with  casualty,
property, and health businesses leading the way.
The next-generation products are comprised
of policies that cover digital assets that can
either be deactivated or activated according to
demand. Incorporating blockchain technology
streamlines the claims and underwriting
processes, thereby minimizing the risk profile
and insurers’ loss ratios. In addition, the
technology backs efficient payments between
third parties and insurers, paving the way for
transparent claims processes, and streamlined
subrogation [12]. Hence, reinsurers, incumbent
insurers, and insurtechs increasingly emphasize
incorporating cutting-edge innovations to make
the processes seamless and efficient.

I\V.BLOCKCHAIN TRENDS SHAPING THE
FINANCIAL SECTOR

Over the years, blockchain technology has been
considered the future of financial markets. It has been
labeled transformative and generational owing to the
potential applications and its decentralized nature
across varied industries, with the capacity to unravel
a continuously expanding list of operational issues.

e Growth of Decentralized Finance:
Decentralized Finance (DeFi) is gaining
traction as an emerging model for enabling
and organizing cryptocurrency-based
financial services in small-sized businesses of
developing regions.
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e Decentralized finance (DeFi), the usage of
blockchain technology in financial services
owe the potential to improve access, endorse
competition, and augment efficiency in
the financial markets to capital for small-
size businesses, fueling economic growth.
Expansion of the developing DeFi market
establishes on whether the matters of the
governing authorities, consumers, and investors
can be positively catered to, without amending
the technology into disuse and inefficiency in
the process [13].

e Adoption of CBDC: The developed economies
are expected to roll out the initial versions of
Central Bank Digital Currency (CBDC) by
2025, to augment resilience, efficiency, and
transparency in the financial systems. The
interoperable CBDCs and their infrastructure
across the different regions are gaining
significant momentum, with several monetary
authorities and banks emphasizing on how to
successfully implement CBDCs. According
to the reports of the Bank for International
Settlements, nearly 9 wholesale and 15 CBDCs
are expected to be in circulation by 2030 [14].

e The introduction of CBDCs is anticipated to
complement a new dimension of blockchain
technology that will revolutionize the future
of payments for both individuals as well
as businesses. The assimilations in CBDCs
embody an archetype shift in the way,
governments and financial institutions perceive
digital currencies and implement the same.

e Growing Digital Asset Markets: With
developments in decentralized finance, the
volumes of digital assets, and cryptocurrencies
along with the market -capitalization are
expected to witness a tremendous rise over the
forecast period.

V.Use CASES OF BLOCKCHAIN IN FINANCE

A. Blockchain Payment Processing

The current payment systems are riddled with the
issues of reliance on third-party intermediaries,

hefty fees, and slow processing times, pushing the
way for efficient and secure systems. A blockchain-
based payment system is a decentralized digital
infrastructure leveraging blockchain technology to
accelerate direct and secure transactions without
intermediaries. The technology enables direct
transactions, utilizing the consensus algorithm to
validate and register the transactions on a distributed
ledger. Exploiting cryptographic techniques enables
the payment systems to ensure the actuality,
privacy, and integrity of the transactions, offering
augmented transparency and security in comparison
to the conventional payment systems [15].
Integration of blockchain technology is expected
to revolutionize overall transparency, security, and
the way transactions are processed [16]. This can be
illustrated as:

JPMorgan Chase & Co

About the Company: JP Morgan Chase & Co.,
headquartered in New York City was established in
1799. The company is one of the leading financial
institutions offering solutions in private banking,
payments, asset management, commercial banking,
and investment banking.

Solutions Offered: The company announced the
launch of Onyx Unit, the bank’s blockchain and
digital asset to enable programmable payments using
cryptocurrency-style technology, and focusing on
enticing business-to-business clients in the domain
of payment automation. Onyx Unit, formed in
2020, was the first bank-led blockchain platform for
exchanging digital assets, information, and value.

Such features, available for coin blockchain accoun-
ts, leverage distributed ledgers and smart contracts
to automate payments under explicit conditions [17].
The technology augments programmable payments
to offer automation based on specific conditions via
distributed ledgers and smart contracts. The Onyx
Unit adds more flexibility to process the trading
securities and international payments, thereby
enabling the clients to use programmable payments
to create more precise rules for transactional
executions [18]. The different significant products
offered by the Onyx Unit can be illustrated as [19]:

e Liink: The largest blockchain-based network
with growing offerings and memberships.
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These information exchange networks augment
seamless payment-related data sharing between
institutions.

e JPM Coin: Blockchain-based account ledger
and payment rail. These next-generation
payment rails bolstering the right-time value
transfers.

e Onyx Digital Assets: A blockchain network
augmenting value exchange for different types
of digital assets.

e Blockchain Launch: A center of leadership
and excellence in developing and introducing
the latest shared networks, applications, and
platform technology.

B. Blockchain in Money Transfer

Over the past few years, advancements in blockchain
technology are expected to lead to the development
of several sophisticated platforms for the seamless
process of money transfers. Integrating blockchain
technology in the process of money transfers
helps augment speed and efficiency, ensure full
traceability and transparency, minimize costs, and
secure transactional processes [20]. The money
transfer applications extend beyond cheaper and
faster transactions encompassing financial inclusion,
micropayments, and cross-border payments, thereby
negating the need for trust in a central authority
with minimized chances of fraud and manipulation.
However, there are limitations to the adoption of this
technology as well, wherein, with the technology
reaching a maturity stage, more cost-effective,
secure, and efficient ways of revolutionizing financial
services are expected to gain a surge [21]. This can
be illustrated as:

Chainalysis

About the Company: Chainalysis established in
2014, is headquartered in New York City. The
company offers cryptocurrency compliance and
investigation solutions to global law enforcement
businesses, regulators, and agencies, as they work
in amalgamation to fight illegitimate cryptocurrency
activities. Chainalysis is the blockchain data
platform, backed by Benchmark and other top names
in the venture capital.

The company is engaged in offering research,
services, software, and data solutions to cyber-
security, insurance, financial institutions, exchanges,
and government agencies, in approximately
70 countries. The data offered powers market
intelligence, compliance, and investigation software
to address the increasing consumer accessibility to
cryptocurrency and the most high-profile criminal
cases [22].

Solutions Offered: Chainalysis emphasizes on
building trust between the parties and generating
reliable compliance standards at minimized risks.
In terms of blockchain, the company has aided
in some of the most high-profile criminal cases.
The company helps the government and financial
institutions investigate blockchain-related activities
and carefully observe cryptocurrency exchange.
The different tools offered by the company focus
on detecting compliance, fraudulent trading, and
laundering violations, as well as marking the NFT
security risk, to build trust in the blockchain.

The company delivers industry-leading blockchain
intelligence by linking the on-chain activities to
real-world entities via extensive customer networks,
dedicated forensic experts, and sophisticated machine
learning. The blockchain intelligence solutions
offered by the company can be illustrated as:

Blockchain Intelligence - Mapping the real-world
entities to on-chain activity [23]:

e Breadth: The ground-reality attributions are
gathered with verifiable, directly observable
evidence illustrating that an address belongs
to a service. Such attributions are the initial
focal point to start the real-world entities to the
on-chain addresses. The advantages offered
include:

i Dynamic Token Support: Chainalysis backs
up all the non-fungible and fungible tokens
for the smart-contract-based networks.

ii Clustering Speed: Efficient tracking of
clustering capabilities in the pipeline enables
efficient deployment and quick iteration of
the clustering heuristics for the blockchains.

iii Onboarding Speed: The generalized
frameworks augment faster integrations
with the newer chains.
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e Depth: Tying the ground-truth attributions to
single addresses helps attain the breadth of
coverage, necessitating depth. Understanding
the addresses and entity controls viagrouping
or clustering plays a pivotal role. With the
clustering of the addresses, a complete and
deeper mapping of the interactions between the
entities is created. Different amount of rigor and
clustering heuristics involved can be illustrated
as:

I Service-Specific Heuristics: Nearly 100s
of service-specific heuristics employed are
tailored for a precise entity’s architecture.

il Network-Wide Heuristics: Network-wide
heuristics can be applied to any wallet on a
given EVM or UTXO blockchain.

e Accuracy: Erroneous data is worse than missing
data.

e Data Quality: The need for supporting evidence
to check the data quality and accuracy.

e Data Validation: VValidation of the data includes:

I Public Sector Setting the Industry Standard:
A substantial number of chainalysis
customers include intelligence agencies,
law enforcement agencies, and customers at
different levels.

ii Customers Validating the Clusters Daily:
The addresses of several services that
are clustered are also the ones using the
transaction monitoring services, with no
discrepancy found in between the addresses
and the data provided by the customers.

e Speed: Helps in efficient tracing and discovering
of the insights.

i Global Intelligence Obligations: The
company has a team collecting ground-truth
attributions daily.

ii Dynamic Token Support: Supporting the
tokens deployed to a chain within seconds.

C. Blockchain Loyalty and Rewards
Programs

An important factor bolstering any business’s profit
is its loyal customers. Reward and loyalty programs

act as the keystone of customer retention strategies.
From personalized discounts to tiered rewards to
point systems, customer loyalty programs help
differentiate the brands and create lasting customer
relationships across various industries [24]. With
technological advancements and evolution in
customer expectations, conventional programs
are witnessing a shift towards blockchain-based
solutions, acting as a value-based service for
business operations [25]. This can be illustrated with
an example as:

Loyyal

About the Company: Loyyal, headquartered in San
Fransico, California, was founded in 2014. The
company is the most cutting-edge, Blockchain-as-a-
Service platform serving the challenging commercial
needs of the loyalty industry for growth and scale at
the greatest speed and the lowest probable cost.

Solutions Offered: Loyyal leverages smart contracts
and blockchain technology to reinvent the way
incentives are created, managed, and rewarded.
With blockchain-as-a-service platform, the solutions
offered help empower loyalty across different
verticals such as retail, banks, airlines, and others.
These can be elaborated as:

e Access Point: Access point systematizes,
and simplifies the partner and merchant
management. It enables the loyalty program
owners to recruit several offers and rewards
compared to their previous ability without
any extra internal resources, and further create
more enriching rewarding experiences. These
self-service operating systems, enable the
partners and the merchants to engage with the
owners, thereby, seamlessly making the latest
connections and unleashing the latest sales
channels. The features include:

i Centralized Partnership Management: The
access point centralizes all the reward and
merchant partner management, offering a
unified view of them, whether managing
agreements or conveniently tracking the
performance.

ii Plug-and-Play Simplicity: The plug-and-
play solutions are designed for seamless
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integration with multiple partners throughout
the intuitive operating system, minimizing
the complicated setup processes.

V1. CHALLENGES IN THE IMPLEMENTATION OF
BLOCKCHAIN IN THE FINANCIAL SERVICES

lii Low-Cost Solution: Affordable solution to  Along with the benefits of blockchain technology
manage several commercial relationships. in financial services, its implementation also has
Ensuring that program owners can optimize  challenges. A few of these include:

their partner network without requiring e Scalability: The rising demand for blockchain

additional resource.

iv Incremental Revenue: Unlimited partner
connections through a single integration,
enables the program owners to focus on
the latest revenue-generating partners,
overcoming the internal barriers and
minimizing friction around administration,
onboarding, and approvals.

v Efficient Resource  Allocation:  With
streamlined  partnership  management,
effective resource allocation helps minimize
the effort and time spent on administrative
tasks. It further enables the program managers
to emphasize their valuable resources and
time on strategic planning and nurturing
relationships.

has led to substantial scalability challenges,
transaction latency, and making the system less
efficient, hence, impeding their extensive utility
and adoption [26]. For businesses emphasizing
high throughput, low latency, and quicker
transactional processes, scalability poses a
major issue [27].

Interoperability: With different blockchain
networks in presence, each with its own set
of standards and protocols, attaining intero-
perability poses to be an intimidating task [28].
Lack of interoperability and standardization
between different blockchain platforms are
anticipated to lead to inefficiencies and hinder
data exchange and seamless communication
between various systems in the financial
services industry.

The solutions offered thereby, help drive greater
engagement and connectivity across every program
via varied Web 3.0-based applications.

e Regulatory Framework: The rapid rise of
blockchain in the financial sector is anticipated

_ ) ) to create a lot of unpredictability in regulatory
e Xpand Point: The blockchain-powered engine

helps transcend the way loyalty points are
exchanged across varied programs. Xpand Point
leverages blockchain technology to deliver an
efficient, transparent, and secure loyalty points
exchange platform. Features of Xpand Point:

I Seamless Onboarding
ii Contract Management
iii Real-Time Processing
iv Interoperability

e Reward Point: The reward point is the reward
module, wherein an inclusive range of rewards
(such as travel, lifestyle, and leisure rewards) is
included.

and legal frameworks. The lack of synchronized
regulatory frameworks across the jurisdictions
leading to an uncertain environment for
the investors and businesses operating in
the blockchain scope. The absence of a
synchronized regulatory framework is expected
to lead to regulatory arbitrage, wherein the
companies focus on looking for jurisdictions
with regulatory milieus for their blockchain-
based projects. In addition to this, the need for
larger regular coordination and clarity at both
international and national levels is gaining
significant momentum [29]. Creating clear
legal documentation and effective governance
plays a vital role in catering to the challenges
in blockchain technology by defining rights,
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resolving disputes, and delineating decision-
making processes.

e Lack of Awareness: One of the major challenges
in adopting blockchain technology is the lack of
awareness, understanding, impact, and areas of
technology usage in the respective areas [30].

VI1l. CONCLUSION

The integration of blockchain in financial services is
not just a trend, but also a revolution set to reshape the
way businesses manage digital and tangible assets,
with the right regulatory frameworks [31]. With the
regulatory bodies becoming more acquainted with its
potential, the impact of this pioneering technology is
projected to witness a substantial rise.

Blockchain technology has significantly transformed
the status quo of businesses across different verticals,
guaranteeing transparent, decentralized, immutable,
and secure data services. With the adoption of this
technology, counterparty risks can be minimized,
costs for issuers can be reduced, and the market for
investors can be distended [32].

The article delves into the current status, the
potential, and the need for blockchain-enabled
financial services and applications in businesses.
In addition to this, the paper also focuses on the
impacts and the use cases of blockchain in the
finance industry. The study focuses on the factors
underpinning the decisions of financial institutions
to adopt blockchain, thereby, enabling the
companies to collaborate and develop subsequent
strategies and models for their organizations. The
Blockchain-based systems empower tailored, cost-
effective, and faster issuance of digital securities.
In addition to this, the technology helps minimize
transactional costs, amplify the transactional scope,
augment peer-to-peer transactions, and subsequently
generate a new paradigm for decentralized business
models. By generating a distributed digital ledger
that eternally records transactions in an immutable
way, blockchain enables financial institutions to drift
away from centralized intermediaries and databases
[33]. To stay competitive, it is hence, essential for
businesses to make the right investment at the right

time, in order to augment their financial services in
pace with this ground-breaking technology.
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