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Unit 1: Cloud Computing 

• Cloud Service Models: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Software as a 

Service (SaaS) 

• Deployment Models: Public, Private, Hybrid 

• Cloud-Based Solutions: use of cloud in business (Enterprise solutions) 

• Benefits & Challenges of Cloud Computing 

 

What is Cloud? 

The term Cloud refers to a Network or Internet. 

In other words, we can say that Cloud is something, which is present at remote location. Cloud can provide 

services over public and private networks, i.e., WAN, LAN or VPN. 

Applications such as e-mail, web conferencing, customer relationship management (CRM) execute on 

cloud. 

What is Cloud Computing? 

Cloud Computing is the delivery of computing services such as servers, storage, databases, networking, 

software, analytics, intelligence, and more, over the Cloud (Internet). 

OR 

Cloud Computing refers to manipulating, configuring, and accessing the hardware and software resources 

remotely. It offers online data storage, infrastructure, and application. 
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Cloud computing offers platform independency, as the software is not required to be installed locally on 

the PC.  Hence, the Cloud Computing is making our business applications mobile and collaborative. 

Cloud Computing provides us resources of accessing the applications as utilities over the Internet. It allows 

us to create, configure, and customize the applications online. 

Cloud Computing provides an alternative to the on-premises datacenter. With an on-premises datacenter, 

we must manage everything, such as purchasing and installing hardware, virtualization, installing the 

operating system, and any other required applications, setting up the network, configuring the firewall, 

and setting up storage for data. After doing all the set-up, we become responsible for maintaining it 

through its entire lifecycle. 

But if we choose Cloud Computing, a cloud vendor is responsible for the hardware purchase and 

maintenance. They also provide a wide variety of software and platform as a service. We can take any 

required services on rent. The cloud computing services will be charged based on usage. 
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The cloud environment provides an easily accessible online portal that makes handy for the user to manage 

the compute, storage, network, and application resources.  

History of Cloud Computing 

The concept of Cloud Computing came into existence in the year 1950 with implementation of mainframe 

computers, accessible via thin/static clients. 

Since then, cloud computing has been evolved from static clients to dynamic ones and from software to 

services. 

[A thin client is a computer that runs from resources stored on a central server instead of a localized hard 

drive. Thin clients work by connecting remotely to a server-based computing environment where most 

applications, sensitive data, and memory, are stored.] 

The following diagram explains the evolution of cloud computing: 

Cloud Service Providers  
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Cloud Service Models (Types of Cloud Services) 

 

 Infrastructure as a Service (IaaS): 

 

(IaaS provides access to fundamental resources such as physical machines, virtual machines, virtual 

storage, etc.) 

In IaaS, we can rent IT infrastructures like servers and virtual machines (VMs), storage, networks, 

operating systems from a cloud service vendor. 

IaaS is also known as Hardware as a Service (HaaS). we don’t need to care about the hardware or 

virtualization software, but other than that, we do have to manage everything else. 

It is a computing infrastructure managed over the internet. The main advantage of using IaaS is that 

it helps users to avoid the cost and complexity of purchasing and managing the physical servers. 

We can create VM running Windows or Linux and install anything we want on it. 

Using IaaS, we get maximum flexibility, but still, we need to put more effort into maintenance. 
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Compute: Computing as a Service includes virtual central processing units and virtual main memory 

for the Vms that is provisioned to the end- users. 

Storage: IaaS provider provides back-end storage for storing files. 

Network: Network as a Service (NaaS) provides networking components such as routers, switches, 

and bridges for the Vms. 

Load balancers: It provides load balancing capability at the infrastructure layer. 

 

 Platform as a Service (PaaS): 

 

(PaaS provides the runtime environment for applications, development and deployment tools, etc.) 

This service provides an on-demand environment for developing, testing, delivering, and managing 

software applications. 

The developer is responsible for the application, and the PaaS vendor provides the ability to deploy 

and run it. 

Using PaaS, the flexibility gets reduce, but the management of the environment is taken care of by the 

cloud vendors. 
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Programming languages 

PaaS providers provide various programming languages for the developers to develop the applications. Some 

popular programming languages provided by PaaS providers are Java, PHP, Ruby, Perl, and Go. 

Application frameworks 

PaaS providers provide application frameworks to easily understand the application development. Some 

popular application frameworks provided by PaaS providers are Node.js, Drupal, Joomla, WordPress, Spring, 

Play, Rack, and Zend. 

Databases 

PaaS providers provide various databases such as ClearDB, PostgreSQL, MongoDB, and Redis to communicate 

with the applications. 

 

 Software as a Service (SaaS): 

 

(SaaS model allows to use software applications as a service to end-users.) 

It provides a centrally hosted and managed software services to the end- users. 

It delivers software over the internet, on-demand, and typically on a subscription basis. E.g., 

Microsoft One Drive, Dropbox, WordPress, Office 365, and Amazon Kindle. 

SaaS is used to minimize the operational cost to the maximum extent. 



 

  

KHYATI SOLANKI, ARTI PATEL 7 

 

EMERGING TECHNOLOGIES AND APPLICATIONS-UNIT - 1 

 

 

Business Services - SaaS Provider provides various business services to start-up the business. The SaaS 

business services include ERP (Enterprise Resource Planning), CRM (Customer Relationship Management), 

billing, and sales. 

Document Management - SaaS document management is a software application offered by a third party 

(SaaS providers) to create, manage, and track electronic documents. Example: Slack, Samepage, Box, and 

Zoho Forms 

Social Networks - As we all know, social networking sites are used by the general public, so social networking 

service providers use SaaS for their convenience and handle the general public's information. 

Mail Services - To handle the unpredictable number of users and load on e-mail services, many e-mail 

providers offering their services using SaaS. 

Popular SaaS Providers 
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The below table shows some popular SaaS providers and services that are provided by them – 

 

Provider Services 

Salseforce.com On-demand CRM solutions 

Microsoft Office 

365 

Online office suite 

Google Apps Gmail, Google Calendar, Docs, and sites 

NetSuite ERP, accounting, order management, CRM, Professionals Services 

Automation (PSA), and e-commerce applications. 

GoToMeeting Online meeting and video-conferencing software 

Constant Contact E-mail marketing, online survey, and event marketing 

Oracle CRM CRM applications 

Workday, Inc Human capital management, payroll, and financial 

management. 
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Deployment Models:(Types of Cloud Computing) 

Deployment models define the type of access to the cloud, i.e., how the cloud is located?  

Cloud can have any of the four types of access: Public, Private, Hybrid, and Community. 

 
Public Cloud: 

 

(The public cloud allows systems and services to be easily accessible to the general public. Public cloud 

may be less secure because of its openness.) 

o The cloud resources that are owned and operated by a third-party cloud service provider are 

termed as public clouds. 

  It delivers computing resources such as servers, software, and storage over the internet 

 The public cloud makes it possible for anybody to access systems and services. 

 The public cloud may be less secure as it is open to everyone. 

 The public cloud is one in which cloud infrastructure services are provided over the internet to 

the general people or major industry groups. 
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Advantages of the Public Cloud Model 

 

 Minimal Investment: Because it is a pay-per-use service, there is no substantial upfront fee, 

making it excellent for enterprises that require immediate access to resources. 

 No setup cost: The entire infrastructure is fully subsidized by the cloud service providers, 

thus there is no need to set up any hardware. 

 Infrastructure Management is not required: Using the public cloud does not necessitate 

infrastructure management. 

 No maintenance: The maintenance work is done by the service provider (not users). 

 Dynamic Scalability: To fulfill your company’s needs, on- demand resources are accessible. 

 

Disadvantages of the Public Cloud Model 

 

 Less secure: Public cloud is less secure as resources are public so there is no guarantee of 

high-level security. 

 Low customization: It is accessed by many public so it can’t be customized according to 

personal requirements. 

 

Private Cloud: 

 

(The private cloud allows systems and services to be accessible within an organization. It is more secured 

because of its private nature.) 

 The cloud computing resources that are exclusively used inside a single business or organization 

are termed as a private cloud. A private cloud may physically be located on the company’s on-
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site datacenter or hosted by a third-party service provider. 

 There is no need to share your hardware with anyone else. 

 

 The cloud platform is implemented in a cloud-based secure environment that is protected by 

powerful firewalls and under the supervision of an organization’s IT department. The private 

cloud gives greater flexibility of control over cloud resources. 

 
 

Advantages of the Private Cloud Model 

 Better Control: You are the sole owner of the property. You gain complete command over 

service integration, IT operations, policies, and user behavior. 

 Data Security and Privacy: It’s suitable for storing corporate information to which only 

authorized staff have access. By segmenting resources within the same infrastructure, 

improved access and security can be achieved. 

 Supports Legacy Systems: This approach is designed to work with legacy systems that are 

unable to access the public cloud. 
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 Customization: Unlike a public cloud deployment, a private cloud allows a company to tailor 

its solution to meet its specific needs. 

 

Disadvantages of the Private Cloud Model 

 

 Less scalable: Private clouds are scaled within a certain range as there is less number of 

clients. 

 Costly: Private clouds are more costly as they provide personalized facilities. 

Hybrid Cloud: 

(The hybrid cloud is a mixture of public and private cloud, in which the critical activities are performed 

using private cloud while the non-critical activities are performed using public cloud.) 

 It is the combination of public and private clouds, which is bounded together by technology that 

allows data applications to be shared between them. Hybrid cloud provides flexibility and more 

deployment options to the business. 

 With a hybrid solution, you may host the app in a safe environment while taking advantage of 

the public cloud’s cost savings. 

 Organizations can move data and applications between different clouds using a combination of 

two or more cloud deployment methods, depending on their needs. 
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Advantages of the Hybrid Cloud Model 

 

 Flexibility and control: Businesses with more flexibility can design personalized solutions 

that meet their needs. 

 Cost: Because public clouds provide scalability, you will only be responsible for paying for 

the extra capacity if you require it. 

 Security: Because data is properly separated, the chances of data theft by attackers are 

considerably reduced. 

 

Disadvantages of the Hybrid Cloud Model 

 

 Difficult to manage: Hybrid clouds are difficult to manage as it is a combination of both 

public and private cloud. So, it is complex. 

 Slow data transmission: Data transmission in the hybrid cloud takes place through the public 

cloud so latency occurs. 

 

Community Cloud: 

(The community cloud allows systems and services to be accessible by a group of organizations.) 

Community Cloud allows system and services to be accessible by group of organizations. It shares the 

infrastructure between several organizations from a specific community. 

It may be managed internally by organizations or by the third-party. The Community Cloud Model is 

shown in the diagram below. 
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Benefits: 

There are many benefits of deploying cloud as community cloud model. 

Cost Effective 

Community cloud offers same advantages as that of private cloud at low cost. 

Sharing Among Organizations 

Community cloud provides an infrastructure to share cloud resources and capabilities among several 

organizations. 

Security 

The community cloud is comparatively more secure than the public cloud but less secured than the 

private cloud. 

Issues: 

 Since all data is located at one place, one must be careful in storing data in community cloud 

because it might be accessible to others. 

 It is also challenging to allocate responsibilities of governance, security and cost among 

organizations. 
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Cloud-Based Solutions: use of cloud in business (Enterprise solutions) 

Cloud computing enables businesses to access computing services—such as servers, storage, 

applications, and databases—over the internet instead of buying and maintaining physical 

infrastructure. 

Why Businesses Use the Cloud 

• Reduces cost of hardware & maintenance 

• Improves agility and scalability 

• Allows remote work & collaboration 

• Provides better disaster recovery and security 

• Supports digital transformation 

Cloud computing has become the backbone of modern enterprise IT. 

 

How Cloud is Used in Enterprise Solutions 

Enterprises use the cloud in several strategic areas to run and improve their businesses. 

1. Enterprise Resource Planning (ERP) 

Cloud-based ERP integrates: 

• Finance 

• Human Resources 

• Supply Chain 

• Procurement 

• Manufacturing 

Examples 

• SAP S/4HANA Cloud 

• Oracle ERP Cloud 

Benefits 

• Real-time insights 

• Lower IT costs 

• Global accessibility 
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2. Customer Relationship Management (CRM) 

Cloud CRM helps businesses manage: 

• Sales 

• Marketing 

• Customer Support 

• Service automation 

Examples 

Salesforce, Zoho CRM, HubSpot CRM. 

3. Data Storage & Backup 

Enterprises store massive data in cloud-based storage. 

Examples 

AWS S3, Google Cloud Storage, Azure Blob Storage. 

Benefits 

• Unlimited storage 

• High durability 

• Automatic backups 

4. Business Analytics & Big Data 

Cloud platforms offer data analytics, data warehousing, and AI tools. 

Examples 

• Google BigQuery 

• Amazon Redshift 

• Microsoft Power BI Cloud 

Used for 

• Consumer insights 

• Fraud detection 

• Prediction models 
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5. Collaboration & Productivity Tools 

Cloud enables teamwork from anywhere. 

Examples 

• Google Workspace 

• Microsoft 365 

• Slack, Trello, Notion 

Benefits 

• Real-time document sharing 

• Video conferencing 

• Better project management 

6. Cloud for E-commerce & Online Services 

Used for: 

• Website hosting 

• Payment processing 

• Inventory management 

• Customer behaviour analytics 

Examples: Shopify Cloud, Amazon Web Services for Amazon.com. 

7.  Cloud in Software Development 

DevOps & CI/CD pipelines fully operate on cloud tools. 

Tools 

• GitHub Cloud 

• GitLab Cloud 

• Jenkins on Cloud 

• Docker & Kubernetes 

Benefits 

• Faster development 

• Automatic testing 

• Continuous delivery 
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Benefits & Challenges of Cloud Computing 

Advantages of Cloud Computing 

As we all know that Cloud computing is trending technology. Almost every company switched 

their services on the cloud to rise the company growth. 

Here, we are going to discuss some important advantages of Cloud Computing- 

 

 Back-up and restore data 

Once the data is stored in the cloud, it is easier to get back-up and restore that data using the 

cloud. 

 Improved collaboration 

Cloud applications improve collaboration by allowing groups of people to quickly and easily share 

information in the cloud via shared storage. 

The cloud computing platform helps employees who are located in different geographies to 

collaborate in a highly convenient and secure manner. 

 Excellent accessibility 

Cloud allows us to quickly and easily access store information anywhere, anytime in the whole 

world, using an internet connection. An internet cloud infrastructure increases organization 

productivity and efficiency by ensuring that our data is always accessible. 
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 Reliability 

Reliability is one of the biggest benefits of Cloud hosting. You can always get instantly updated 

about the changes. 

 Low maintenance cost (Cost Saving) 

Cost saving is one of the biggest Cloud Computing benefits. Cloud computing reduces both 

hardware and software maintenance costs for organizations. 

It helps you to save substantial capital cost as it does not need any physical hardware 

investments. Also, you do not need trained personnel to maintain the hardware. The buying 

and managing of equipment are done by the cloud service provider. 

 strategic edge 

Cloud Computing offers a competitive edge over your competitors. It is one of the best 

advantages of Cloud services that helps you to access the latest applications any time without 

spending your time and money on installations. 

 Mobility 

Cloud computing allows us to easily access all cloud data via mobile. Employees who are working 

on the premises or at the remote locations can easily access all the could services. All they need is 

an Internet connectivity. 

 

 API Services in the pay-per-use model 

Cloud computing offers Application Programming Interfaces (APIs) to the users for access services 

on the cloud and pays the charges as per the usage of service. 

 Unlimited storage capacity 

Cloud offers us a huge amount of storing capacity for storing our important data such as 

documents, images, audio, video, etc. in one place. 

 Data security 

Data security is one of the biggest advantages of cloud computing. Cloud offers many advanced 

features related to security and ensures that data is securely stored and handled. 
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 High Speed 

Cloud computing allows you to deploy your service quickly in fewer clicks. This faster 

deployment allows you to get the resources required for your system within fewer minutes. 

    

In the cloud, software integration is something that occurs automatically. Therefore, you don’t 

need to take additional efforts to customize and integrate your applications as per your 

preferences. 

 Quick Deployment 

Last but not least, Cloud Computing gives you the advantage of rapid deployment. So, when 

you decide to use the cloud, your entire system can be fully functional in very few minutes. 

Although, the amount of time taken depends on what kind of technologies are used in your 

business. 

 

Disadvantages of Cloud Computing 

A list of the disadvantage of cloud computing is given below - 

1) Internet Connectivity 

As you know, in cloud computing, every data (image, audio, video, etc.) is stored on the cloud, 

and we access these data through the cloud by using the internet connection. If you do not have 

good internet connectivity, you cannot access these data. However, we have no any other way 

to access data from the cloud. 

2) Vendor lock-in 

Vendor lock-in is the biggest disadvantage of cloud computing. Organizations may face problems 

when transferring their services from one vendor to another. As different vendors provide 

different platforms, that can cause difficulty moving from one cloud to another. 

3) Limited Control 

As we know, cloud infrastructure is completely owned, managed, and monitored by the service 

provider, so the cloud users have less control over the function and execution of services within 

a cloud infrastructure. 
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4) Security 

Although cloud service providers implement the best security standards to store important 

information. But, before adopting cloud technology, you should be aware that you will be 

sending all your organization's sensitive information to a third party, i.e., a cloud computing 

service provider. While sending the data on the cloud, there may be a chance that your 

organization's information is hacked by Hackers. 

5) Performance Can Vary 

When you are working in a cloud environment, your application is running on the server which 

simultaneously provides resources to other businesses. Any greedy behavior or DDOS attack on 

your tenant could affect the performance of your shared resource. 

 

6) Technical Issues 

Cloud technology is always prone to an outage and other technical issues. Even, the best cloud 

service provider companies may face this type of trouble despite maintaining high standards 

of maintenance. 

7) Security Threat in the Cloud 

Another drawback while working with cloud computing services is security risk. Before 

adopting cloud technology, you should be well aware of the fact that you will be sharing all 

your company’s sensitive information to a third-party cloud computing service provider. 

Hackers might access this information. 

8) Downtime 

Downtime should also be considered while working with cloud computing. That’s because your 

cloud provider may face power loss, low internet connectivity, service maintenance, etc. 

9) Lower Bandwidth 

Many cloud storage service providers limit bandwidth usage of their users. So, in case if your 

organization surpasses the given allowance, the additional charges could be significantly costly 

10) Lacks of Support 

Cloud Computing companies fail to provide proper support to the customers. Moreover, they 

want their user to depend on FAQs or online help, which can be a tedious job for non-

technical persons. 

 

https://www.guru99.com/ultimate-guide-to-dos-attacks.html
https://www.guru99.com/what-is-hacking-an-introduction.html
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Internet of Things(IOT) & Industry 4.0 

 

IOT Applications: Smart cities, infrastructure, industrial IOT, manufacturing, Data 

processing and storage 

. 

Industry 4.0: Concept, automation, smart manufacturing, cyber-physical systems, 

digital twins. 

 

 Internet of Things (IoT): 
 

The Internet of Things (IoT) refers to a network of interconnected physical objects such as 

devices, machines, vehicles, or people embedded with sensors, software, and unique 

identifiers that enable them to collect, exchange, and process data over a network without 

requiring direct human-to-human or human-to-computer interaction. 

 

Sensors collect data and send it via the network to edge or cloud systems where the data is 

processed and analyzed. Results are delivered to users through apps or used to 

automatically drive actuators and systems. 

 

 
 

 History of IOT: 
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 Sensors: 

 
A sensor is a device that measures physical input from its environment and converts it into 

data that can be interpreted by a computer. 

 
 

 Sensor with Microprocessor: 
 

 
 

 IoT Applications in Smart Cities: 
 

IOT makes cities smarter by connecting devices, sensors, and systems to collect real-time data 
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and automate services. This improves efficiency, safety, sustainability, and quality of life. 

 

1. Smart Traffic Management 

 

Smart Traffic Management (STM) is the evolution of urban mobility, moving away from 

"fixed-timer" stoplights toward an intelligent, data-driven ecosystem.  

 

How it works: 

Sensors + cameras + AI analyze traffic flow. 

Modern STM systems function like a digital nervous system for the city. 

 

Sense ( IoT & Sensors) Cameras & Computer Vision: 

  

AI identifies vehicle types (cars vs. ambulances), pedestrians, and even erratic driving. 

Radar/LiDAR: Measures vehicle speed and density regardless of weather or lighting. 

 

V2X (Vehicle-to-Everything): Modern cars "talk" directly to traffic lights to report their 

position and speed. 

 

Analyze (AI & Edge Computing): Cloud-based AI processes massive datasets to predict where 

a "traffic wave" will form 10 minutes before it happens. 

Edge computing allows individual intersections to make split-second decisions without waiting 

for a central server. 

Act (Automation): 

 

Adaptive Signal Control: Lights change dynamically based on demand rather than a clock. 

Dynamic Lane Management: Reversible lanes change direction based on rush-hour flow. 

     Applications: 

 Adaptive/auto-controlled traffic lights 

 Real-time traffic monitoring 

 Route optimization for public transport and emergency vehicles 

 Detection of road accidents and congestion 

Benefits: Reduced traffic jams, lower pollution. 

 

2. Smart Parking Systems: 

 

Smart parking systems use IoT sensors, cameras, and software to guide drivers to open spots, 

automate payments, and manage spaces efficiently, reducing congestion and fuel waste by 

providing real-time availability via apps and digital signs, integrating payments (ANPR, 

FASTag), and offering data insights for operators. 

How it works. 

Parking sensors detect empty spots → data sent to mobile apps. 

Applications: 

 Real-time available parking spaces 

 Automatic payment and ticketing 

 Reduced traffic from cars searching for parking 

Benefits: Saves time, fuel, and reduces congestion. 

 

3. Smart Waste Management 

 

Smart waste management uses IoT sensors, data analytics, and AI to create efficient, data-

driven systems for waste collection, sorting, and recycling, optimizing routes, reducing costs, 

minimizing overflow, and promoting sustainability by only servicing full bins, improving 

https://www.google.com/search?q=ANPR&oq=Smart+Parking+Systems+&aqs=chrome..69i57j0i512j0i22i30l8.2067j0j15&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiGzIyuhc6RAxWZTmwGHez2DvYQgK4QegYIAQgAEAQ
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sorting accuracy with computer vision, and tracking waste from collection to processing.  

How it works: 

Smart bins with fill-level sensors send data to waste collection systems. 

Applications: 

 Optimized waste collection routes 

 Alerts when bins are full 

Benefits: Cleaner cities, lower operational costs. 

 

4. Smart Street Lighting 

 

Smart street lighting uses connected, sensor-equipped LED fixtures to dynamically adjust 

brightness, save energy, reduce costs, and enhance safety, acting as a foundation for smart 

city IoT (Internet of Things).  

 

These systems remotely monitor and control lighting, dimming lights when areas are empty 

and brightening them for pedestrians or vehicles, while also collecting data on traffic, 

weather, and air quality for broader urban management.  

How it works: 

 

Lights with  motion sensors + remote control. 

 

Applications: 

 Auto dimming when no one is around 

 Brightening when movement is detected 

 Remote control of city lighting 

Benefits: Saves energy, improves safety. 

 

5. Environmental Monitoring 

 
 

IoT environmental monitoring uses connected sensors to collect real-time data (like 

air/water quality, temp, humidity, soil conditions) from physical environments, sending it to 

the cloud for automated analysis, alerts, and insights, enabling faster, smarter decisions for 

sustainability, safety, and efficiency in areas from agriculture to smart cities.  

 

It replaces manual checks with constant, automated data streams, improving accuracy and 

allowing for proactive responses to issues like pollution, leaks, or poor conditions.  

How it works: 

 

Sensors collect real-time air, water, and noise data. 

Applications:  

 Air quality monitoring (PM2.5, CO₂, NO₂) 

 Noise pollution detection 

 Water quality tracking in rivers/lakes 
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 Weather and climate monitoring 

Benefits: Supports public health and policy decisions. 

 

6. Smart Energy Management 

IoT in smart energy management uses connected sensors, smart meters, and devices to 

collect real-time energy data, enabling automated monitoring, analysis, and optimization for 

increased efficiency, reduced costs, and sustainability in homes, industries, and grids, by 

providing insights into consumption patterns and allowing remote control of systems like 

lighting, HVAC, and EV charging.   

 

Applications: 

 Smart grids 

 Smart meters for homes and buildings 

 Solar/wind energy integration 

 Automated energy usage reports 

Benefits: Reduces electricity waste, improves reliability. 

 

7. Public Safety & Surveillance 

IoT in Public Safety & Surveillance uses connected devices (cameras, sensors, wearables) 

for real-time monitoring, faster emergency response (like gunshot detection), predictive 

policing via data analytics, better situational awareness (drones, body cams), and improved 

disaster management, creating smarter, safer communities by enhancing data, decision-

making, and resource deployment for law enforcement and first responders.  

Applications: 

 Smart CCTV with AI detection (crowds, violence, accidents) 

 Panic buttons and emergency response systems 

 Smart street lighting for crime reduction 

Benefits: Safer cities with faster emergency response. 

 

8. Smart Water Management 

 

water management is a process of planning, allocating, and monitoring water resources and 

maintaining related equipment like pipes and pumps through IoT hardware and software. 

Applications: 

 Leak detection in pipelines 

 Water level monitoring in tanks and reservoirs 

 Smart irrigation for public parks 

Benefits: Saves water, prevents wastage. 

 

9. Smart Healthcare 

 

Smart healthcare in IoT uses connected devices (wearables, sensors, apps) to collect real-time 

patient data (vitals, activity) and send it to cloud/AI platforms for analysis, enabling remote 

monitoring, early disease detection, personalized treatment, efficient hospital management, and 

better chronic care, moving healthcare from reactive to proactive and accessible even in remote 

areas 

Applications: 

 Remote health monitoring (heart rate, glucose sensors) 

 IoT-enabled ambulances connected to hospitals 

Benefits: Faster care and improved health outcomes. 
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 IoT Applications in Infrastructure: 
 

IoT plays a major role in monitoring, managing, and maintaining infrastructure  such as 

bridges, buildings, roads, railways, airports, and utilities. 

 

 It enables real-time data collection, predictive maintenance, safety improvements, and cost 

reduction. 

 
 

 1. Smart Infrastructure Monitoring 

IoT sensors are embedded in physical structures to monitor their condition. 

Applications: 

 Structural health monitoring (SHM) of bridges, flyovers, and tunnels 

 Vibration, stress, and strain detection 

 Cracks and material fatigue monitoring 

 Early warning for infrastructure failure 

Benefits: 

Prevents timely accidents,Enables timely maintenance 

  

 2. Smart Buildings 

     Buildings use IoT devices to automate operations. 

Applications: 

 Smart HVAC (heating/air conditioning) 

 Smart lighting systems 

 Occupancy sensors 

 Energy consumption monitoring 

 Automated fire detection and suppression 

Benefits: 

Energy efficient, Comfortable environment,Reduced operational costs 

  

 3. Smart Roads & Highways 
 

    Roads can communicate with vehicles and management systems. 

Applications: 

 Road surface condition monitoring (pothole detection) 

 Traffic flow and congestion monitoring 

 Smart streetlights on highways 

 Vehicle-to-infrastructure (V2I) communication 
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 Smart toll collection systems 

Benefits: 

Improves safety, Reduces traffic delays, Saves fuel 

 

  4. Smart Railways 

   IoT devices improve railway operations and safety. 

Applications: 

 Track and wheel temperature monitoring 

 Train location tracking (GPS + IoT) 

 Overhead wire monitoring 

 Smart ticketing and seat availability systems 

Benefits: 

Reduces Breakdowns, Enhances passenger breakdowns, Improves scheduling  

 

 5. Smart Airports 

 

Airports use IoT to coordinate operations and improve passenger experience. 

Applications: 

 Baggage tracking 

 Aircraft maintenance monitoring 

 Indoor navigation for passengers 

 Queue management at security gates 

Benefits: 

Faster operations,Reduced delays 

 

 6. Smart Utilities Infrastructure 

       IoT is used in electricity, water, and gas networks. 

Applications: 

 Smart meters (electricity, water, gas) 

 Pipeline leak detection 

 Water level monitoring in reservoirs 

 Smart grids for power distribution 

Benefits: 

Reduces losses, Improves reliability 

 

 7. Construction Site Monitoring 

   IoT helps track construction processes in real time. 

Applications: 

 Monitoring equipment usage 

 Real-time location of workers and machinery 

 Safety alerts (helmet sensors, fall detection) 

 Material tracking (cement, steel, tiles, etc.) 

Benefits: 

Safer work environment, Better project management. 
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 IoT Applications: Industrial IoT (IIoT) 
 

Industrial IoT refers to the use of IoT technologies in industries like manufacturing, energy, oil 

& gas, supply chain, and heavy engineering.  

 

It connects machines, sensors, robots, and analytics systems to improve productivity, safety, 

and efficiency. 

 
 

 1. Predictive Maintenance 

      Sensors on machines collect data such as temperature, vibration, pressure, sound, etc. 

Applications: 

 Detect equipment failure before it happens 

 Schedule maintenance only when required 

 Reduce machine downtime 

Benefits: 

Saves cost, Increase machine lifespan 

  

 2. Real-Time Machine Monitoring 

Machines are connected to IoT dashboards showing live data. 

Applications: 

 Monitoring machine speed, output, energy usage 

 Detecting abnormal conditions 

 Tracking Overall Equipment Effectiveness (OEE) 

Benefits: 

Improve productivity, Better decision-making 

 

  3. Smart Manufacturing (Industry 4.0) 

       IoT integrates with automation, AI, robotics, and cloud computing. 

Applications: 

 Fully automated production lines 

 Robot-to-robot communication 

 Process optimization using AI analytics 

 Digital twins (virtual models of machines) 

Benefits: 

Higher Efficiency, Reduced human error, Faster Production 

 

 4. Supply Chain & Logistics Monitoring 

      IoT sensors track goods throughout the supply chain. 

Applications: 

 Real-time tracking of shipments 
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 Monitoring temperature for perishable goods 

 Warehouse automation with RFID & smart shelves 

 Predicting delays and optimizing routes 

Benefits: 

Efficient logistics, Reduce losses 

5. Quality Control & Inspection 

Cameras and smart sensors detect defects automatically. 

Applications: 

 Automated visual inspection 

 Monitoring product dimensions and color 

 Checking chemical properties in food/medicine 

Benefits: 

Higher product quality, Faster detection of defects 

 

6. Energy Management 

Industries use IoT to track power usage. 

Applications: 

 Monitoring energy consumption per machine 

 Automatic control of heavy machinery 

 Detecting high power usage areas 

Benefits: 

Lower electricity bills 

 

7. Worker Safety & Monitoring 

Wearable devices and sensors help ensure safety. 

Applications: 

 Wearable helmets with fall detection 

 Gas leak detection in factories 

 Monitoring worker location in hazardous zones 

 Emergency alert systems 

Benefits: 

Safer workplace, Fewer accidents 

 

 8. Asset Tracking 

IoT tags track the location and movement of industrial assets. 

Applications: 

 Tracking tools, vehicles, and machinery 

 Monitoring fuel levels of industrial vehicles 

 Avoiding loss or theft 

Benefits: 

Efficient operations, reduced asset loss 
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 IoT Applications in Manufacturing 

 
IoT in manufacturing connects machines, sensors, robots, and software systems to create 

smart, efficient, automated production environments.  

This is a core part of Industry 4.0.’  

 

 1. Predictive Maintenance 

Machines are equipped with vibration, temperature, sound, and pressure sensors. 

Applications: 

 Predict machine failure before it occurs 

 Schedule maintenance based on machine condition 

 Reduce unexpected breakdowns 

Benefits: 

Low maintenance cost, Long machine 

  

 2. Real-Time Production Monitoring 
 

IoT devices show live production data on dashboards. 

 
Applications: 

 Track machine speed, cycles, production rate 

 Detect bottlenecks in real time 

 Monitor factory KPIs like OEE (Overall Equipment Effectiveness) 

Benefits: 

Faster decision-making, Higher productivity 

 

3. Smart Automation & Robotics 

 

IoT connects automated machines and robots for coordinated operation. 

 
Applications: 

 Robotic arms that communicate with each other 

 Automated material handling (AMH) 

 IoT-enabled CNC machines 
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 Real-time robot performance monitoring 

Benefits: 

Higher precision, Faster production 

  4. Quality Control & Defect Detection 

IoT supports automated quality inspection. 

   
Applications: 

 Sensors measure dimensions, weight, color 

 Cameras detect cracks, dents, or defects 

 AI + IoT for product quality scoring 

Benefits: 

High-quality products, Reduced human error 

 

5. Supply Chain & Inventory Management 

     IoT helps track materials and finished goods. 

 

 
Applications: 

 RFID tags for real-time inventory 

 Tracking raw material levels 

 Monitoring location of goods in warehouse 

 Predicting material shortages 

Benefits: 

Zero stock-out, Less wastage 

 

6. Energy Management 

 

IoT monitors energy usage of machines. 

Applications: 

 Detect high energy consumption 

 Automated switching of idle machines 

 Track electricity usage per production line 

Benefits: 

Less electricity cost, Sustainable operations 
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 7. Worker Safety & Security 

IoT creates safer work environments. 

Applications: 

 Wearable safety devices (helmets, wristbands) 

 Gas leak and heat sensor alerts 

 Dangerous zone tracking 

 Automatic shutdown of unsafe machines 

Benefits: 

Fewer accidents, Better compliance with safety rules 

 

 IoT Applications: Data Processing and Storage 
IoT generates massive amounts of data from sensors, devices, and machines. To handle this, IoT 

uses several technologies for collecting, storing, processing, analyzing, and managing data 

efficiently. 

 

 1. Real-Time Data Collection 

 

IoT sensors continuously collect data such as: 

 Temperature 

 Humidity 

 Pressure 

 Location (GPS) 

 Motion 

 Vibration 

 Energy usage 

Applications: 

 Live monitoring of equipment 

 Real-time alerts (faults, leaks, abnormal behavior) 

 Tracking moving assets (vehicles, goods) 

 

 2. Edge Computing (Local Processing) 

 

Here, data is processed close to the device, not in the cloud. 

Applications: 

 Filtering unnecessary data 

 Real-time decision making 

 Running lightweight AI models on edge devices 

 Autonomous machines and robots 

Used in: 

Smart manufacturing 

Driverless cars 

Healthcare monitoring devices 

Benefits: 

Low latency 

Faster processing 

 

 3. Fog Computing (Intermediate Layer) 

 

Fog computing Sits between edge devices (like sensors) and the centralized cloud. 

Fog computing emerged as a solution to the cloud related problems. 

 

 Cisco’s, Product line manager, Ginny Nichols has originally coined the term fog computing.  
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It also refers as edge computing or fogging. This term, fog, has a connection with the real 

world weather phenomenon, a cloud formed close to the ground.  

 

In fog computing, fog nodes are placed in a logical position between the cloud and the data 

source, more precisely closer to the data source. 

Applications: 

 Processing large data chunks near the network 

 Managing data from many IoT devices 

 Quick responses without full cloud dependence 

Benefits: 

Reduced cloud load 

Faster local analytics 

 

  4. Cloud Storage 

IoT uses cloud platforms to store massive amounts of data. 

Common IoT Clouds: 

 AWS IoT 

 Microsoft Azure IoT 

 Google Cloud IoT 

 IBM Watson IoT 

Applications: 

 Long-term storage of historical data 

 Data backups 

 Scalable storage for millions of devices 

Benefits: 

Unlimited storage 

High reliability 

 

  5. Big Data Analytics 

IoT data is huge, fast, and unstructured, so it requires big data tools. 

Applications: 

 Pattern identification 

 Predictive analytics 

 Trend forecasting 

 Detecting anomalies 

Tools used: 

 Hadoop 

 Spark 

 Kafka 

 NoSQL databases (MongoDB, Cassandra) 

Benefits: 

Better decision-making, Optimized operation 

 

  6. Database Management for IoT 

 

Database management for IoT involves handling massive, fast, diverse data from devices, requiring 

scalable, real-time systems (like NoSQL, time-series DBs) with edge computing, strong security 

(encryption), data lifecycle policies, and analytics for insights, moving beyond traditional models to 

ensure efficiency, reliability, and actionable intelligence from connected sensors.  

 

Different types of databases are used: 



Emerging Technologies and Applications-UNIT-2 

KHYATI SOLANKI, ARTI PATEL 14 

 

 

 Time-Series Databases 

 InfluxDB, TimescaleDB 

 Store sensor data with timestamps 

 NoSQL Databases 

 MongoDB, Cassandra 

 Used for unstructured IoT data 

 Relational Databases 

 MySQL, PostgreSQL 

 Used for structured data 

Applications: 

 Storing real-time sensor logs 

 Managing device info 

 Dashboards and analytics 

 

 7. Data Compression & Filtering 

 

Data Compression & Filtering in IoT are essential to handle huge sensor data, reduce network 

load, save power, and improve processing efficiency—especially for devices with limited 

memory, bandwidth, and battery. 

 

Not all collected data is useful. 

Applications: 

 Compressing large data packets 

 Removing duplicate or irrelevant data 

 Sending only useful information to cloud 

Benefits: 

Saves bandwidth, Reduces cloud costs 

 

8. Data Security & Privacy 

Data Security and Data Privacy are closely related but different goals: 

Protects data from unauthorized access, misuse, damage, or theft. 

Protects personal or sensitive information from being exposed or misused. 

 

Focuses on how data is collected, stored, shared, and used. 

IoT data must be protected. 

Applications: 

 Encryption of stored and transmitted data 

 Secure device authentication 

 Blockchain for secure data sharing 

Benefits: 

Safe data storage, Prevent cyber-attacks, Protects user privacy 
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 Industry 4.0 — Complete Explanation 
 

Industry 4.0 is the fourth industrial revolution, where industries use IoT, AI, robotics, cloud 

computing, automation, and data analytics to create intelligent and interconnected manufacturing 

systems. 

It focuses on smart factories, real-time data, and machine-to-machine communication. 

 

 1. Concept of Industry 4.0 

Definition: 

Industry 4.0 refers to the digital transformation of manufacturing using advanced technologies such 

as: 

 IoT (Internet of Things) 

 Automation and Robotics 

 Cyber-Physical Systems 

 Cloud Computing 

 AI & Machine Learning 

 Digital Twins 

Main Goals: 

 Improve efficiency 

 Reduce cost 

 Predict problems before failure 

 Increase product quality 

 Enable real-time decision-making 

Characteristics: 

 Connectivity (machines, sensors, robots communicate) 

 Data-driven operations 

 Intelligent automation 

 Integration of digital and physical systems 

 

 Automation in Industry 4.0 
Automation is a key part of Industry 4.0. Here, machines operate with minimal human 

intervention. 

It moves beyond simple task execution to create smart, interconnected systems using IoT, AI, 

and data analytics, enabling machines to learn, adapt, and make decisions with minimal human 

input for hyper-efficiency, predictive maintenance, and flexible production 

Types of Automation: 

 Basic Automation – machines perform repetitive tasks 

 Advanced Automation – robots + sensors + software handle complex tasks 

 Autonomous Systems – robots make decisions using AI 

Examples: 

 Robots assembling cars 

 Automated painting & welding 

 Conveyor belts with smart sensors 

 Automated quality checking using cameras 

Benefits: 

Faster production, Reduced human errors, Lower labor cost 
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 Smart Manufacturing 
Smart manufacturing uses digital technologies to make factories intelligent, connected, and self-

optimizing. 

Features: 

 Machines talk to each other 

 Real-time monitoring of production 

 Automated decision making 

 Self-correcting systems 

Technologies Used: 

 IoT sensors 

 Robotics 

 Cloud computing 

 Big data analytics 

 AI & ML 

 3D printing 

Example: 

A machine detects a defect → automatically slows production → alerts operator → adjusts 

parameters to fix the issue. 

Benefits: 

Zero unplanned downtime, Less waste 

 

 Cyber-Physical Systems (CPS) 

 
A Cyber-Physical System (CPS) is a computing system that integrates physical processes 

with computational algorithms and networked sensors to monitor and control physical 

processes in real time. 

 

This technology connects the physical and virtual worlds, enabling seamless interaction 

between humans and machines. 

 

 Cyber-Physical Systems combine: 

 Physical systems (machines, robots, production lines) 

 Digital systems (software, sensors, networks, AI) 

Both communicate in real time. 

Components: 

 Sensors 

 Controllers 

 Actuators 

 Communication networks 

 Data analytics 

How CPS Works: 

1. Sensors collect data 

2. Data sent to digital systems 

3. Computer analyzes data 

4. Actions sent back to machines 

Example: 

A CNC machine automatically adjusts cutting speed based on sensor feedback. 

Benefits: 

Real-time control, Automation of complex tasks, Self-correcting machine. 
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 Digital Twins 

 
A digital twin is a virtual model of a real object, such as a machine, robot, product, or 

entire factory. 

It receives real-time data from IoT sensors. 

How it works: 

1. A physical machine sends sensor data 

2. The digital model updates in real time 

3. Engineers test changes on the digital twin 

4. Safe and optimized settings are applied to the real machine 

Applications: 

 Predicting failure (predictive maintenance) 

 Simulating new designs 

 Optimizing production 

 Monitoring performance 

Example: 

A digital twin of a turbine predicts when a part will fail → maintenance is scheduled 

before breakdown. 

Benefits: 

Saves cost, Zero down time, Improve quality 
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Unit 3: Blockchain Technology 

• What is blockchain technology, 

• Basic components of blockchain technology 

• How decentralization and shared ledgers work 

• Applications of Blockchain Technology 

• Advantages and disadvantages of Blockchain Technology 

 
 

 Centralized and decentralized systems 
 
 

 
 
Centralized and decentralized systems are two different ways of managing digital networks. 
In a centralized system, one main authority controls everything, while in a decentralized 
system, control is shared among many users. Today, more people and businesses are 
choosing decentralized systems for better privacy, control, and transparency. That’s 
why Decentralized Exchange Development is becoming more popular, giving users more 
freedom over their data and digital assets. 

 What is blockchain technology? 

Blockchain is a decentralized digital database or ledger that securely stores records across a 
network of computers in a way that is transparent, immutable, and resistant to tampering. 
Each "block" contains data, and the blocks are linked in a chronological "chain." 

 

 What Is a Blockchain? 

A blockchain is a distributed digital database or ledger shared across a computer network's 

nodes. While it is best known for its crucial role in cryptocurrency systems, maintaining a 

secure and decentralized record of transactions, blockchains are not limited to 

cryptocurrency uses. Blockchains can be used to make data in any industry immutable, 

meaning it cannot be altered. 
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Since a block cannot be changed, the only trust needed is at the point where a user or 
program enters data. This reduces the need for trusted third parties, such as auditors or 
other humans, who add costs and can make mistakes. 

Since Bitcoin's introduction in 2009, blockchain use has exploded due to the creation of 
various cryptocurrencies, decentralized finance (DeFi) applications, non-fungible tokens 
(NFTs), and smart contracts. 

 
 

 How Does a Blockchain Work? 
 
You might be familiar with spreadsheets or databases. A blockchain is somewhat similar 
because it is a database where information is entered and stored. The key difference 
between a traditional database or spreadsheet and a blockchain is how the data is 
structured and accessed. 
 
A blockchain consists of programs called scripts that conduct the tasks you usually would in 
a database: entering and accessing information, and saving and storing it somewhere. A 
blockchain is distributed, meaning multiple copies are saved on many machines and must 
match for it to be valid. 
 
The Bitcoin blockchain collects transaction information and enters it into a 4MB file called 
a block (different blockchains have different-sized blocks). Once the block is full, the block 
data is run through a cryptographic hash function, which creates a hexadecimal number 
called the block header hash. 
 
The hash is then entered into the following block header and encrypted with the other 
information in that block's header, creating a chain of blocks, hence the name “blockchain.” 
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 Blockchain Decentralization 

 
A blockchain allows the data in a database to be spread out among several network 
nodes—computers or devices running software for the blockchain—at various locations. 
This creates redundancy and maintains the fidelity of the data. For example, if someone 
tries to alter a record on one node, the other nodes would prevent it from happening by 
comparing block hashes. This way, no single node can alter information within the chain. 
 
Because of this distribution—and the encrypted proof that work was done—the blockchain 
data, such as transaction history, becomes irreversible. Such a record could be a list of 
transactions, but private blockchains can also hold a variety of other information, like legal 
contracts, state identifications, or a company's inventory. Most blockchains would not 
"store" these items directly; they would likely be sent through a hashing algorithm and 
represented on the blockchain by a token. 

 
 Is Blockchain Secure? 

Blockchain technology achieves decentralized security and trust in several ways. To begin, 
new blocks are always stored linearly and chronologically. That is, they are always added to 
the "end" of the blockchain. After a block has been added to the end of the blockchain, 
previous blocks cannot be altered. 
 
A change in any data changes the hash of the block it was in. Because each block contains 
the previous block's hash, a change in one would change the following blocks. The network 
would generally reject an altered block because the hashes would not match. However, a 
change can be accomplished on smaller blockchain networks. 
 
A new and smaller chain might be susceptible to this kind of attack, but the attacker would 
need at least half of the computational power of the network (a 51% attack).  
ugh times to get their blocks implemented. 
 

 Components of Blockchain Network 
 
Blockchain networks have various interdependent components that work together to 
ensure secure, transparent, and efficient data transactions. Key elements include nodes, 
which validate and relay transactions; a decentralized ledger that records all activity; and 
consensus mechanisms that maintain the integrity of the network. Additionally, 
cryptographic techniques and smart contracts enhance security and automate processes.  
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Core Components of Blockchain Networks 
 
The core components of blockchain networks are essential for their operation and 
functionality. Each component plays a critical role in maintaining the integrity, security, and 
efficiency of the blockchain. Here are the core components of the blockchain network: 
 

1. Nodes 
 

 
 
Nodes are individual computers that participate in the blockchain network. Each node 
stores a copy of the entire blockchain or part of it. 

1. Full Nodes: It maintains a full copy of all the transactions. It has the capacity to 
validate, accept and reject the transactions. 

2. Partial Nodes: It is also called a Lightweight Node because it doesn't maintain the 
whole copy of the blockchain ledger. It maintains only the hash value of the 
transaction. The whole transaction is accessed using this hash value only. These 
nodes have low storage and low computational power. 

3. Mining Nodes: Nodes that validate transactions and add them to the blockchain, 
typically through a process called mining (in Proof of Work systems). 

 
2. Ledger 
 

 
The blockchain itself serves as a distributed ledger that records all transactions in a secure 
and immutable manner. The ledger is composed of blocks, each containing a set of 
transactions, a timestamp, and a reference (hash) to the previous block, forming a 
chronological chain. 
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1. Public Ledger: It is open and transparent to all. Anyone in the blockchain network can 
read or write something. 

2. Distributed Ledger: In this ledger, all nodes have a local copy of the database. Here, a 
group of nodes collectively execute the job i.e verify transactions, add blocks in the 
blockchain. 

3. Decentralized Ledger: In this ledger, no one node or group of nodes has a central 
control. Every node participates in the execution of the job. 

 
3. Transactions 
 
Transactions are the fundamental units of data in a blockchain, representing the transfer of 
value or information. A transaction is created, verified by nodes, and then recorded on the 
blockchain. It typically includes the sender’s and receiver’s addresses, the amount, and a 
digital signature for authenticity. 
 
4. Consensus Mechanisms 
 

 
Consensus mechanisms are algorithms that allow the network to agree on the validity of 
transactions and maintain a consistent state of the ledger. 

1. Proof of Work (PoW): Requires participants to solve complex mathematical problems 
to validate transactions (e.g., Bitcoin). 

2. Proof of Stake (PoS): Validators are chosen based on the number of coins they hold 
and are willing to "stake" as collateral (e.g., Ethereum 2.0). 

3. Delegated Proof of Stake (DPoS): Participants vote for a small number of delegates 
to validate transactions on their behalf. 
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Supporting Components of Blockchain Networks 
Supporting components work together to provide a robust framework for the various 
applications of blockchain technology. Here is an overview of the supporting components: 
 
1. Cryptography 
 
 

 
Cryptography is essential for securing transactions, protecting data integrity, and 
maintaining privacy within the blockchain network. 

1. Hash Functions: Generate a unique fixed-size output (hash) for any input data. This 
ensures that even a small change in the input will produce a completely different 
hash, helping to secure the data against tampering. 

2. Digital Signatures: Used to verify the authenticity of transactions. A digital signature 
is created using a sender’s private key and can be verified by others using the 
sender’s public key, ensuring the integrity and origin of the transaction. 

3. Public and Private Keys: Each user has a pair of cryptographic keys. The public key is 
shared with others, while the private key is kept secret, enabling secure transaction 
signing. 

 
2. Smart Contracts 

 
Smart contracts are computer programs or codes that automatically execute when a party 
meets agreed terms or conditions. The lines of code that form the smart contract explicitly 
contain the terms of the agreement, which are stored on the blockchain. 
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Smart contracts are a vital component of blockchain technology. They enable trust less and 
permissionless financial transactions between users, eliminating the need for an 
intermediary. Smart contracts use “IF-THEN” programming language semantics to send, 
store, and receive funds based on specified code conditions. 

 
Smart contracts are self-executing contracts with the terms written directly into code, 
which run on the blockchain. 

1. Automation: They automate contract execution without the need for intermediaries, 
reducing costs and increasing efficiency. 

2. Conditions: Smart contracts can execute actions when predetermined conditions are 
met, such as transferring funds or issuing tokens. 

3. Use Cases: Commonly used in various applications, including supply chain 
management, insurance claims, and decentralized finance (DeFi). 

 
3.  Blockchain Wallet 
  

 
  
The emergence of blockchain technology has created a promising solution for the global 
financial system with the creation of cryptocurrency. Blockchain wallets (digital wallets) 
actively manage cryptocurrencies, enabling users to hold and perform financial transactions 
securely. These transactions and their associated records are cryptographically signed, 
making them more secure than traditional banking systems and protecting the privacy of 
users’ data. 
The users’ private keys are stored in their wallets, which are essential for accessing the 
cryptocurrency assigned to everyone. While the cryptocurrency remains on the blockchain, 
the users’ wallets store their data. 
 
Examples of blockchain wallets include Electrum, Coinbase Wallet, CoinDCX, Bitcoin Wallet, 
Bitcoin Core, Coinomi, Crypto.com Wallet, Ledger Wallet, CoinPayments, and SecuX 
Hardware Wallet.  
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4.  Nonce 
 
A nonce is a number that miners must solve to add a new block to the blockchain. Before 
adding a new block, a miner must obtain the nonce number, which can only be used ONCE 
to create the block. Once a miner adds a block with a valid nonce, they receive a reward, 
making it impossible for a previously recorded block to be recorded multiple times.  
Nonce is like a one-time password (OTP) that miners must solve, but instead of being sent 
by a financial institution, miners must solve for it. The tedious process of obtaining the 
number is called “proof of work” in blockchain consensus mechanisms. 
Nonce is derived from the phrase “number used only once,” which is a portmanteau of two 
or more words. Other examples of portmanteau include “brunch” (breakfast + lunch), 
“alphanumeric” (alphabetic + numeric), “motel” (motorist + hotel), and “internet” 
(interconnected + network). The chance of correctly guessing the nonce for each block is 
nearly zero, with millions of possibilities for just one nonce. This requires high 
computational power from miners, with only one winner emerging from the contest. 
Despite its seemingly basic explanation, nonce remains one of the essential security 
features of blockchain technology. 
 
5.  Hashing (hash)  

 
Hashing uses a mathematical function called a “Hash Function” to create a fixed value 
length from texts or numbers. This helps protect the content of messages during 
transmission. The blockchain ecosystem uses this technology when cryptocurrency is sent 
between users. 
When sending cryptocurrency from one user to another, the system applies a hashing 
algorithm to produce a fixed-length alphanumeric output. The leading 
cryptocurrency, Bitcoin, uses the Secure Hash Algorithm (SHA) 256 hashing algorithm, 
which produces a 256-bit output regardless of the input data’s length. The beauty of 
hashing is its ability to detect even the smallest change in a file. 
 

 How decentralization and shared ledgers work 

 
Decentralization in blockchain means no single authority controls it; instead, a network of 
participants (nodes) shares a transparent, identical copy of the ledger, ensuring trust 
through distributed validation. Shared ledgers (Distributed Ledger Technology) are append-
only databases where new transactions are grouped into blocks, cryptographically linked 
(chained) and added only after network consensus (agreement). This creates an immutable, 
tamper-proof, single source of truth for all participants, making it highly secure and 
reliable.  
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How Decentralization Works 
• Distributed Network: The ledger isn't stored in one place but on many computers 

(nodes) globally. 
• No Central Authority: Power is spread out, removing reliance on banks or 

governments and preventing single points of failure or censorship. 
• Peer-to-Peer: Nodes communicate directly, verifying transactions and adding new 

blocks.  
How Shared Ledgers Work 

• Blocks & Chains: Transactions are bundled into "blocks," each containing data and a 
unique cryptographic link (hash) to the previous block, forming a "chain". 

• Transparency & Immutability: All nodes see the same ledger; once a block is added, 
it's nearly impossible to alter because changing one block would break the chain's 
hashes, which the network would reject. 

• Consensus Mechanism: Before a new block is added, most nodes must agree on its 
validity using agreed-upon rules (e.g., Proof-of-Work, Proof-of-Stake), ensuring 
integrity.  

The Combined Effect 
Decentralization empowers the network, while the shared, cryptographically secured ledger 
provides the trusted record. Every participant holds a verified copy, eliminating 
intermediaries and building trust through technological consensus rather than a central 
entity, ideal for secure, transparent tracking of anything valuable.  
 

 Bitcoin vs. Blockchain 
Blockchain technology was first outlined in 1991 by Stuart Haber and W. Scott Stornetta, 
two researchers who wanted to implement a system where document timestamps could 
not be tampered with. But it wasn’t until almost two decades later, with the launch of 
Bitcoin in January 2009, that blockchain had its first real-world application. 
 
Bitcoin 
The Bitcoin protocol is built on a blockchain. In a research paper introducing the digital 
currency, Bitcoin’s pseudonymous creator, Satoshi Nakamoto, referred to it as “a new 
electronic cash system that’s fully peer-to-peer, with no trusted third party.” 
 
The key thing to understand is that Bitcoin uses blockchain to transparently record a ledger 
of payments or other transactions between parties.7 
 
Blockchain 
Blockchain can be used to immutably record any number of data points. The data can be 
transactions, votes in an election, product inventories, state identifications, deeds to 
homes, and much more. 
Currently, tens of thousands of projects are looking to implement blockchains in various 
ways to help society, other than just recording transactions—for example, as a way to vote 
securely in democratic elections. 
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The nature of blockchain's immutability means that fraudulent voting would become far 
more difficult. For example, a voting system could work such that each country's citizens 
would be issued a single cryptocurrency or token. 
 
Each candidate could then be given a specific wallet address, and the voters would send 
their token or crypto to the address of whichever candidate they wish to vote for. The 
transparent and traceable nature of blockchain would eliminate the need for human vote 
counting and the ability of bad actors to tamper with physical ballots. 
 

 Applications and Uses of Blockchain 
 

• Cryptocurrencies:  A cryptocurrency is a digital currency, basically designed to be 
used as a medium of exchange wherein each coin ownership record is stored in a 
decentralized ledger. Cryptocurrencies use 'decentralized control', which suggests 
that they are not controlled by one person or government. When Bitcoin launched in 
2008, it allowed people to directly transact with each other without having to trust 
third parties like banks. Since then, 4000 different cryptocurrencies have been 
created. Some examples are Bitcoin, Ethereum, Dogecoin, Fantom, etc.  The 
blockchain is the technology behind cryptos where all the exchange or transaction 
information is stored which cannot be hacked or changed and a copy of the ledger is 
distributed among all the participants of the network. It records every single 
transaction. Each person can buy/sell or deal in cryptos and be a part of the network. 
Nowadays, several financial applications provide a user with the luxury of doing so. 
 

• Cars: Let us see how can blockchain be used in cars. Ever heard of odometer fraud? 
By tampering with the odometer, someone can make a car appear to be newer and 
less worn out, resulting in customers paying more than what the car is worth. The 
government tries to encounter by collecting the mileage of cars when they get a 
safety inspection, but that is not enough. So, instead, we could replace regular 
odometers with smart ones that are connected to the internet and frequently write 
the car's mileage to the blockchain. This would create a secure and digital certificate 
for every car. And because we use a blockchain, nobody can tamper with the 
data/information, and everyone can look up a vehicle's history to ensure it is correct. 
In fact, this has already been developed used by Bosch's IoT lab and they are 
currently testing it on a fleet of 100 cars in Germany and Switzerland. 
 

• Legal Documents: So, blockchains are great at keeping a good track of data over time. 
So, besides odometers, you can keep track of things like intellectual property or 
patents or it can even function as a notary. A notary is someone (for example the 
Central Government) who can confirm and verify signatures on legal documents. But 
we can just as well use blockchain for it.  The online website stampd.io as an 
example, allows you to feature the documents to the Bitcoin or Ethereum Blockchain.  
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Once, a document has been added you can always prove that you simply created a 
document at a particular point of time very similar to a notary, although right now 
blockchains are not on the same level as notaries in a legal perspective. 
 

• Digital Voting: Another interesting application is digital voting. Right now, voting 
happens either on paper or EVM (electronic voting machines) which are special 
computers running proprietary software. Voting on paper costs a lot of money and 
wastage and electronic voting have security issues. In recent years we have seen 
countries move away from digital voting and adopting paper again because they fear 
that electronic votes can be tampered with and influenced by hackers. In our country 
as well, we have seen politicians fight over "EVM hack" things. But, in place of paper 
ballots or EVMs, we could use blockchains to cast and store votes. Such a system 
would be very transparent and everyone could verify the voting count for themselves 
and it would make tampering with it very difficult. The Swiss company Agora is 
already working on such a system and it is going to be completely open-source. But 
there are many challenges. First, you must be able to verify voters without 
compromising their privacy. Secondly, if you allow people to vote with their own 
computers or phones, you must take care of the situation that those devices might be 
infected with malware designed to tamper with the voting process. And a final 
example: a system like this also must be able to withstand denial-of-service attacks 
that could render the whole thing unusable. A very tough nut to crack but if it 
becomes reality it could make for a more transparent and practical voting system. 
 

• Food and Medical Industry: They could use blockchain technology to track their food 
products from the moment they are harvested or made, to when they end up in the 
hands of the customers. See, every year almost half a million people die because of 
food-borne diseases and that is partly because it takes too long to isolate the food 
that is causing harm. Blockchains could help us to create a digital certificate for each 
package of food, proving where it came from and where it has been. So, if 
contamination has been detected i.e. the manufacturer wants to revert a batch of 
food because of certain quality issues, we can trace it back to its root and instantly 
notify other people who bought the same batch of bad food. Walmart and IBM are 
the two big giants currently working on such a system. It allowed them to trace the 
origin of a box of mangoes in just 2 seconds, compared to days or even weeks with a 
traditional system. A system like this could be applied to other similar industries as 
well. We could use it to track medicines, and other regular products and battle 
counterfeit goods by allowing anyone (the officials in general) to verify whether the 
product comes from the original and authentic manufacturer. 
 

• Logistics and Supply-chain: Another idea would be to track packages and shipments 
using blockchain. That is something that IBM and container shipping giant Maersk 
Line are working on a decentralized ledger to help with making the global trade of 
goods more efficient. Many hackathons on blockchain have this topic for college  
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students to build the project. It is still in the development phase and companies are 
trying to come up with such a system to track their package pinpoint. 
 

• Smart Contracts: So far, we have looked at ways blockchains can be used to keep 
track of information and verify its integrity. But blockchains are even more powerful 
when we use them as smart contracts as one of its applications. These contracts live 
on the blockchain and can perform actions when various conditions are met. 
Insurance companies could use smart contracts to validate claims and keep a record 
of all the people who are buying insurance and paying their premiums on time to 
continue the terms of the policy. Or they could allow us to only pay for car insurance 
when we are driving. But it goes even further, with smart contracts we can our own 
data on a blockchain. In the same fashion, you could store your personal identity 
there and choose what data you want to reveal. 
 

• Original Content Creation and Royalties tracking: Think about collecting royalties for 
artists. A beautiful idea for the use case would be streaming platforms could set up 
two smart contracts: one where users send a monthly subscription to and one that 
keeps track of what song or video a particular user is consuming and how many times 
the song has been played or a video being watched. At the end of each month, the 
smart contract that holds the subscription fee can automatically distribute the money 
to artists, based o how many times their songs have been played. People can have 
smart contracts for their content and have proof that they were the creators and no 
other. Media chain is one of the companies working in the music industry using 
blockchain and smart contracts. Similarly, smart contracts can be used in other places 
as well, some of them are: 

 
• Gambling: The gambling industry can use blockchain to provide several benefits to 

players. With the help of the blockchain there is a transparency between the 
potential gamblers. The transaction is recorded in the blockchain network, game 
could be played fairly.  

 

 Advantages and disadvantages of Blockchain Technology 

 
Advantages of Blockchain Technology 

1. Open: One of the major advantages of blockchain technology is that it is accessible to 
all means anyone can become a participant in the contribution to blockchain 
technology, one does not require any permission from anybody to join the 
distributed network. 

2. Verifiable: Blockchain technology is used to store information in a decentralized 
manner so everyone can verify the correctness of the information by using zero-
knowledge proof through which one party proves the correctness of data to another 
party without revealing anything about data. 
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3. Permanent: Records or information which is stored using blockchain technology are 
permanent means one needs not to worry about losing the data because duplicate 
copies are stored at each local node as it is a decentralized network that has several 
trustworthy nodes. 

4. Free from Censorship: Blockchain technology is considered free from censorship as it 
does not have control of any single party rather it has the concept of trustworthy 
nodes for validation and consensus protocols that approve transactions by using 
smart contracts. 

5. Tighter Security: Blockchain uses hashing techniques to store each transaction on a 
block that is connected so it has tighter security. It uses the SHA 256 hashing 
technique for storing transactions. 

6. Immutability: Data cannot be tampered with in blockchain technology due to its 
decentralized structure so any change will be reflected in all the nodes so one cannot 
commit fraud here; hence it can be claimed that transactions are tamper-proof. 

7. Transparency: It makes histories of transactions transparent everywhere all the 
nodes in the network have a copy of the transaction in the network. If any changes 
occur in the transaction, it is visible to the other nodes. 

8. Efficiency: Blockchain removes any third-party intervention between transactions 
and removes mistakes making the system efficient and faster. Settlement is made 
easier and smooth. 

9. Cost Reduction: As blockchain needs no third man it reduces the cost for the 
businesses and gives trust to the other partner. 

 
Disadvantages of Blockchain Technology 
Here are some disadvantages of Blockchain: 

1. Scalability: It is one of the biggest drawbacks of blockchain technology as it cannot be 
scaled due to the fixed size of the block for storing information. The block size is 1 MB 
due to which it can hold only a couple of transactions on a single block. 

2. Immaturity: Blockchain is only a couple-year-old technology so people do not have 
much confidence in it, they are not ready to invest in it several applications of 
blockchain are doing great in different industries but still it needs to win the 
confidence of even more people to be recognized for its complete utilization. 

3. Energy Consuming: For verifying any transaction, a lot of energy is used so it 
becomes a problem according to the survey it is considered that 0.3 percent of the 
world's electricity had been used by 2018 in the verification of transactions done 
using blockchain technology. 

4. Time-Consuming: To add the next block in the chain miners, need to compute nonce 
values many times so this is a time-consuming process and needs to be speed up to 
be used for industrial purposes. 

5. Legal Formalities: In some countries, the use of blockchain technology applications is 
banned like cryptocurrency due to some environmental issues they are not 
promoting to use of blockchain technology in the commercial sector. 
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6. Storage: Blockchain databases are stored on all the nodes of the network creates an 
issue with the storage, increasing the number of transactions will require more 
storage. 

7. Regulations: Blockchain faces challenges with some financial institutions. Other 
aspects of technology will be required to adopt blockchain in a wider aspect.  
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Unit 4: Augmented Reality (AR) and Virtual Reality (VR) 

• Introduction to AR/VR and differences 

• AR/VR applications in marketing and Enhancing customer experience. 

• Technological limitations and advancements 

 

 Introduction to AR/VR and differences 

Augmented reality (AR) and virtual reality (VR) are both technological experiences that change how digital 

technology interacts with the physical world. AR and VR are often lumped together, but each has its way of 

interacting with the virtual environment.  

While learning about augmented and virtual reality, examining each technology to understand how they 

differ and intersect is critical. AR focuses on augmenting the physical world with digital artifacts, images, 

videos, or experiences overlayed with computer-generated images (CGI) and 3D models. VR aims to create a 

virtual experience with headsets and tracking to place the user in a different world. With the increasing usage 

of AR and VR in gaming, marketing, education, and health care, it's important to understand each 

technology’s uses, applications, advantages, and disadvantages.  

 

  

❖ Augmented reality meaning 

AR overlays video or images onto a display of the physical world, typically through a smartphone. The 

overlaid image creates an interaction between the user, the digital, and the physical worlds, allowing them to 

make connections or have new experiences. AR and CGI allow for the visualization of objects in the real 

world.  

To create an AR experience, you need a device with a camera and software that uses the 3D elements with 

the AR application. Some popular examples of AR include entertainment-related options like Snapchat filters 

and the mobile video game Pokémon Go, but it also has implications for business training.  
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What is augmented reality used for? 

AR’s primary functions include visualization, instruction, and interaction because of the ways virtual 

information adds to the physical world. Let’s take a look at AR’s three main functions: 

• Visualization: AR allows users to see deeper into difficult aspects of the human body and mechanical 

systems by superimposing live images of human veins for blood drawing procedures or how parts 

come together in mechanical environments.  

• Instruction: AR-enhanced instruction and training change how you learn and work by providing real-

time information and diagrams while working to save time referencing video or 2D diagrams.  

• Interaction: AR changes the way interaction between humans and machines occurs by bypassing the 

need for physical controls in the future through the use of virtual control panels.  

What is an example of augmented reality?  

An example of augmented reality could be using an AR app to project an image of a product you 

want to buy from a realtor into your home, perhaps in the existing space where the item would go. For 

example, if you wanted to buy a dresser from IKEA, you could use their AR app to project the dresser in your 

bedroom to help you decide if it fits, matches the decor, and will work in the way you want it to.  

Advantages of augmented reality 

The advantage of augmented reality is its ability to combine the physical world with a digital 

interface, creating a new experience of the world. Doing so also creates new ways of experiencing the world, 

from how you monitor manufacturing machines to how surgeons learn about the human body. AR also 

provides new ways for you to interact within the digital environment.  

Disadvantages of augmented reality 

The disadvantages of AR include the cost of implementing the technology in education. Future 

consideration must ensure equitable access across a diverse range of schools. AR also requires a reliable 

internet connection and access to smartphones or other connected devices to use. On the programming 

end, it requires skills and technology to produce, which can put it out of the budgets of small businesses.  

 

❖ Virtual reality meaning  

Unlike AR, virtual reality works by creating a fully immersive experience using a headset and computer-

generated images (CGI) to put the user in a virtual world. In VR, the user interacts with a fully virtual world 

using a headset and a controller. Virtual reality creates a sensory experience by stimulating and tricking the 

sensory organs into interacting with the virtual world as they would the physical world.  

What is virtual reality used for? 

Virtual reality has many uses similar to AR, but creating an entirely virtual experience lends itself to different 

types of applications. Industries that use VR include entertainment, health care, training, and education. Let’s 

examine the uses of VR in each industry.  

• Entertainment: VR in entertainment creates ways to access movies, places, and video games in full 

360 degrees. It gives users the ability to look where they want and what they want in virtual  
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environments, creating a new experience.  

• Health care: VR in health care gives surgeons and those training in the medical field the ability to 

watch surgery simulations, learn about tools, and experience patient dynamics in a virtual setting 

before undergoing surgery.  

• Training: VR simulations can help with training for new drivers as the virtual environment is safer and 

more accessible than learning to drive in the physical world.  

• Education: VR in education brings students into other environments to get a clear picture of what 

they are learning about, making it more exciting. Additionally, it could make remote learning easier as 

students could participate in a virtual classroom.  

Advantages of virtual reality 

VR has advantages similar to AR, including its advantages in education by allowing learners to 

explore the physical world in ways not possible without virtual reality. VR gives users a safe space to 

experience or train for things that might be dangerous or fearful in the physical world without putting them 

in harm's way. VR also allows users to travel anywhere in the physical world through a virtual experience. 

Disadvantages of virtual reality 

One disadvantage of VR is motion sickness, which some users experience. It creates nausea, 

dizziness, and headaches for some users. VR motion sickness occurs in users with a predisposition to motion 

sickness or prolonged experience in a simulation. Challenges in VR hardware and cost make it harder to 

implement than AR. In addition to the upfront cost of the headset, VR requires you to already have a 

computer with a high-end graphics card to run VR software. 

 

❖ How is augmented reality different from virtual reality?  

 

 

The areas where AR and VR differ create various ways for people and businesses to use each. The 

implementation of each technology depends on the intention of the business or user since each one is used 

in gaming, entertainment, education, health care, and marketing.  
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 AR/VR applications in marketing and Enhancing customer experience. 

AR (Augmented Reality) and VR (Virtual Reality) revolutionize marketing by creating immersive, interactive 

experiences, letting customers virtually try products (furniture, makeup, clothes) via AR, and offering virtual 

showrooms or events with VR, boosting engagement, personalization, brand recall, and data insights, 

transforming e-commerce and driving sales through technologies like virtual try-ons and 360° tours.  

AR Key Applications 

• Virtual Try-Ons: Users can digitally preview products like glasses, makeup, clothes, or even furniture 

in their own space via their phone's camera, reducing hesitation. 

• Interactive Print & Packaging: Scanning QR codes on print ads, brochures, or product packaging 

triggers AR content, like animated stories (e.g., Coca-Cola cans) or product details. 

• In-Home Previews: Customers place virtual furniture or decor in their actual rooms to check fit and 

style before purchasing. 

• Showroom Enhancements: Superimposing digital specs, tours, or customizations onto physical items 

in-store or at home. 

• Gamification & Pop-Ups: Creating temporary, location-based AR experiences or games to generate 

buzz and draw attention. 

• Navigation & Local Info: Overlaying directions or points of interest onto a live view of the street.  

Benefits for Marketing & CX 

• Increased Engagement: AR's interactive nature captures attention and fosters curiosity. 

• Reduced Uncertainty: Helps customers make more informed purchase decisions, leading to higher 

confidence. 

• Higher Conversion Rates: Better visualization and interaction encourage more purchases. 

• Brand Buzz: Unique AR experiences generate social sharing and attract new customers. 

• Personalization: Delivers customized product previews and experiences.  

Examples 

• Gucci: App lets users try on shoes virtually, share on social media. 

• Toyota: Offers AR vehicle demonstrations. 

• Coca-Cola: Animated stories pop up from cans when scanned 

 

VR in Marketing & CX creates immersive experiences like virtual showrooms, product trials, and storytelling, 

boosting engagement, personalization, and conversions while reducing returns, by letting customers virtually 

test products (like cars or furniture), tour destinations, and receive tailored support, leading to stronger 

brand loyalty and better market insights. Key applications include virtual try-ons, immersive brand 

storytelling, virtual tours, and enhanced customer service through visual guidance, offering deeper 

connection than traditional ads.  
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VR Marketing Applications 

• Immersive Storytelling: Transport customers into brand narratives with 360-degree experiences, 

creating emotional connections. 

• Virtual Showrooms & Tours: Allow users to explore properties, showrooms (like cars), or retail spaces 

from anywhere, providing detailed views. 

• Virtual Product Demos: Offer interactive product showcases, letting customers experience features 

before buying. 

• Experiential Campaigns: Create unique virtual events or launches that stand out and generate buzz, 

leading to viral potential. 

• Data Collection: Gather real-time insights on user interaction, attention, and preferences for better 

strategy.  

Customer Experience (CX) Applications 

• Virtual Try-Ons (VTO): Enable customers to see how clothes, makeup, or furniture look on them or in 

their space (often using AR, a related tech). 

• Personalized Support: Offer visual, guided help for complex products (like Nespresso machines), 

reducing frustration and improving first-contact resolution. 

• Reduced Returns: Increased confidence from virtual testing leads to fewer product returns, say 

industry reports. 

• Enhanced Loyalty: Personalized, engaging experiences foster deeper emotional bonds and long-term 

loyalty. 

• Efficient Feedback: Conduct virtual focus groups and testing to get faster, data-driven customer 

feedback.  

Benefits 

• Higher Engagement & Conversions: Immersive content captures attention and drives action. 

• Stronger Brand Differentiation: Stands out in crowded markets. 

• Cost-Effective Market Research: Reduces costs and time for testing and feedback. 

• Increased confidence: realistic previews build trust and reduce purchase anxiety 

 

 Technological limitations and advancements 

Technological Limitations 

• Hardware Constraints: VR headsets are often bulky, uncomfortable for long use, and costly; AR 

glasses struggle with battery life, display quality, and form factor. 

• Display & Field of View (FOV): Current devices lack the resolution, refresh rates, and FOV of natural 

human vision, impacting immersion and realism. 



 

  

KHYATI SOLANKI, ARTI PATEL 6 

 

Emerging Technologies and Applications-UNIT - 4 

 

• Latency: Delays between user movement and system response can cause motion sickness and 

disorient users. 

• Processing & Storage: Creating realistic, interactive worlds requires immense processing power and 

storage, exceeding current consumer hardware capabilities. 

• Input & Interaction: Hand tracking and motor sensors can be imprecise, making natural interaction 

difficult. 

• Infrastructure: High bandwidth and low latency are needed for seamless mobile AR/VR, a need met 

by 5G. 

• Content & Standardization: Lack of unified platforms and compatible hardware fragments the 

ecosystem.  

Key Advancements 

• Connectivity (5G): Enables more stable, high-quality AR/VR experiences with reduced latency and 

higher bandwidth. 

• Miniaturization & Comfort: Hardware is becoming smaller, lighter, and more comfortable for 

prolonged use. 

• Improved Displays: Higher resolution, wider FOV, and better refresh rates are constantly improving. 

• AI & Processing: Advances in AI and mobile processing power allow for more complex and realistic 

virtual environments. 

• Better Sensors & Tracking: More precise sensors and tracking improve user interaction and 

immersion. 

• Integration: Efforts to combine AR/VR with other devices and platforms are enhancing overall 

functionality.  
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